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What are the basic features of the ISO standard and how will

functional safety be certified?

Y

Safety Goals and concepts; includes ASIL.
Product Development at the System level.
1) Hardware Development.

2) Software development.

production and operations

Not Certified

1) Confirmation Review

2) Audit

3) Functional Safety Assessment
4) Required Independence




Safety Goals and Concepts

Consider
ltem definition
\

Perform
Situation analysis and

hazard identification
\

Carry out
Hazard classification

\

Reach
ASIL determination

\

Determine
Safety Goals
\

Define
Functional Safety Concept

De'fine

Technical Safety Concept




Product Development at the System level

Part 4: Product development: system level

4-5 Initiation of product development at the system level

y
4-6 Specification of the technical safety requirements

v

4-7 System design
4   ;

Part 5: Product development: hardware level Part 6: Product development:isoftware level
4-8 Item integration and testing
: | :
i v i
4-9 Safety validation
i | i
| v |
4-10 Functional safety assessment
: | :
| v |
4-11 Release for production




= Deduce the required ASIL
(ASIL for Automotive Safety Integrity Level)

S 0: 0
'

T Evaluate a possible avoidance of specified harm
(parameter C for Controllability)

e

Evaluate the exposure rate in the situation
observed (parameter E for Exposure)

Evaluate the potential harm é@[ %\i D
(parameter S for Severity) \&K/‘ =




Production Plan

= Evaluate item:

Requirements | | Conditions for storage, Approved Lessons | | Suitability of
for production transport and handling | | configurations learnt personnel
Production
plan
Production process Production Traceability Dedicated
flow and instructions tools measures measures




Production and Operations

— Assure conformance of Production Plan to ISO 26262 =
* Production process flow
* Production tools
* Implementation of traceability measures

— Ensure that required functional safety is achieved during the
production process

— Include to plan the safety-related special characteristics,

* e.g. temperature range for specific processes, material
characteristics, expiration date, fastening torque, production
tolerance, and configuration

— Planning of operation, service (maintenance and repair), and
decommissioning

— Field monitoring process
— Activities addressing safety issues before disassembly

. 5 )




Confirmation Measures (Property Comparison);

Confirmation activity

Confirmation review

Functional safety audit

Functional safety assessment

Result

Confirmation review report?

Functional safety audit report?

Functional safety assessment report

Subject for evaluation

Work product

Implementation of the
processes required for
functional safety.

Item as described in the “ltem
definition” (see 1ISO°26262-3,
Clause®5).

Responsibility of the
persons that perform
the confirmation
measure

Evaluation of the compliance

of the work product with the

corresponding requirements
of ISO 26262.

Evaluation of the
implementation of the
required processes.

Evaluation of the achieved functional
safety.
Provision of a recommendation for

acceptance, a conditional acceptance
or a rejection.

Timing during lifecycle

After completion of the
corresponding safety activity.
Completion before the
release for production.

During the implementation of
the required processes.

Progressively during development, or
in a single block.

Completion before the release for
production.

Scope and depth

Planned prior to the review,
in accordance with the safety
plan.

Implementation of the
processes against the
definitions of the activities
referenced or specified in the
safety plan.

The work products required per the
safety plan, the implementation of the
required processes and a review of the
implemented safety measures that can

be assessed during the item
development.

@ can be included in functional safety assessment report




= -:no requirement regarding this confirmation measure;
= |0: the confirmation measure should be performed;

= [|1: the confirmation measure shall be performed;

reporting to the same direct superior; and

and responsibility for release for production.

= |2: the confirmation measure shall be performed, by a person from a different team, i.e. not

= |3: the confirmation measure shall be performed, by a person from a different department or
organization, i.e. independent from the relevant department, regarding management, resources,

management

Confirmation measure A|lB|C|D

Confirmation review of safety plan (see Clause 6) 1l gﬁgiSt spﬁe”t_

- independent from the developers of the item / project management goals%f the ?’:em
Confirmation review of integration and testing plan (see 1SO°26262-4, highest ASIL
Clause 5) 10| 1 |12 ] 12 | among safety
-independent from the developers of the item / project management goals of the item
Confirmation review of validation plan (see 1SO°26262-4, Clause 5) highest ASIL
-independent from the developers of the item / project 10| 1 [ 12| 12 | among safety

goals of the item

Extract from ISO DIS 26262-2 Table 1
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* |SO 26262: developed by automotive industry on basis of IEC

61508 to avoid risks in relation with use of E/E Systems

wemurow sses | [EC 61508 ISODIS 26262 | B = ==
Applies to .

. . Applies to Safety-related systems |

= Electrical/electronic/ PRIes ¥ - )IIE/ES sterﬁ

——l— . Includin

== programmable electronic _ g yorel

==  systems (E/E/PESs) in Series production

o - passenger cars (<3.5t) ——

, £ . w Addresses
. generlc.and apphc.;abl.e hazards caused by mal-
Irrespective of application functioning behaviour of E/E

Applies to safety-related systems

e v

Systems without
application sector

Does not address design measures against
non-functional hazards such as electric

shock, fire, smoke, heat, ...



http://www.openclipart.org/people/regelatwork/regelatwork_Oil_rig.svg
http://www.openclipart.org/people/johnny_automatic/johnny_automatic_industry.svg

Major differences - Aims

IEC 61508 ISO DIS 26262
aims at aims at
one-off or low volume ” mass-market systems
systems (road vehicles)
System is built, tested Safety validation is
and installed performed
then safety validation then release for
is performed (series) production

=>different order of life cycle activities:

ISO 26262 has explicit
requirements for production

\ Y/




Major differences - Structure and content

IEC 61508

ISO DIS 26262

Normative:
Part 1. General requirements

Part 2: Requirements for E/E/PES systems

Part 3: Software requirements
Part 4: Definition and abbreviations

Part 1: Vocabulary
Normative:
Part 2: Management of functional safety

Part 3: Concept phase

Part 4: Product dev.: system level
ﬁPart 5: Product dev.: hardware level
Part 6: Product dev.: software level

Informative:
Part 5: Examples of methods for the

determination of SlLs

Part 6: Guidelines on the application of
IEC 61508-2 and IEC 61508-3

Part 7: Overview of techniques and
measures

Part 7. Production and operation
Part 8: Supporting processes

Part 9: ASIL-oriented and safety-
oriented analyses

Informative:

Part 10: Guideline on ISO 26262

\ Y/
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ISO 26262 - Roadmap

= Estimated roadmap for release

07/2009 12/2009 12/2010 03/2011 06/2011
DIS comments voting FDIS final
published

DRAFT INTERKATIDNAL STAMDAAD (504068 26262 1
marcims s E—
gz e g e o
Road vehicles — Functlofal
Part 1:
Viocabule
£4 Encrntin
I: 2 6 2 6 2

T o T B provenn O Do Femcon W e Do Cr
o Lo iagaga ety

WD CD

————————

, TR

WD — Working draft e .
SR s A

CD — Committee draft

DIS — Draft international standard

FDIS — Final draft international standard




Major differences - Work Products

IEC 61508 ISO DIS 26262
Specifies Specifies
Requirements Requirements
Only indirectly Specifies
(Work products) Work products (>100%)




Tasks of organization

Create, foster and sustain a

Safety Culture

Establish and maintain
Organisation specific rules and

Deal with
functional safety anomalies
« Communicate to safety manager

processes * Analysis
* Evaluation
Ensure Ensure
Documentation Continuous improvement process




Major differences — ASIL per ISO 26262

assist
EPB, lock rear wheels
SCS, wrong intervention

Higher ASIL increases effort

7%

E4

latent / most

ASIL | Example Sample | Sample requirement: Highly
Ranking | Diagnostic coverage / recommended
process reqt_ reqS. in tableS Of
part4, 5, 6

Cruise control, S1, C2, none / some ~ 50

A failure to decelerate E4
Follow to Stop S1, C3, 90% single point, 60% ~ 80

B deceleration outside design E4 latent / more
limits
Passenger Airbag S2,C3, | 97% single point, 80% ~130

C wrong deployment E4 latent / even more
Electric Steering, Wrong | S3, C3, 99% single point, 90% ~ 150
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General structure ISO 26262

1. Vocabulary

| 10. (Informative) Guidelines on ISO 26262 |

)
, -
2. Management of functional safety [b)
2-5 Overall safety management 2-6 Safety management during item development 2-7 Safety management after release for production E
3. Concept phase 4. Product development: system level (sProduction & Operation (@)
3-5 Item definition :‘hg lsr;/lgtaetrlr?rl]e(\)/fe?r‘)dum development at |4-11 Release for production | 2.5 Production g
3-6 Initiation of the safety lift | |4-10 Functional safety assessment | 7-6 Operation, service and ('U
-0 Initiation ot the satety lriecycle 4-6 Specification of the technical safety decommissioning 2
requirements .
|4-9 Safety validation | (7))
3-7 Hazard analysis and risk assessment q)
|4-7 System design | |4-8 Item integration and testing | (Vp]
3-8 Functional safety (7))
concept 5. Product development: 6. Product development; Q
N hardwareleve! software level &)
CG 5-5 Initiation of product development at 6-5 Initiation of product development at O
the hardware level the software level el
CD 5-6 Specification of hardware safety 6-6 Specification of software safety
[ requirements requirements Q
CU 5-7 Hardware design /1 ’\ 6-7 Software architectural design (¢b)
p— 5-8 Hardware architectural metrics ﬁ;‘%lse%m?;ﬁounmt design and o
5-9 Evaluation of violation of the safety 6-9 Software unit testing U
U) goal due to random HW failures
8 5-10 Hardware integration and testing 6-10 Software integration and testing
q) 6-11 Software verification
(T
©
8. Supporting processes
(Q\| 8-5 Interfaces within distributed developments 8-10 Documentation —
(o 8-6 Overall management of safety requirements 8-11 Qualification of software tools | -
N 8-7 Configuration management 8-12 Qualification of software components O
@ 8-8 Change management 8-13 Qualification of hardware components Q
N 8-9 Verification 8-14 Proven in use argument :
O 9. ASIL-oriented and safety-oriented analyses -
9-5 Requirements decomposition with respect to ASIL tailoring 9-7 Analysis of dependent failures (f)
U) 9-6 Criteria for coexistence of 9-8 Safety analyses

S




Requirements-oriented safety approach 2

Dealing with hazards in an appropriate way

/
Hazard Analysis ; B Development
& Risk Assessment ASIL process

= Result of Hazard Analysis and Risk Assessment:

— Identification of the need for (and amount of) requirements regarding
functional safety: Safety Goals and Automotive Safety Integrity Level (ASIL)

= Demonstrate (ASIL-adjusted) compliance with safety requirements
by measures taken in

— procedures,
— architecture,
— design, ...




l

During complete y‘w
lifecycle G

Not related to a specific
project

Allocation of safety
responsibility and duties
Safety culture

Training and
gualification

v

During i
development =

Persons and
responsibilities for a
project

Safety plan
Implementation of V&V
Confirmation
assessment measures

\ 4

After SOP

Achieve functional
safety of produced units
Maintain FS over
operating life of vehicle
Installation of
management after SOP
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Opinion concerning Application of 1ISO 26262+

1) Vehicle manufacturer’'s (VMs) and suppliers have participated
In the development of ISO 26262 from Europe, Japan, and the US
for about 5 years

2) There have been tutorials and papers on its application
Including examples

3) Itcan be expected that a tailored application of the standard
will continue to expand rapidly, particularly with respect to new
developments and modification of products already in production.

4) It can be expected that there will be joint developments with
VMs and suppliers as prescribed in the standard

5) In addition, suppliers will develop Safety Elements out of
Context (SEoo0C). This will reduce the burden to VMs when the
assumptions of the SEooC are met

\ Y/
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