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Introduction

his TRB E-Circular documents the proceedings of the workshop, Using Simulation to

Evaluate Impacts of Airport Security, held on January 12, 2003. The workshop organized
jointly by the TRB Committee on Critical Transportation Infrastructure Protection—
Subcommittee on System Integration and Management/Architecture (A5021-2), and the
Committee on Airfield and Airspace Capacity and Delay (A1J05), and co-sponsored by the
Committee on Airport Terminals and Ground Transportation (A1J04). The primary objective of
this workshop was to present, demonstrate, and discuss the passenger and baggage screening
simulation techniques used to comply with the Transportation Security Administration’s (TSA)
congressional mandate to implement the new airport security measures stipulated by the
Transportation Security Act of 2001 to all U.S. commercial airports.

The workshop was a hands-on, two-way discussion, interactive activity aimed at
providing a better understanding of how simulation techniques could be employed to evaluate
impacts of the TSA security requirements for passenger and baggage screening on airport
operations performance and terminal space requirements. Presentations and ensuing discussions
facilitated the coverage of the scenarios, constraints, techniques, performance measures, data
requirements, and other intricacies encountered in adopting the simulation approach to evaluate
the impacts of the new TSA security mandates on airports. Technical details, data requirements,
analysis methods and results from case studies were discussed and demonstrated, highlighting
the pros and cons, as well as constraints and cost-effectiveness of utilizing simulation in this
critical aspect of air transportation.

The workshop was truly interactive where a panel of experts comprised of government
security experts, architects and airport planners, software developers, simulation analysts, airport
managers and airport consultants presented their collective experience. Ensuing discussions
covered assumptions, simulation logic, data requirements, management of databases, modeling
approaches and analytical techniques, practical considerations of airport terminal space planning,
and findings and conclusions vis-a-vis utilization and implementation of simulation for such a
critical and sensitive task.

Saleh A Mumayiz, Editor
Chair, Subcommittee on System Integration and Management/Architectures—Critical
Transportation Infrastructure Protection (A5021-2)

James M. Crites
Chair, Committee on Airfield and Airspace Capacity and Delay (A1J05)

Jody Yamanaka Clovis
Chair, Committee on Airport Terminal and Ground Access (A1J04)
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Airport Operations Perspective

JAMES M. CRITES
Dallas/Fort Worth International Airport

he ATSA Public Law 107-71 that was passed in November 2001 identified a series of
security requirements for all modes of transportation. To comply with ATSA requirements
for airport security measures, Dallas/Fort Worth International Airport (DFW) assembled a team
of consultants to provide best solutions for the airport.
Under ATSA requirements, two major near-term security measures were related to the
aviation industry, with deadlines for compliance:

1. Passenger checkpoint screening by November 31, 2002; and
2. Checked baggage screening by December 31, 2002.

The TSA assumed the responsibility for aviation and transportation security and
implementing all security measures identified in ATSA. This presentation provides the airport
operators’ perspective to this major effort.

Implementing the TSA requirements by the deadlines presented airport operators with
several challenges. These include overcoming issues related to

Establishing a new airport security organization.

Hiring qualified personnel.

Developing approaches to satisfy ATSA’s operation requirements.
Implementing solutions at 429 airports in the United States:

- Developing approaches and solutions for all airports;

- Modifying, redesigning, and constructing facilities;

-~ Procuring equipment; and

— Hiring and training personnel.

¢ Identifying and securing required resources.

¢ Providing the information and personnel to succeed.

In order to successfully address the problem and comply with the deadlines required
resources, information, and personnel had to be identified. First, the problem has to be classified
vis-a-vis passenger and baggage processing and the tools required to rapidly formulate solutions
with the context of queuing theory and simulation modeling techniques. Second, information is
obtained on passenger and baggage arrival rates, equipment processing rates, screening
protocols, and the measure of effectiveness (the 10-min impact rule). Third, a task force team is
assembled, engaging personnel from operations research (OR) specialists, airline as well as
airport professionals.

The outcome of this effort indicated that providing interim solutions with mitigating
measures employed to conduct screening helped in the overall effort, effectiveness of OR
specialists engaged in the analysis, and the direct involvement of airlines and airports on the
team in the development and implementation of ATSA measures at airports. While a good deal
was accomplished on passenger screening in airports, much is left to be accomplished later,
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mainly perimeter security, cargo/mail screening, and integrating information systems for
passenger processing within the myriad of operations information systems existing in airports.

Click here to see Crites’ Powerpoint presentation.




Airport Security
Transportation Security Administration Perspective

CLINT FISHER
Transportation Security Administration

THE BEGINNING
Aviation and Transportation Security Act

In November 2002, President Bush signed into law the ATSA creating the TSA. With the new
law came the TSA mission to protect the nation’s transportation systems to ensure freedom of
movement for people and commerce. And it has dramatically changed the prevailing attitude
towards transportation security in the air, on the sea, on the highways, and through our nation’s
pipelines.

ATSA directed the U.S. Department of Transportation (USDOT) to build a new security
agency starting essentially from scratch—an agency with more people than the Federal Bureau
of Investigation (FBI), the Drug Enforcement Administration, and the U.S. Customs and
Immigration Service (USCIS) combined—and to get it done in the next 365 days. And so that
effort has had our full attention this past year

Department of Transportation Role

Falling under the auspices of the DOT, the new agency received the unwavering support of
Secretary Norman Y. Mineta and Deputy Secretary Michael Jackson. Recognizing its future role
in the new post-September 11, 2001 (9/11), environment, Secretary Mineta said, “We are
building the TSA so that it may serve as the core for President Bush’s new Department of
Homeland Security (DHS).” Clearly, he saw where the president was heading in the protection of
America’s transportation systems and the fight against terrorism.

DHS provided the space and the initial budget to get TSA’s first handful of employees
rolling. Still, TSA was being built from the ground up.

World-Class Security and World-Class Customer Service

This is important work to hold the balance both the president and Secretary Mineta demand:
world-class security and world-class customer service.

EARLY DAYS

Go Teams

The first few months after the act was signed were a time of intense planning and light-speed

organization. The fledgling TSA consisted of a collection of “Go Teams,” each with a specific
focus on a portion of the massive transportation security picture. There were groups developing
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passenger and baggage screener training programs, screening technologies, and security
policies—while other teams were scrambling to build the agency infrastructure.

Private Sector Firms

Thus we did quick, comprehensive, and fully open procurements, that added six terrific private
sector firms to the larger TSA team: NCS Pearson for screener recruitment; Lockheed Martin for
screener training; Boeing—Siemens for explosive detection deployment and maintenance;
Lockheed Martin for roll-out coordination and checkpoint construction; Unisys to manage
deployment of core information technology (IT) tools; and VF Solutions to get the right uniforms
to the right people at the right time. Each of these firms—and many others who have helped
along the way—made it possible to meet the Congressional mandates successfully.

Early Office Environment

Our “veterans” (whose employment goes back to January or February) can tell stories of sharing
a desk in a bullpen, splitting time with co-workers on a telephone and computer, bringing
personal office supplies in to work, and getting paid with a handwritten check. Amazing progress
has been made since those early days.

The first federal passenger screeners graduated from training classes and took their posts
at a Baltimore—Washington International Airport security checkpoint in April 2002.

CURRENT STATUS
50,000 Employees

Like a high-performance vehicle, we have gone from zero to over 50,000 employees in the past
year, but mostly in the last few months. When we met our congressional deadline on November
19, 2002, to federalize passenger screening, we met it by placing over 45,000 hand-picked, well-
trained, and deeply committed screeners at 429 commercial airports across the country.

Congressional Deadlines

As you may know, Congress set down 36 mandates when it created the TSA. The skeptics
insisted we couldn’t create the TSA and have federal passenger screeners fully deployed by
November 19, our first anniversary. We proved the skeptics wrong. We have met all 36
mandates—on time, within tight budgets, and under constant public scrutiny.
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MOVING FORWARD
Changing Focus to Include All Modes of Transportation

Further, our initial concentration was on aviation security. Given the terrorists’ means of
delivery, the president’s immediate concern was to secure the nation’s airways. But TSA’s
security concerns cross all modes of transportation.

We’re focusing more intently on the vulnerabilities of the 95,000 mi of open coastline
and the 361 ports in the United States. We’re also looking towards securing the railway systems
across the nation. The FBI’s warning this fall about a heightened threat against railways has been
a constant reminder of that susceptibility. We are constantly looking for and examining new
security technologies, new policies, and new approaches to threat mitigation for the nation’s
transportation systems.

NEW SECURITY TECHNOLOGY
Registered Traveler Program

From a technology standpoint, we’re looking at better, stronger, faster screening equipment to
get people and products to their destinations as quickly as possible, with no compromise in
security. Under the Registered Traveler Program (RTP), passengers voluntarily sign up for
background checks and identification verification. These registered travelers would then be able
to clear through security quickly.

Transportation Worker Identification Credential

Another similar identification program we have in the works is the Transportation Worker
Identification Credential or TWIC program. Actually, the RTP will grow from this initiative.

The TWIC program combines personal information and biometrics to positively identify
transportation employees having access to secure areas. In the aviation industry these people are
everyone from pilots to mechanics to catering and custodial workers. In the trucking industry,
they’re drivers and workers loading pallets and trailers. In maritime commerce, they’re dock
workers and ship crews.

The idea is to have these employees undergo only one standard criminal background
investigation. It would link them to a central database that would be accessible nationwide. It
could serve as an international standard.

Truck drivers, for example, currently carry multiple identification (ID) cards and pay for
several background investigations to allow for interstate travel. The record number of IDs we
know about is 23. These are drivers carrying everything from bananas to spent nuclear fuel.
Under the TWIC program, they’ll only have one ID card to deal with, which would be acceptable
across the United States. The TWIC program has received authorization to plan the initiation of
two regional multimodal pilot projects. The pilots will include testing credentialing applications
for aviation, highway, maritime, rail workers, and others.
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Los Angeles/Long Beach and the Delaware River area have been selected as the TWIC
regional pilot sites based on the broad range of facility types (e.g., mode, size, infrastructure,
etc.)

Positive ID on a national basis, especially in sensitive employment fields, is an idea
worth serious consideration and discussion. And perhaps the definition of “sensitive” will
continue to expand as it has over the past decade. How many would have thought that a truck
driver could be a security risk until a homemade bomb was detonated in Oklahoma City a few
years ago?

These are just a sampling of our current operations at TSA. Our present, however, is
inextricably tied to our immediate future.

TSA is leading efforts to develop next generation technologies for use at airport
checkpoints and to inspect checked bags. We’re developing methods to help us control access to
airport perimeters and ensure that only authorized people are allowed in secure areas.

Some efforts will optimize human performance by improving screener selection, training
and evaluation methods. In addition we’re expanding our research efforts in order to assess the
terrorist threat to all transportation modes, particularly as it relates to cargo.

SECURITY IMPROVEMENTS
Federal Screeners

I have to take a minute or two to mention a few of the many security improvements that TSA had
implemented. Our federal screeners are the most visible security change. They are the face of
security at airport checkpoints nationwide. We are proud of this diverse and well-trained
workforce, a faithful army of patriots who came to the call of their country.

As our military provides defense in this war on terrorism, so do our TSA employees
provide defense right here at home.

Federal Air Marshals

We have an immensely expanded Federal Air Marshal (FAM) program. An overwhelming
number of dedicated Americans responded to the call of country by joining the FAM service.
TSA is completely supporting them and they completely support aviation security. Let there be
no misunderstanding that the FAM service is providing the largest, highest-quality, best-trained,
and most professional protective force in American aviation history.

Federal Security Directors

We are also pleased with our highly experienced Federal Security Directors (FSDs) deployed at
airports around the country. Some FSDs have deputies to assist with the security management of
some of the smaller airports. I realize that some of you may have wondered about the length of
time it took to recruit, hire, train, and deploy these executives for particular airports. This process
has actually gone remarkably well considering the number and location of the airports and the
fact that all of the individuals we selected were employed in other important jobs.



