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GSC Risk Perspective

= Previous work includes many studies on risk, vulnerability, and security

of individual supply chains
— Considerable effort spent on managing supply chains, supply chain resiliency,
supply chain vulnerability
— Vast majority of work performed by industry and/or insurance
— Numerous case studies of supply chain failures and successes

= Global Supply Chain concept is less well defined
— Aggregation of supply chains?
— National level or even global effects?

= Key trends and features that drive risks
— Cascading Effects (small disruptions that escalate to major or catastrophic
consequences)
— Greater global interconnectedness
— Greater reliance on ‘just-in-time’ supply chains

Principal Focus of the GSC Risk Assessment Effort is to
Evaluate GSC Risk While Incorporating Cascading Effects
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GSC Risk Characterization

Threat GSC Risk = Function [Threat, Disruption,
Hazard Cascading Effect, Consequences] Cascading

Effects
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Scenario Structure Overview

Scenario Components

Disruption Hazard / Cascading Potential
P Threat Effect Consequence

What Happens to the What Caused the How the Disruption How the Event

Supply Chain Disruption Overcomes Supply Chain Ultimately Affects Us
Resilience

eLoss of Critical Hub(s) *Nuclear Terrorism *Production Capability Loss Function of (

eLoss of Critical Route(s) *Other Terrorism *Transportation Capability Loss Economic,

eLoss of Critical Resource(s) *Pandemic *Area Loss Human (fatalities/injuries),

(raw material or product) *Natural Hazard *Resource Loss Social,

eLoss of Critical Vector (air, eLabor Strike *Economy Decrease Infrastructure)

land, sea) eAccident / Bad Maintenance <No Escalation

*Temporary Supply Chain *Foreign Government Act

Shutdown eIndustry Fraud / Actions

*Technology Loss

» Individual scenarios are combinations of the first three components

(consequences are a dependent result of the first three components)
— Results in 270 potential scenarios
— General Morphological Analysis applied for consistency reduces number to ~133

» Methodology evaluates likelihood and consequences for each scenario to obtain
overall risk
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Cascading Effect Taxonomy

» Cascading Effects may be focused on a geographical area or a critical resource
= The duration of a disruption is a key factor in whether the effects are temporary or

permanent
.. Cascading Effect  Temporary Long Term
Initiator
Type Effects Effects
Area Losses : .
Transport
| Capability Loss |
Disruption ﬂ[ Economic Base
+ Loss
Threat Resource ]
Losses
Resource

Focused

Production
Capability Loss

No
Escalation

Exceeds Exceeds
Reserves Recovery
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Cascading Effect Example Showing Area

Loss and Transport Loss

Volcano Example

. . Hazard /
{ Disruption H Threat

Cascading
Mechanism 1

Air transport must be replaced with
slower ground and maritime transport
*Economic activity is reduced; sales
are down; trade is down during
eruption

] AREA LOSS

air traffic grounded Volcanic Cascading TRANSPORT CAPABILITY LOSS

over a significant eruption spews Mechanism 2 *Ash damages fleets of aircraft that must

portion of the world ash continuously have expensive engines replaced

for several months for several *Air travel capacity is diminished for
months several years until fleets can be replaced

*Some airlines go out of business
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Evaluating Escalation Mechanism Likelihood

> Attributes Below Will Be Combined into a Score Using a Multi-Attribute
Utility Function and Transformed into Relative Likelihood Estimates

Size Duration Unigueness Criticality Connectedness
(# Supply (from warning to (% of impacted (importance to (# 1st order
Chains recovery) supply chains manufacturing | connections to/from
Impacted) covered by or vital affected component)
alternatives) product)
Very Many  No Recovery No Irreplaceable Thousands
Alternatives
Many Recovery Most Have Difficult to Hundreds
Beyond Alternatives replace
Reserves
Some Recovery Within All Have Replacemen Tens
Reserves Alternatives ts exist
Few Rapid Common Easily Few
Recovery replaced
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Contact

Steven S. Streetman
steven.streetman@associates.dhs.gov
(202) 254-7430

(301) 332-3750

Christopher Toms
christopher.toms@uscqg.mil
(202) 372-2585

Commander Aaron Sanders
aaron.m.sanders@uscqg.mil
(202) 372-2783
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ADDITIONAL EXAMPLES
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Cascading Effect Example of Resource Loss
and Production Loss

Memphis Bridge Accident Example

. . Hazard / Cascading Cascading
i Disruption H ezard H Meohanism 1 H Mechanism 2 »

*Mississippi River blocked to *Poor Maintenance and a RESOURCE LOSS PRODUCTION
barge traffic for months freak accident involving «Critical Resource (grain exports) CAPABILITY LOSS
a hazardous chemical stopped along Mississippi River *Sustained loss of grain
truck eLabor dispute (union vs. non- exports represents significant
union labor) between Missouri lost income
and Tennessee stalls recovery *Numerous farmers,
*Bad weather also slows recovery  Mississippi barge companies,
*Alternatives (rail, truck) and exporters go out of
insufficient to significantly business resulting in reduced
reduce effects grain production for 5-7
years
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Cascading Effect Example Showing No

Escalation and Economic Base Loss

Nuclear Explosion at Major U.S. Seaport

Disruption Hazard /
P Threat

*Major seaport destroyed  Nuclear detonation
«Significant slowdown of  (~1KT) at major U.S.

Cascading Potential
Mechanism Consequence

*Economic Base Loss due to sSignificant, sustained loss of
self imposed blockade of cargo trade with other countries

maritime cargo as well as  port *Emergency cargo *Numerous producers,
other cargo types while allowed in but greatly ~ importers, and exporters go
additional security slowed out of business resulting in
measures implemented *Economic Base Loss made reduced economic activity
permanent as new security for at least a decade
measures slow stream of
commerce

No
Escalation

*Nuclear detonation
consequences sufficient to
be catastrophic without
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