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Why share data? (And why not?)
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Benefits

• Innovation & 
Research

• Transparency & 
Increased Awareness

• Cost Savings

• Data Reciprocity

• Monetary Gain

• Customer Benefits

Evaluating Data Sharing
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Risks

• Privacy

• Security

• Misuse

• Strategic Risks

Costs

• Staff time and 
expertise

Challenges

• Internal Organizational 
Needs (staff and data)

• External Needs 
(protocols, data 
standards)

Legal Framework
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How do you share data?

7© 2019



Preparing Data for Sharing
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Public and Private Data Sharing
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Public Data Sharing Private Data Sharing

✓Promotes 
transparency

✓Can spur innovation

✓Saves transit agencies 
time responding to 
individual requests in 
the long run.

✓Research partnerships 
can ensure data is 
analyzed to support 
transit agency needs

✓Training of trusted 
partners and non-
disclosure agreements 
can enable sensitive 
data to be safely 
shared

• Lack of control over 
how the data is used

• Public release of data 
that can be used to 
identify individuals 
violates customers’ 
privacy

• Depending on how 
data is shared, there 
may be significant 
effort required upfront





• Significant effort and 
resources may be 
required to develop 
individual data 
agreements and 
respond to individual 
data requests

• Perceived lack of 
transparency and 
equity – data is only 
shared with certain 
partners








Public Data Sharing Methods
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Static Reports Data Repositories
Interactive 
Dashboards

Developer APIs

✓ Accessible to all 
audiences

✓ Protect against 
misinterpretation 
of data

✓ Researchers and 
innovators can 
download and 
manipulate, 
generating new 
analysis and 
insights

✓ All audiences 
can interact with 
the data

✓ Small samples 
can be 
suppressed to 
protect privacy

✓Developers can 
efficiently pull 
data into apps

• Data cannot be 
manipulated


• Difficult to use for 

non-technical 
audiences

• Risk of data 
misuse

• Not appropriate 
for disaggregate 
data on 
individuals







• If underlying data 
is not 
downloadable, 
data 
manipulation is 
limited

• Dashboards 
require significant 
effort to develop





• Only appropriate 
for data sources 
that many 
developers want 
to access at 
frequent intervals



Increasing interactivity 



Effort and Control
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How to share data with customers?



How do you get data?
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• Buying data

• Accessing data through mobility service partnership

Accessing External Data
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Initial Guidance
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Data Sharing Decision Framework
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What laws apply?

Data Sharing Model
• Data type and level 

of aggregation
• Audience
• Terms of use

Modify data sharing 
model if necessary

What are the risks?
• Privacy?
• Security?
• Misuse?
• Strategic?

What are the benefits?
• Innovation & Research?
• Cost Savings?
• Transparency & Awareness?
• Data reciprocity?
• Monetary gain?
• Positive impacts on customers?

What are the costs?
• Staff effort and resources to 

collect, process, document, and 
catalogue data (beyond efforts 
required for internal use)?

Weigh benefits against 
costs



Internal Needs: Data Management Structure and Protocol
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Establish data-focused staff or division

Train staff

Develop internal data catalogue

Evaluate data collection and management in terms of 
data sharing potential

Define sharing models and develop protocols, 
including a formal risk assessment methodology, 
privacy policies, and standard licenses



• Legal summary

• Private sector perspective

• Lessons from cities, states, and utilities

Coming Soon…
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