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THE PROBLEM AND ITS SOLUTION

The nation’s transit agencies need to have access to a
program that can provide authoritatively researched, spe-
cific, limited-scope studies of legal issues and problems
having national significance and application to their
businesses. The TCRP Project J-5 is designed to provide
insight into the operating practices and legal elements of
specific problems in transportation agencies.

The intermodal approach to surface transportation
requires a partnership between transit and other trans-
portation modes. To make the partnership work well,
attorneys for each mode need to be familiar with the legal
framework and processes of the other modes. Research
studies in areas of common concern will be needed to
determine what adaptations are necessary to carry on
successful intermodal programs.

Transit attorneys have noted that they particularly
need information in several areas of transportation law,
including
* Environmental standards and requirements;

* Construction and procurement contract procedures
and administration;

* Civil rights and labor standards; and

* Tort liability, risk management, and system safety.

In other areas of the law, transit programs may involve
legal problems and issues that are not shared with other
modes; as, for example, compliance with transit-
equipment and operations guidelines, FTA financing
initiatives, private-sector programs, and labor or envi-
ronmental standards relating to transit operations. Em-
phasis is placed on research of current importance and
applicability to transit and intermodal operations and
programs.

APPLICATIONS

Transportation officials have expressed a need for a
legal synthesis of legislation, case law, studies, and other
available resource material related to privacy issues in the
transportation industry. Every aspect of the transporta-
tion industry has been affected by technological ad-
vancements, particularly in collecting, transmitting, and
storing information. The method for assuring security for
this information, determining who has access, and de-
termining when and how the documents should be de-
stroyed are matters of utmost importance. Placement of
surveillance equipment, notice to individuals in the pres-
ence of such equipment, use of the videos, and destruc-
tion procedures are likewise matters of concern.

This report provides a topical reference to these issues
and should be useful for attorneys, administrators, hu-
man relation officers, security personnel, supervisors, and
all officials who confront these issues.
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TREATMENT OF PRIVACY ISSUES IN THE PUBLIC TRANSPORTATION INDUSTRY
By Mark McNulty, Special Counsel, Delaware Department of Transportation

|. INTRODUCTION
A. Statement of the Problem

It appears to be an inherent belief, at least in the
United States today, that the “right” to privacy is an
inalienable and unassailable protection indigenous to
the human species. The underlying theoretical basis for
the doctrine has provided a basis for decisionmaking in
the common law since well before the founding of this
Nation. However, it was only slightly over IOODyears
ago that privacy was identified as a distinct right.

Jurisprudential treatment of the subject, and cer-
tainly the vast bulk of court decisions establishing its
parameters, is of relatively recent origin, yet its impor-
tance is growing exponentially with each new techno-
logical advancement. The evolution of the law of pri-
vacy continues at a more frenetic pace today, and with
a greater sense of urgency than most legal doctrines,
because of the sheer rapidity of these technological
changes, which appear to be outpacing the ability of the
lawmakers and the courts to keep current.

Questions are being raised in many circles about ac-
cess to the Internet; who will control the flow of infor-
mation; and, more importantly, who will determine
what information is collected, stored, and disseminated,
as well as who will have access to such information.

According to at least one survey of 275 Fortune 500
companies conducted by the University of Illinois, pri-
vacy has become the number one issue in the work-
place.” The purpose of the study was to ascertain to
what extent employers were monitoring activities of
their employees. The authors found such intrusions
into emﬂloyees’ privacy interests to be alarmingly ex-
tensive.

Of the 126 companies who responded, the results in-
dicated that in many instances employees enjoy little or
no privacy either from their employer or from those
making inquiries to their employer. The findings pub-
lished in 1990 are illustrative of this point:

¢80 percent of the companies disclosed personal in-
formation to creditors.
¢60 percent gave such information to landlords.

! Samuel D. Warren and Louis D. Brandeis, The Right to
Privacy, 4 HARV. L. REV. 193 (1890).
s The Electronic Privacy Information Center (epic.org).

David F. Linowes and Ray C. Spencer, Privacy: The
Workplace Issue of the 90’s, 23 J. MARSHALL L. REV. 591, 593
(19%0).

Also see, Joan O’C. Hamilton, Stephen Baker, and Bill
Vlasic, The New Workplace, BUS. WK., Apr. 29, 1996, at 106;
Jeffrey Rothfeder, Michele Galen, and Lisa Driscoll, Is Your
Boss Spying On You?, BUS. WK., Jan. 15, 1990, at 74.

e 28 percent gave this information to charitable insti-
tutions.

e 38 percent had no policy concerning the release of
information to government agencies.

e 22 percent collected information about employees
without informing the person.

e 58 percent of the companies had a drug-testing pro-
gram.
e 57 percent did not tell their employees what types
of records they maintain about them.

e 58 percent did not tell employees what information
about them was released.

1. Origins

The early explorations of the law of privacy stemmed
in large measure from an examination of Fourth
Amendment prohibitions against “unreasonable
searches and seizures.” Much of the fundamental
analysis, which has evolved into other areas, can be
found in criminal case law decisions. Decisional law
emanating from both the public and private work-
places, and certainly decisions stemming from the pro-
vision of public transportation, are even more recent in
time and still somewhat sparse.

As foreboding as it might have sounded to some, but
perhaps ludicrous to others in 1966, Justice William 0.
Douglas said that “[w]e are rapidly entering the age of
no privacy, where everyone is open to surveillance atall
times; where there are no secrets from government.”

Few would find the actual and potential for infringe-
ment on personal privacy rights, particularly in the
employment setting, less ominous today than 30 years
ago. Indeed, there is a good case to be made that per-
sonal privacy, under the traditional status it has been
afforded and the laws that govern its current applica-
tion, may at risk as a result of technological ad-
vancement.

2. Privacy: Today and Tomorrow

The improvement and ever expanding use of micro-
electronics and circuitry, cellular and portable tele-
phones, fax machines, email, the Internet, and tele-
communications in all of its various forms has changed
the world in a very short period of time. We have heard
about these new technologies, some already in use and
some yet to come, and how they are anticipated to
change the world.

> In his dissent in Osborne v. United States, 385 U.S. 323,
at 3;341 (1966).
Bob Herbert, What Privacy Rights?, N.Y. TIMES, Sept. 27,
1998, (Week in Review) at 15.



At the same time, there is an ongoing dispute con-
cerning what is or should remain private within the
work site. From the employers’ perspective, whether
public or private, it is absolutely essential that the em-
ployers’ need for supervision, control, and efficiency be
the focal point of employer-employee relations. Addi-
tionally, it can be argued that by the mere fact that the
employer owns the building and equipment within the
work site, the employer must and should have the right
to monitor everything that goes on within that envi-
ronment.

In the case of elected officials, access to information
generated from within and flowing into public agencies
is absolutely essential for a variety of reasons, not the
least of which is to keep operations within the limita-
tions established by the three branches of government.
Private employers argue for control of access to all in-
formation because of the need to protect trade secrets
and other issues involving competition, as well as to
minimize adverse impacts on employee morale from
leaks of competitive or inaccurate information.

Employees assert that despite these facts, there are
certain areas into which the employer should not be
allowed to infringe, such as personal phone calls,
emails, etc., which most people would argue are.an ac-
cepted component of modern working conditions.

Against this backdrop, we know that according to a
survey by the American Management Association, 35
percent of its members monitor emph)yee email, phone
calls, voice mail, and computer files.” A 1997 survey of
American businesses by the Society for Human Re-
source Management found that 70 percent of the com-
panies polled had no written policy on use of the Inter-
net and abouﬁ 50 percent had no policy regarding the
use of email.” Evolving technologies raise even bigger
questions.

Some of the technologies under development or im-
provement for future use have tremendous potential for
both good and bad purposes. With their various names
and acronyms, such as global positioning systems
(GPS), global information systems (GIS), smart cards,
intelligent vehicle-highway systems (IVHS), intelligent
transportation systems (ITS), and electronic highways,
they include the entire gamut of transmissions over the
electromagnetic spectrum. These and the various other
“Star Wars” advancements looming on the horizon have
the potential to provide transportation planners and
providers with enormous amounts of transportation-
friendly data, but such information also has the poten-
tial to be misused.

Advertisers are constantly seeking more and more in-
formation about, and developing profiles of, their ex-
isting and potential customers. At the same time, there

7
Also see, Workplace Privacy in an Era of New Technolo-
giess, MESSAGING MAGAZINE, Nov. 7, 1997.
Ellen Goodman, Whole World Knows Nothing Stays Pri-
vatg, WILMINGTON NEWS JOURNAL, Feb. 21, 1998, at A7.
Firings Flag Need for Net Policy, USA TODAY, Apr. 1,
1998.

have been tremendous advances in eavesdropping, se-
curity, and surveillance technology. Security at home,
in the workplace, and elsewhere has become a signifi-
cant issue in our daily lives. Credit cards, ATMs, and
security cameras have become commonplace, while at
the same time providing someone someplace with ever
more detailed information about each of us.

Within the broad topic of privacy in the workplace,
privacy in public transportation is relatively narrow,
without a great deal of authority directly on point. In
some cases, it does not matter whether the workplace is
public or private, while in other instances, we find that
there are distinct differences between public and pri-
vate employment and how the law is applied toward
different work settings. For instance, it does appear
that in certain situations, public employees enjoy a
greater degree of protection than their counterparts in
private industry (i.e., the Fourth Amendment prohibits
state action against individuals, which presumably in-
cludes its own employees). Conversely there are situa-
tions in which public employees do not enjoy the same
protections as private employees in similar settings
(i.e., public employees are not exempt from the preem-
ployment polygraph testing prohibition under 29
U.S.C.A. Section 2006[al]).

3. Intelligent Transportation Systems (ITS)

The specter of privacy concerns arising from new
technological developments is a very real one that Con-
gress and others have struggled with each time they
have addressed the issue. None is more formidable
than the concerns engendered by the evolution of ITS.

ITS is a term used to cover a very broad and diverse
array of techniques, strategies, and new technologies
being utilized, developed, or planned that are designed
to facilitate the fast and efficient movement of surface
transportation. These include all manners of proposed
changes from traffic signal improvements, improving
accident investigations, and providing better on-time
information regarding train and bus schedules, to in-
troducing new GPS applications, more efficient freight
movement through satellite applications, and smart
highways with electronically-guided people movers.

Various components of systems resulting from ITS
are discussed individually throughout this report, but
there will be no further delineation of ITS in the report.
See Appendix A for further information on how ITS
may affect privacy.

4. Focus of This Paper

This paper briefly discusses the development of the
law of privacy and examines its continuing evolution
within the context of societal and technological
changes, particularly how these principles apply to the
public transportation industry and its employees. The
case law is instructional in looking at how the courts
have traditionally balanced privacy and other compet-
ing constitutional interests in trying to determine how
these principles might be applied prospectively. Hope-



fully, the cases and articles discussed will also provide
some insight and provoke thought and discussion on
this issue.

The paper then narrows its focus to look at some of
the major privacy issues in public transportation, both
from the standpoint of how these issues impact public
employees within their work environment and how it
affects members of the general public in their dealings
with the public sector. The study concludes with some
recommendations for public employers and employees
regarding work site issues and the use and potential
abuse of the new technology.

B. Constitutional Right of Privacy and Other Legally
Protected Privacy Interests

Personal privacy is one of our most fundamental
rights. However, it is not absolute and must give way in
the face of more compellinglﬂwernmen‘cal interests, but
only to the extent required.” The “right” to privacy ap-
pears to have been first discussed as an independent
right or at least perceived as a distinct right, along with
its underlying legal principles, in a law review article
by Warren and Brandeis (later Justice Brandeis) in
which the authors referred to the right to priv. in its
most basic terms as the “right to be let alone.”™ While
the theoretical basis for the doctrine has not been cred-
ited to a single source since this article first appeared,
nevertheless, the principle that the right tq privacy is
unique and a distinct right had taken hold.

1. Constitution: Zone of Privacy

In Griswold v. Connecticut, the United States Su-
preme Court overturned a staﬁ statute prohibiting the
use of contraceptive devices. The Court found that
although the right to privacy is not explicitly mentioned
in the Constitution, it is an implicit right contained
within the Bill of Rights and in what it termed a “zone
of privacy” arising from the “penumbras” of constitu-
tional guarantees. The Court found that constitutional
protection regarding use of contraceptive devices was
protected within those “zones of privacy.”

A reading of the landmark decision in Roe v. Wade
provides an illustrative history of the development and

i’ Roe v. Wade, 410 U.S. 113 (1973).
Warren and Brandeis, supra, n.1.

2 For a good general discussion of the foundations of pri-
vacy as a recognized and unique right, see Privacy, 62A AM.
JUR. 2D, § 3 (at 635-36), where a distinction is described be-
tween its common law and constitutional bases:

While some courts have taken the view that the right is
predicated upon federal constitutional guaranties, other courts
have drawn a sharp distinction between one’s constitutional
right to privacy, which defends the individual against
government action, and the right to privacy that is involved in a
tort action. (footnote omitted) at 635-36.

'3 381 U.S. 479 (1965).

origins of the right to privacy in the United States.EI
The Supreme Court enunciated its principle that de-
spite the fact that the right to privacy had not been
specifically mentioned in the Constitution, the Court
had long recognized the existence of a right of personal
privacy and that “a guarantee of certain areas or zones
of privacy, does exist under the Constitution.”

Justice Douglas, in his concurring opinion in Roe, ob-
served that the Court had long recognized a right of
privacy, older than the Bill of Rights, as being in a
category that is fundamental and inextricably bound to
those rights.— In discussing the origin of the right to
privacy, he stated that although some rights are abso-
lute, others, including privacy, can be regulated upon a
showing of a “compelling state interest.”

The Supreme Court decisions in both Griswold and
Roe established the principle that privacy is a funda-
mental right inherent to the human race with origins
that predate the Constitution in the form of a corollary
to the specific guarantees contained in at least most of
the first nine amendments. As the Supreme Court
noted in Griswold v. Connecticut, privacy is among
those rights that flow from the Constitution and that
the “specific guarantees in the Bill of Rights have pe-
numbras, formed by emanations from these guarantees
that help give them life and substance.”

2. Tort: Breach of Personal Right to Privacy

The constitutional right to privacy has been defined
as one that limits governmental action or interference
vis a vis the rights of an individual. There also exists,
simultaneously, a personal right of privacy for which a
cause of action exists against tortious invasion that is
generally left to the law of the states to determine.

The most elemental form of invasion of privacy giving
rise to an actionable tort is the public disclosure of facts
that otherwise would remain private. There are three
essential elements necessary for a cause of action to
arise in that situation: (1) there must be a public dis-
closure, (2) the facts disclosed must be private facts,
rather than public and, (3) the matter made public
must be one that would be offensive and objeﬁonable
to a reasonable person of ordinary sensibilities.

The simple fact is that “private” people have a right
to have private information kept@riva‘ce, unless it is a
matter of genuine public interest.= A public transporta-
tion official or employee must take pains to guard
against the release of such information, unless it is dis-
closable by law, or for a reason recognized as legiti-
mate. Legal review and advice is recommended. The
fact that such information may be true, while it consti-

1: 410 U.S. 113 (1973).
Id. at 152.
' 410 US. at 210-15.
1; (Cite omit.) 381 U.S. at 484.
10 Katz v. United States, 389 U.S. 347 (1967).
. Privacy, 62A AM. JUR. 2D, § 91.
Restatement 2d, Torts, § 652D.



tutes a defense in a case of libel, is not a defense for an
action for invasion of priVﬁz or an infringement upon
one’s “right to be let alone.’

According to the Restatement, Torts, 652A, the right
to privacy can be tortiously invaded in four different
ways:

e The unreasonable intrusion upon the seclusion of
another.

e The appropriation of another’s name or likeness.

e Unreasonable publicity given to another’s private
life.

e Publicity that unreasonably places another in a
false light before the public.

II. INVASION OF PRIVACY ISSUES GENERALLY

Questions regarding individual privacy rights have
arisen in all manner of case law decisions, from back-
yard neighbor disputes to situations arising out of na-
tional security. Courts have sought to find the balance
between the rights of the individual versus the rights of
the community at large, within the context of the issue
at hand. Courts have held that “[tlhe constitutional
protection afforded privacy interests is not absolute.
State interests may become sufficiently compelling to
sustain State regulations or activities, which burden
the right of privacy. The regulations, however, must be
narrowly drawn to express only those compelling State
interests.”

In a case decided on the question of “freedom of asso-
ciation,” the Supreme Court struck down an Arkansas
statute and held that requiring teachers, as a condition
of employment in a state-supported school or college, to
annually file an affidavit listing every organization to
which the teacher belonged or contributed for the pre-
vious 5 years, constituted a violation oélthe due process
clause of the Fourteenth Amendment.” The State’s in-
terest was not compelling.

The issue in all such cases is essentially the same al-
though ever more complex: What are the rights of the
individual juxtaposed against the rights of society
within a public context and a private context? Advances
in technology only serve to make the issue more prob-
lematic. The following are illustrative examples of this
dichotomy in several cases decided by the United States
Supreme Court.

A major line of cases that addressed the privacy issue
within the context of constitutional protection evolved
in criminal law. These cases questioned law enforce-
ment officials’ ability to conduct certain types of
searches in order to apprehend the culprit. These cases
are also illustrative of the legal evolution of the doc-

2 Afro-American Publishing Co. v. Joffe, 366 F.2d 649
(1962553).

McKenna v. Fargo, 451 F. Supp. 1355, 1381; affd. 601
F.2§1 575 (1978).

? Shelton v. Tucker, 364 U.S. 479 (1960).

trine and how ﬁe balancing test has been expanded
into other areas.

A murder case, in which the defendant’s car was
towed from a public lot to a police impoundment lot and
then Eﬁarched after the defendant’s arrest, raised the
issue.The Court found that the search was not unrea-
sonable under the Fourth and Fourteenth Amendments
and that any “invasion of privacy” caused by the search
was justified under the circumstances. The Court found
that there was a clear distinction between the right of
privacy as applied in a personal capacity, with a physi-
cal search of the person or a search conducted within a
building being more sacrosanct than an automobile
search. The Court made the distinctign on the basis
that the latter was “far less intrusive.”

A. Public Highways

The Supreme Court in Cardwell clearly established a
line of demarcation in “search and seizure” cases be-
tween those involving the search of the person, or that
person’s place of residence, and a “s&rch” conducted on
a public highway. In another case, ~ the Court quoted
from Cardwell and found that:

One has a lesser expectation of privacy in a motor vehi-
cle because its function is transportation and it seldom
serves as one’s residence or as the repository of per-
sonal effects. A car has little capacity for escaping pub-
lic scrutiny. It travels public thoroughfares where both
its ocqupants and its contents are in plain view. (Cit.
Omit.

In a 1983 Supreme Court case, Minnesota law en-
forcement agents placed a radio transmitting beeper
inside a 55 gallon drum of chloroform purchased by one
of the defendants, which was subsequently put into the
defendant’s truck.” The vehicle was then tracked,
through the use of the beeper, video cameras, and vis-
ual observation, to a cabin where drug manufacturing
was occurring. The Court indicated that a person trav-
eling the public streets has no reasonable expectation of
privacy and that the actions of the agents did not con-
stitute a seh and seizure protected by the Fourth
Amendment.—This decision and similar holdings could
have significant implications on the issue of privacy as
it relates to some of the m%e advanced traffic moni-
toring and GPS applications.

The Supreme Court has determined that any activi-
ties conducted in public, or otherwise exposed to public
view, are not protected activities under the Constitu-

z: See, for example, Terry v. Ohio, 392 U.S. 1 (1968).
Cardwell v. Lewis, 417 U.S. 583 (1974).

% Id. at 590.

*" New York v. Class, 475 U.S. 106 (1986).

% Id. at 112-13.

* U.S. v. Knotts, 460 U.S. 276 (1983).

% See also Hester v. United States, 265 U.S. 57 (1924).
See also infra, Section I1.C., Farecards.
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tion. In Katz v. United States,
previously held that:

the Supreme Court had

The Fourth Amendment protects people, not places.
What a person knowingly exposes to the public, even in
his own home or office, is not a subject of Fourth
Amendment protection. (Cit. Omit.) But what he seeks

to preserve as private, even in an area aﬁssible to the

public, may be constitutionally protected.

One area that has drawn considerable attention is
the uge of photographic equipment for traffic enforce-
ment.  Following the holdings and the reasoning util-
ized in Katz and Cardwell, it would appear that, pro-
vided certain reliability safeguards are included, the
use of photographic evidence for traffic ﬁld safety en-
forcement is constitutionally permissible.

B. Transit Facilities, Buses, and Trains

Activities that take place in transit facilities, or on
what is characterized as public transportation, includ-
ing buses, trains, and airplanes, are generally consid-
ered as being “public” activities and are exempt from
constitutional protections on that basis alone. Under
the same reasoning discussed in Katz and Cardwell,
courts have held that the use of cameras for safety and
surveillance purposes in areas that are accessible to the
public does not infring@upon an individual’s constitu-
tional right to privacy.” The privacy interests of per-
sons in transit, or in public transit facilities, have been
determined to be “substa@tially less” than those that
attach to a fixed dwelling.

C. Farecards

The use of smart cards or farecards for transit pa-
trons provides convenience and quick access into the
system. Similar card systems are being used for auto-
mobile traffic and usually involve a card reader at a
tollbooth, at the e@trance to the system, or on the tran-
sit vehicle itself.”" Such cards usually require a pre-
payment either in the form of cash or a credit card
charge and provide some information about the user.
For transportation planners, information garnered from
the use of such instruments helps in understanding
various “use” patterns generally. At the same time, it
can also serve to provide more specific information
about specific users, which raises corresponding privacy

%2 380 U.S. 347 (1967).

* Id. at 351.

# See Daniel T. Gilbert, Nina T. Sineo, and Brandon E.
Bell, Photographic Traffic Law Enforcement, LEGAL RESEARCH
DIGEST 36 (Trans. Research Board) Dec. 1996.

z‘;’ 1d. at TIL.C, p. 9.
See II1.B.7., Privacy Rights on Public Transit, infra, this
pape7r.
Id. United States v. McDonald, 100 F.3d 1320 (7th Cir.
1996).

38
E-Z Pass, Washington Metro System.

questions.E No case involving the use of smart transit
cards or farecards was found directly on point, but
there is no reason to believe that the courts would find
that activities conducted or undertﬁen in public would
have any constitutional protection.” As these technolo-
gies become more and more sophisticated, the implicm
tions to privacy considerations become more profound.

D. Related Issues

The Court upheld the right of the U.S. Environ-
mental Protection Agency (EPA) to use aerial photog-
raphy to “search” Dow Chemicals’ manufacturing facil-
ity from the air without a warrant, when filmed from
an aircraft within lawful navigable airspace.” Despite
the fact that EPA had other means to conduct a search
of the property, including an actual search pursuant to
a warrant, the Court determined that the aerial pho-
tography in this case was not a search prohibited by the
Fourth Amendment.

The contents of a garbage container placed at curb-
side for pickup were not protected from a warrantless
policeearch and seizure under the Fourth Amend-
ment.~The Court stated that:

[TThe police cannot reasonably be expected to avert
their eyes from evidence of criminal activity that could
have been observed by any member of the public.

Hence, “what a person knowingly exposes to the public,

even in his own home or. ofﬁ, is not a subject of

Fourth Amendment protection.”

For purposes of this discussion, it is also noteworthy
that the Court reasoned that the respondent
Greenwood was only entitled to Fourth Amendment
protection if he “manifested a subjective expectation of
privacy in their gbage that society accepts as objec-
tively reasonable.™®

The Supreme Court upheld a New York statute re-
quiring the recording of the names and addresses of all
persons using certain regulated prescriptions drygs as
a reasonable exercise of the State’s police powers.™ The
Court expounded upon the origins of the right of pri-
vacy and in a footnote identifies at least three of its
aspects:

1. A person’s right to be free from government surveil-
lance and intrusion in his private affairs.

2. A person’s right not to have his private affairs made
public by the government.

» See II1.B.7., Privacy Rights on Public Transit, infra, this
paper.
“a.
o See infra, IV., Intelligent Transportation Systems (ITS).
i Dow Chemical Co. v. United States, 476 U.S. 227 (1986).
W California v. Greenwood, 486 U.S. 35 (1988).
Id. at 41.
 Id. at 39.
“ Whalen v. Roe, 429 U.S. 589 (1977).



3. A person’s right to be free from government @ereion

in his actions, thoughts, experiences and beliefs.

In 1972, California adopted an amendment to its
state constitution known as the “Privacy Initiative,”
which was intended to apply “a right to privacy” policy
to private actions, as well as governmental actions. A
case was brought pursuant to the Privacy Initiative
against the National Collegiate Athletic Association
(NCAA), a private association, alleging that the NCAA’s
drug testing paolicy was violative of the student athletes’
privacy rights.” The court held that privacy concerns,
while important, are not absolute in nature and have to
be balanced against competing interests. In this case,
because of the students’ “lowered expectation of pri-
vacy” as a result of being student athletes, their privacy
interests did not overcome the compelling interests of
the NCAA in protecting the health and safety of the
student athletes, as well as providing a fair and com-
petitive atmosphere for athletic competition.

An important distinction to keep in mind in this dis-
cussion regarding the privacy rights and responsibili-
ties of public transportation employees is that a consti-
tutional distinction exists between state and private
action. The most notable difference is that constitu-
tional guarantees are only invocative as to governmen-
tal actions, which forms the basis for saying that, at
least in theory, public employees have a higher degree
of protection in the workplace on constitutional grounds
than their private ctﬁlnterparts. As noted in the case of
O’Connor v. Ortega,  discussed below, it is somewhat
illusory.

In reading each of the cases cited above within the
context of the facts contained therein, one has little
difficulty understanding the holding of the Court in
balancing the rights of the individual versus the rights
of society. However, applying these same principles to a
world in which technological advances allow for precise
satellite photography, super-sensitive listening devices,
computerized data banks, and the like underscores the
need for greater scrutiny of privacy protection.

lll. SPECIFIC PRIVACY ISSUES

A. The Standard of Care

The standard by which an invasion of privacy is gen-
erally measured in order to constitute tortious conduct
is whether the conduct exhibited would offend a rea-
sonable person of ordinary or reasonable sensibilities.
However, it has been held that there can be no liability
for thedisclosure of facts that are a matter of public
record.  Sometimes these rights are in conflict.

;‘7 1d. at 599, n.24

® Hill v. National Collegiate Athletic Association, 865
P.2d. 633 (Cal. 1994).

:Z 480 U.S. 709 (1987).

Roscoe Pound, Interests of Personalities, 28 HARV. L.
REV. 343, 362-63 (Feb. 1915).
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In a Florida case, the U.S. Supreme Court deter-
mined that the publication of a rape victim’s name, al-
though prohibited by Florida statute, did not violate the
victim’s right of privacy under the circumstances of the
release of the information and for purposes of protect-
ing the First Amendment rights of the newspaper.

Public facts, as opposed to public records, do not re-
main public forever and thereby carry a privilege of
impunity for their release for only a limited period of
time. In fact, public facts becm@e private facts once the
item is no longer newsworthy. The standard for what
may constitute newsworthiness appears somewhat
subjective, as it is a case of when an iss becomes a
matter consistent with community mores.™ The consti-
tutional standard is much more elusive and courts ap-
pear to be divided in many cases as to what may consti-
tute an abridgement of constitutional protections.

B. Privacy in the Public Workplace
1. Introduction

Employees in the workplace, whether public or pri-
vate, generally enjoy very little protection under the
law. Historically, the courts have been loath to interfere
in the employment relationship and usually do so only
when the conduct of the employer has been so uncon-
scionable or egregious that it shocks the court into ac-
tion. Generally, persistent abuses have caused legisla-
tive bodies to act but oftentimes it results in a
negotiated piece of legislation, which in some cases
amounts to “too little too late.”

Public employees arguably have a greater degree of
protection against state action under the Fourth
Amendment to the Constitution. However, this is
somewhat illusory and what proteﬁion there may be is
often made on a piecemeal basis.” More significantly,
the United States Supreme Court has held that the
governmental authority has wider latitude to impose
restrictive regulations on its emﬂoyees than it does on
regulating the citizenry at large.

An important case in the area ofé)rivacy in public
employment is O’Connor v. Ortega.” Dr. Ortega was
employed as a psychiatrist at a state hospital in Cali-
fornia for 17 years as the chief of professional educa-
tion. Hospital officials instituted an investigation based
upon allegations of improprieties in the management of
the hospital residency program. The specifics of the
claims centered on an allegation that Dr. Ortega had
acquired a computer using coerced contributions from
hospital residents, as well as alleged incidents of sexual

ZZ The Florida Star v. B.J.F., 491 U.S. 524 (1989).
o Privacy, 62A AM. JUR. 2D § 104.

Virgil v. Sports Illustrated, 424 F. Supp. 1286 (S.D. Cal.
1976).

55
Laura B. Pincus and Clayton Trotter, The Disparity Be-
tween Public and Private Employee Protection, 33/1 AM. BUS.
L. J. at 51 (1995).

53 Kelly v. Johnson 425 U.S. 238 (1976).
480 U.S. 709 (1987).



harassment of female employees and an alleged inci-
dent of imposing inappropriate disciplinary action
against a resident.

Dr. Ortega was placed on paid administrative leave
while the hospital investigated the charges. As part of
the investigation, hospital officials searched the doc-
tor’s office several times and seized several personal
items from the office, as well as items from areas out-
side the office, although no formal inventory of the
items seized was made. The seized items, all of which
were on state property, including the personal items
from the doctor’s office, were subsequently used as evi-
dence during an administrative hearing, as a result of
which Dr. Ortega was terminated.

Dr. Ortega filed an action under 42 U.S.C. Section
1983, alleging that the search of his office constituted a
violation of the Fourth Amendment. On appeal to the
U. S. Supreme Court, two issues were raised: (1) Does a
work-related search constitute an exception to the war-
rant and probable cause requirements of the Fourth
Amendment?, and (2) How should the courts balance
the competing interests of the government employer
and the government employee in deciding whether the
search was reasonable under the Constitution?

The Court remanded the case to the district court for
further fact finding to determine the justification for
the search and seizure and to evaluate the reasonable-
ness of both the inception of the search and its scope.
The decision is illustrative in the area under discussion
for a number of reasons. Primarily it established a
standard, although somewhat amorphous, for employ-
ees in the public workplace.

Noting that the hospital had no administrative
regulations in place concerning personal items of em-
ployees at the work site, the Court found that public
employees did have a reasonable expectation of privacy,
albeit qualified:

The operational realities of the workplace...may make
some employees’ expectations of privacy unrealistic
when an intrusion is by a supervisor, rather than a law
enforcement official. Public employees’ expectations of
privacy in their offices, desks and file cabinets, like
similar expectations of employees in the private sector,
may be reduced by vjr_tue of actual_off' practices and
procedures, or by legitimate regulation.

Although the Court determined that, under the facts
of this case, Dr. Ortega had a reasonable expectation of
privacy in his office, and that employees working for
the government still retained their Fourth Amendment
rights, the majority of the Court held that such deci-
sions must be made upon a case by case basis. Moreo-
ver, the Court said that “[t]he legitimate privacy inter-
ests of public employees in the private objects they
bring to the workplace may be substantial. Against
these privacy interests, however, must be balanced the
realities of the workplace, which strongly suest that a
warrant requirement would be unworkable.”™

:Z 1d. at 717.
Id. at 721,

In a further discussion of the realities of the public
workplace, the Court went on to say that “work-related
searches are merely incident to the primary business of
the agency. Under these circumstances, the imposition
of a warrant requirement would conflict with ‘the com-
mon-sense realization that government offices could not
function if every ’ﬁnployment decision became a consti-
tutional matter.”

As noted, the plurality determined that a require-
ment of probable cause to institute a search of a public
employee’s office was impracticable and unworkable
under the conditions of the public workplace. In its
stead, the Court indicated that the standard to be used
is one of reasonableness in determining whether the
search was justified at its inception, and whether the
search as conducted is reasonably related in its scope to
the circumstances that originally justified the interfer-
ence.

What we know from the Ortega decision is that the
Fourth Amendment does provide constitutional protec-
tion to employees in the public sector and that such
employees do enjoy a “reasonable expectation of pri-
vacy” in the workplace; however, depending upon the
circumstances of each case, this expectation may be
very limited. Balanced against this expectation is the
government employer’s need for “supervision, control,
and the efficient operation of the workplace” and ulti-
mately whether the search conducted was reasonable
under the circumstances.

It seems clear that if Dr. Ortega’s office had been
readily accessible to a number of employees, or if the
facts demonstrated that the search was justified at its
inception and permissible in its scope, the Court would
have found the search to be permissible and upheld the
dismissal. The search would be justified in this case, at
its inception, if there were reasonable grounds to be-
lieve that a search would uncover evidence of the em-
ployees’ work-related misconduct, or if the search were
necessary for a noninvestigatory purpose, such as to
retrieve a file. It is permissible in its scope when the
search is reasonably related to its objectives and not
“excessively intrusive” in light of its purpose.

After years in the courts, Dr. Ortega obtained a jury
verdict holding the defendants liable under 42 U.S.C.
Section 1983. The judgment was affirmed by the Ninth
Circuit on the basis that there was insufficient evidence
on the claim of sexual harassment to justify the search
at the optset and that therefore the search was unrea-
sonable.

(A) REASONABLE EXPECTATION OF PRIVACY:
CIRCUIT COURT DECISIONS

Reasonable notice that employment areas are subject
to a management search override an employee’s expec-
tation of privacy. A decision held that language con-
tained in a collective bargaining agreement, along with
a waiver signed by individual workers permitting ran-

2(1) Id. at 722.
Ortega v. O’Connor, 146 F.3d 1149 (9th Cir. 1998).
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dom inspection of workers’ lockers, in fact provided the
employees with notice of the random inspection policy,
ther lessening the employees’ expectation of pri-
vacy.  As a result, the court held that the employees
had “no reasonable expectation of privacy” that would
be protected by the Fourth Amendment.

In another case, the plaintiff was employed by the
Navy as a civilian engineer to work on secret weap-
ons-related projec@ and had the necessary security
clearance to do so. The employer, acting on an anony-
mous tip, seized an envelope from the plaintiff's cre-
denza containing the offensive material for which the
plaintiff was subsequently fired. In this case, the court
held that while the plaintiff may have had a subjective
expectation of privacy regarding an allegedly locked
credenza and a manila envelope contained therein, he
could not have an objectively reasonable expectation of
privacy because of the nature of the work he was doing.

Random mandatory drug testing by urinalysis of U.S.
Army civilian employees in sensitive poations was held
not to violate the Fourth Amendment.” However, the
same test administered to employees considered to be
performing work of a less sensitive nature was held to
be violative of their Fourth Amendment guarantees.
Distinguishing the first group, the court in citing
O’Connor v. Ortega, supra, stated that “[the] opera-
tional realities of the work place...are such that a di-
minished expectation of privacy attaches to information
relaiﬁg to the physical condition of covered employ-
ees.”

A “diminished expectation of privacy” is a counter-
part to the expectation of privacy. It has been held that
an employee does enjoy a reasonable expectation of
privacy in areas given over to his or her exclusive con-
trol, unless the employee had been put on notice by his
employer that searches of the employee’s deskdnight
occur periodically for work-related purposes.= The
Third Circuit held that random breathalyzer and uri-
nalysis testing for drugs and alcohol was permitted as
an exception to the warrant requirement for the activ-
ity being conducted, in this case horse racing, since it
was a highly regulated practice by the Ste, carrying
with it a diminished expectation of privacy.®:

Regarding a related issue, in United States v.
Buettner-Janusch, the Second Circuit held that the
consent to search may be given by persons having co-
existing authority over, or a sufficient relationship to,

6 American Postal Workers Union v. United States Postal
Sergaice, 871 F.2d 556 (6th Cir. 1989).

Schowengerdt v. United States, 944 F.2d 483 (9th Cir.
1991).

o National Fed'n of Fed. Employees v. Chaney, 884 F.2d
603 (D.C. Cir. 1989).

% 884 F.2d 603 at 613.

66
Schowengerdt v. General Dynamics Corp. 823 F.2d. 1328
(9t}é7Cir, 1987).

o Schoemaker v. Handel, 795 F.2d 1136 (3d Cir. 1986).
646 F.2d 759 (2d Cir. 1981).

access to certain areas even if the materials that are
being sought belong to a third party. Despite whatever
independent expectation of privacy the appellant may
have had in certain areas of the laboratory, his grant-
ing permission of access to another empowered the lat-
ter to provide access to government agents without a
warrant.

(B) THE SCOPE OF THE SEARCH

Under the Ortega line of cases, the search of an em-
ployee’s premises is reasonable in scope if the action
taken by the employer is reasonably related to the
search’s objectives and is not overly intrusive in light of
the nature of the alleged misconduct. In a case heard by
the Seventh Circuit, the complainant was a state-child
protection investigator for the State of Illinois.” Be-
cause of a lack of adequate storage space, the employee,
Gossmeyer, had purchased at her own expense a four-
drawer file cabinet with a lock and a two-door storage
unit with a lock. Acting on an anonymous tip that
Gossmeyer kept child pornography in her file cabinet,
the State Office of the Inspector General essentially
raided the office, pried open her desk and file cabinet,
and found nothing. In this case, the court held that a
workplace search was reasonable if justified at its in-
ception and reasonably related in scope to the circum-
stances that prompted the search.

Interpreting and following the Ortega case, the Sev-
enth Circuit found that a warrantless search of a police
officer’s desk and his locked personal briefcase, as part
of an internal investigation, did not violaﬁ the plain-
tiff’s Fourth Amendment privacy rights.” The court
indicated that a “reasonableness” standard is to be ap-
plied to such cases and as long as the search is based
upon a reasonable suspicion that a search will retrieve
work-related materials or materials indicating a viola-
tion of law or rules, it is acceptable. In describing the
standard, the court stated that “[rleasonableness de-
pends upon the circumstances presented in a given
situation and upon balancing the public, goverﬁnental,
and private interests at stake in the situation.”

2. Personnel Records

A basic thrust of the Federal Freedom of Information
Act (FOIA) and its state counterparts is that these acts
require public disclosure of all information possed by
public agencies unless specifically excepted™ These
exceptions are to be narrowly construed to effect the
purpose of the Act, which has been defined as disclo-

% Gossmeyer v. McDonald, 128 F.3d 481 (7th Cir. 1997).
0 Shields v. Burge, 874 F.2d. 1201 (7th Cir. 1989).

" Supra at 1204.

7 For an indepth discussion of FOIA, see Orrin F. Finch
and Gary A. Geren, Freedom of Information Acts, Federal
Data Collections, and Disclosure Statutes Applicable to High-
way Projects and the Discovery Process, National Cooperative
Highway Research Program, LEGAL RESEARCH DIGEST 33
(Trans. Research Board) April 1995.



sure rather than secrecy.EI Generally, with regard to
the state FOIAs, with few exceptions, they are similar
to the Federal ﬁICt and generally contain the same types
of exemptions.

Department of the Air Force v. Rose™ expresses the
general rule. This case involved a petition against the
Department of the Air Force and certain officers by cur-
rent and former student editors of the New York Uni-
versity Law Review seeking access to case summaries of
Air Force Academy disciplinary hearings. The Air Force
denied access on the basis that the records contained
personal information ab(ﬁt cadets and were therefore
exempt under the FOIA.™ The Court found that sum-
maries should be produced before the trial court for an
in camera inspection and redaction of identifying mate-
rials in order to safeguard the privacy interests of the
individuals involved.

The clear purpose of the Federal FOIA was to over-
come government secrecy, the inherent characteristic of
bureaucracy to keep its secrets, and to open up gov-
ernment records to the public. At the same time, it was
recognized that there are certain things that by their
very nature must remain privileged from disclosure to
the general public. The most notable exception to the
release of information pursuant to the FOIA for pur-
poses of the subject under review is 5 U.S.C. Section
532(b)(6), which precludes disclosure of “[p]ersonnel
and medical files and similar files, the disclosure of
which would constitute a clearly unwarranted invasion
of personal privacy....”

It has been held that the term “similar files” as used
in the statute includes EFH information pertaining to
that particular individual.

(A) STANDARD FOR RELEASE OF PERSONNEL
RECORDS

The Supreme Court in Rose noted that the exemption
under discussion recognized the sanctity of individual
personnel and medical records; however, there were
limitations. The Court held that the purpose of the ex-
emptions was not to provide blanket exclusions for any-
thing that might be contained in a personnel or medical
file, but rather “[t]he limitation of a ‘clearly unwar-
ranted invasion of personal privacy’ provides a proper
balance between the protection of an individual’s right
of privacy and the preservation of the public’s right to
government information by excluding those kinds of
ﬁles,he disclosure of which might harm the individ-
ual.”

™ 5 U.S.C.S. § 552(b); Dept. of the Air Force v. Rose, 425

U.S. 352 (1976).
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In the Rose case, the Court held that summaries of
the type of information sought and redacted versions,
excluding the names of specific cadets, were outside the
realm of exemption and clearly discoverable under the
FOIA. While the Court clearly understood Congress’s
concern for the protection of confidential personal data,
unless the information satisfies the criteria of being an
“unwarranted invasion of privacy,” it enjoys no privi-
lege from discovery.

In another case a newspaper brought suit against the
government for information regarding an ﬁeged nar-
cotics conspiracy involving a former sheriff.= The court
determined that where a request for such information
would “not contribute significantly to public under-
standing of the operations or activities of the govern-
ment and seeks law enforcement information on private
individuals, the court need not undertake a balancing
test or order an in camera inspection before it decides
that the documents are exempt from disclosure.”

However, where information or affidavits utilized to
support the need for the exemption are insufficiently
detailed or contradictory, the court may be precluded
from exempting such information without an in camera
inspection.

The Fifth Circuit permitted an employer to get the
unredacted list of its employees who voted in an Na-
tional Labor Relations Board (NLRB)-sponsored elec-
tion on the basis that it did not constitute a clearly un-
warranted invasion of personal privacy. While
upholding the principle that disclosure would not be
permitted if the information did not serve the purpose
of informing citizens about the activities of the govern-
ment, nevertheless the court found that employees who
attended the election had no protected privacy interests
on that mere fact alone.

A Seventh Circuit case found that the FOIA did not
require the disclosure of names and home addresses of
employees, since the disclosure would coxﬁitute a vio-
lation of 5 U.S.C.A. Section 552 (b)(6).*~ A decision
made less than 2 months later by the Fifth Circuit was
diametrically opposed, in that the court held that the
names and addresses of employees are fully discover-
able under the FOIA and did not prohibit disclosure
under the exemption on the basis that the union had a
paramount vested interest in obtaining the names and
addres of employees for collective bargaining pur-
poses.
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McNamara v. United States Dept. of Justice, 974 F.
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While holding that employees’ sick leave records are
closely akin to medical files and therefore constituted
“similar files” under the terms of the FOIA exemption,
the Ninth Circuit Court held that the public had a right
to the disclosure of sick leave records of an FCC em-
ployee, in effect ruling that the privacy interests of the
employees were superseded by compelling public inter-
est in knowing the contents of the sick leave records.

It should be noted that certain matters that might
otherwise be private under 5 U.S.C.S. Section 552(b)
may in fact be subject to disclosure under another
statutory provision. Federal agencies have a great deal
of information about every United States citizen, such
as social security number, IRS information, etc., gener-
ally protected by law from disclosure to others, al-
though there are certain conditions under which such
information may be released. b This exception has led to
a great deal of discussion as to when disclosure has
beebauthorized because of a “routine use” of that rec-
ord.

(B) BURDEN OF PROOF

As a general rule, the party asserting the exemption
to prevent disclosure has the burden to pro that the
claim is warranted under the circumstances.” It is also
axiomatic that documents containing otherwise privi-
leged information may become available for public in-
spection, if the privileged information can be removed.
As an example, a New Jersey court held that federal
housing assistance contracts were subject to disclosure
since information that was ﬁherwise privileged was
redacted from the documents.

Although ostensibly matters that are truly personal
contained in a personnel file are generally exempt from
disclosure, in a close case the decision generally will be
based upon the purpose for which the records are being
sought. The names and addresses of retired and dis-
abled federal employees were nondisclosable under the
FOIA to an association of retired federal employees on
the grounds that it would clegr]y be an unwarranted
invasion of personal privacy. Conversely, another
court held that payroll records of a government contrac-
tor, which included names, addresses, phone numbers,
and social security numbers, were discoverable on the
basis that public interest in ensuring compliance with
Davis Bacon rﬁes was superior to privacy interests of
the employees.

:‘;’ Dobronski v. FCC, 17 F.3d 275 (9th Cir. 1994).
o 5 U.S.C.S. § 552 a(b).

See 107 A.L.R. FED 857, What Constitutes “Routine Use”
Disclosure of Employee Records Exempted From Provisions of
the£rivacy Act of 1974 Under 5 U.S.C.S. Section 552a(b)(3).

Rosenfeld v. United States Dept. of Justice, 57 F.3d 803
(9th Cir. 1995).

Lakewood Residents v. Lakewood Housing Auth., 682
A.Zéio 1201 (N.J. Super. A.D. 1996).

National Assn. of Retired Fed. Employees v. Horner, 879
F.Zg 873 (D.C. Cir. 1989).

1
Painting Industry of Hawaii v. United States Dept. of
Air Force, 756 F. Supp. 452 (D. Haw. 1990).

(C) STATE COURT DECISIONS

State courts have dealt with similar issues regarding
when and what information f@m personal files can be
released. In a Michigan case, the plaintiff sought re-
lease of the police department’s traffic accident com-
puter tape, which contained names, addresses and
other information of persons involved in city accidents
in 1980, for purposes of doing a statistical analysis. The
court in this case overlooked the purpose for which the
records were being sought, but held that the records
were exempt from disclosure based upon the nature of
the information contained therein.

A corporation engaged in representing public em-
ployment retirees was determined to be entitled to ob-
tai e names and addresses of public employee retir-
ees.”However, because of the nature of the information
being sought and perhaps the misuse to which the in-
formation could be applied, a New York court held that
the release of correction officers’ social security num-
bers was precluded fr disclosure under the FOIA
absent written consent.”

A person who sought disclosure of another vehicle
owner’s home address from the Motor Vehicle Division
for ]ﬁrsonal informational purposes was denied ac-
cess. The court held that even though such disclosure
may serve the public interest in certain circumstances,
once it has been established that the records are of a
personal nature, clear and convincing evidence must be
submitted in order to allow an unreasonable invasion of
privacy.

A Pennsylvania newspaper sought the disclosure ﬁ
itemized cellular telephone bills of county officials.
The court held that the privacy interests in telephone
numbers listed on the telephone bills did not outweigh
the public’s right to know how its tax dollars were being
spent, and therefore the court required disclosure of the
telephone numbers called.

3. Polygraph Testing

Since the inception of its use the reliability of the
polygraph has been consistently called into question.
Its use as an employment tool has caused substantial
difficulties both from the employer and the employee
perspective, to the extent that its results have often
been disallowed or statutory protections have been de-
vised to prevent its use. In 1988, Congress enacted the
Employee Protection Act of 1988, 29 U.S.C.S. Section
2000 et. seq., which prohibits employers “engaged in or
affecting commerce or the production of goods for com-

% Mullen v. Detroit Police Dept, 348 N.W.2d 708 (Mich.
1984).
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Jordan v. MVD, 763 P.2d 420 (Or. App. 1988) affd. 781
P.2§161203 (Or. 1989).
PG Publishing Co. v. County of Washington, 638 A.2d
422 (Pa. Commw. 1994).



merce” from requiring employees to take a lie detector
test as a precondition or condition of continued em-
ployment. There are several exemptions contained
within the Act; the most notable for purposes of this
paper is 29 U.S.C.S. Section 2006(a), which reads “[t]his
Act...shall not apply with respect to the United States
Government, any State or local government, or any
political subdivision of a State or local government.”

While it may be left open to interpretation regarding
the reason Congress chose to exclude public employees,
some states have addressed the exclusion by adopting
legislation to cover all employees ﬁorking within the
state, including public employees.” For example, the
State of Delaware has a blanket exclusion clause
against the use of a polygraph as a condition or precon-
dition of employment. There is the notable exception of
detective/ polygraph tests utilized by law enforcement
agencies in the performance of their duties and specifi-
cally to permit law enforcement agencies to perform
background examinations of police applicants. 19
Delaware Code Section 704(s). The reader is advised to
consult the statutory authority within the pertinent
jurisdiction. In those jurisdictions that have not
adopted exclusory legislation, the common law is still
applicable.

(A) STATE COURT CASES INVOLVING PUBLIC
EMPLOYEES

The Missouri Court of Appeals upheld the dismissal
of two Kansas City Water Department employees for
their refusal to submit to a polygraph examination in
connection with a missing property investigation.” The
court held that, while the results of a polygraph exami-
nation would be inadmissible in a criminal proceeding,
requiring employees to submit to the lie detector test
and its use as a part of a lawful investigation regarding
missing property was permissible, and that the city had
the right to discharge such employees for their refusal
to take the test. In a similar case, the New York Court
of Appeals held that a water and sewer maintenance
employee did not have a constitutional right to refuse to
submit to a 1 detector test when directed to do so by
his employer.”

Similarly, a police officer being investigated for use of
marijuana was directed to take a polygraph test pursu-
ant to city regulation upon the condition that the re-
sults would not be used in a subsequent criminal pro-
ceeding against her, but that she would be dismiss
for insubordination for her refusal to take the test.
Relying on the United tes Supreme Court decisio
in Lefkowitz v. Turley,01 Kastigar v. United States,

*7 19 DEL. CoDE 704.

% Campbell v. Personnel Board of Kansas City, 666 S.W.2d
806 (Mo. App. 1984).

lzoPeople v. Mandel, 401 N.E.2d 185 (N.Y. App. 1979).
" Knebel v. City of Biloxi, 453 So. 2d 1037 (Miss. 1984)
. 414U.8.70 (1973)

406 U.S. 441 (1972).
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Gardner v. Broalerick,m Garrity v. New Jersey,m and

others, the Supreme Court of Mississippi reiterated the
requirement to take a polygraph test in that circum-
stance and held that the appellant “had no constitu-
tional right to refuse and that her refusal justified her
dismissal.”

One court reached a contrary ruling. The Florida Su-
preme Court refused to uphold the dismissal of a police
officer under investigation for an attempted theft of
money from a bank where the officer served speci
duty as a security guard at the time of the incident.
The court cited the unreliability of the test and also
indicated that once hired, the police officer had certain
constitutional protections against job deprivation.

4. Psychological Testing

Release of psychological records and the results of
psychological testing results follows the same logic as
that which applies to personnel records. Generally, they
are exempt from disclosure on privacy grounds unless
some supervening reason exists to warrant their re-
lease.

A municipal requirement that job applicants for fire-
fighter positions undergo personality testing in order to
determine their ability to withstand stresas upheld
by a federal district court in New Jersey."™ The basis
for the decision was that the municipality’s interests in
maintaining public safety was sufficiently important to
override any privacy rights that the applicants may
have had. It is noteworthy that in this case the court
required the municipality to have specific regulations
limiting access to the data.

McKenna was filed as a 1983 action by successful and
unsuccessful applicants for the Jersey City Fire De-
partment on the basis that they were required to un-
dergo a battery of psychological testing prior to being
considered for the position. The district court found
that the testing included questions about social, sexual,
and political beliefs and that the process constituted an
infringement upon the privacy rights of the plaintiffs in
derogation of their First and Fourteenth Amendment
rights. Nevertheless, the basis for the decision against
the plaintiffs was that the city’s interest in ensuring
that the applicants could cope with the psychological
pressures of the job superseded the rights of the indi-
viduals.

Certain tests are excluded on the basis of reliability.
Use of the results of a psychological stress evaluation
(PSE) or voice stress tests has generally been held to be
inadmissible in both civil and crimingl proceedings be-
cause of the unreliability of such tests.

1% 399 U.S. 273 (1968).

124 385 U.S. 493 (1967).

5
Farmer v. City of Ft. Lauderdale, 427 So. 2d 187 (Fla.
1983).

106 McKenna v. Fargo, 451 F. Supp. 1355 (D. N.J. 1978)
aff’({l 901 F.2d 575 (3d Cir. 1979).

U.S. v. Traficant, 566 F. Supp. 1046 (ND Ohio 1983).
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5. Drug and Alcohol Testing

Historically, medical information regarding an indi-
vidual and its inviolability has been held to be privi-
leged between the doctor and the patient. At least one
federal district court has held that confidentiality of
such information is a constitutionally protected privacy
interest. The Ninth Circuit has held th mployees
have a right to genetic and medical privacy.  The court
held that nonconsensual testing for sensitive medical
information pursuant to general employee health ex-
aminations stated a cause of action for invasion of pri-
vacy against the defendant, a research facility operated
by federal and state agencies. The court noted that
“[tlhe constitutionally protected privacy interest in
avoiding disclosure of personal matters clearly en-
passes medical information and its confidentiality.”

Courts have recognized the importance of public em-
ployers’ creating a safe working environment and have
held that drug-testing polic do not necessarily consti-
tute an invasion of privacy.— In Skinner, the Supreme
Court upheld the Federal Railroad Administration’s
mandatory drug and alcohol testing program of em-
ployees in safety-sensitive positions on a postaccident
basis or in circumstances in which employees were
deemed to have violated certain safety rules, holding
that such testing was not violative of the employee’s
rights against unreasonable searches and seizures.

The Court in Skinner held that the implementation of
the policy did in fact constitute a search within the con-
text of the Fourth Amendment. However, based upon
the nature of the work performed by the employees,
such searches were reasonable even though conducted
without a search warrant or based upon any showing of
individualized suspicion. The Court used a balancing
test and held that drug testing was not an “unduly ex-
tensive imposition” on the subjected person’s privacy.
Moreover, employees working in a highly regulated
industry had “diminished privacy expectations” in order
to insure the safety of the lic.

In O’Connor v. Ortega, — the Supreme Court held
that a prerequisite showing of “individualized suspi-
cion,” constituting an essential element of a “reason-
ableness” standard previously adopted by the Court,
was not required, since it was a critical element of the
factual setting of the case and initiated the hospital
officials’ actions. In Skinner, the Court found that
where important governmental interests, such as safety
on the railroads, were advanced by minimal intrusion
on the privacy of the employees, individualized suspi-
cion would not be a necessary element.

In another case involving a public transit agency, the
Southeastern Pennsylvania Transportation Authority

108 Norman-Bloodsaw v. Lawrence Berkeley Lab., 135 F.3d
1260 (9th Cir. 1998).

109
Id. at 1269.
110

Skinner v. Railway Labor Executives’ Ass'n., 489 U.S.
602 (1989).

" 480 U.S. 709 (1987).

(SEPTA) instituted a program to audit prescription
drug use by its employees in order to determine:

e Whether employees were submitting fraudulent
claims.

e Whether there was drug abuse among the employ-
ees.

e Whether the sole provider of prescription drugs to
SEPTA employees was using generic drugs rather than
the name brands in order to hold down costs.

*The cost to SEPTA of fertility drugs andﬂ.zlie cost of
medications to help employees stop smoking.

In this case the pharmacy submitted information to
SEPTA, which included names of the employees who
had filled prescriptions costing $100.00 or more in a
one month period, information regarding the prescrib-
ing physician, the date of the prescription, the name of
the drug prescribed, the number of days supplied, and
the total cost. Based upon this information SEPTA was
able to determine that one of its employees had AIDS.
This information was related to several SEPTA manag-
ers, and when the employee found out, he filed suit.

The Third Circuit in Doe found for SEPTA, ruling
that the self-insured employers’ need for accessibility to
the employees’ prescription records, pursuant to
SEPTA’s program to monitor its prescription plan, out-
weighed the interests of the employee in keeping his
prescriptions confidential, provided that the disclosure
was limited to those with a need to know. The court
determined that the intrusion into the plaintiff’s pri-
vacy was minimal and did not give rise to the level of a
constitutional violation, particularly since the plaintiff
had suffered no discrimination, harassment, or eco-
nomic loss. i

On the same day as the Skinner~ decision, the U. S.
Supreme Court issued an opinion in another drug
testing case. The latter companion case also dealt
with the conflict caused by a drug-testing requirement
and the privacy interests of public employees. Consis-
tent with the holding in Skinner, in Von Raab, the U.S.
Customs Service adopted a urinalysis drug testing pro-
gram for its employees on a pre-ascension basis. If an
employee sought promotion or transfer to a position
that: (1) involved the interdiction of illegal drugs; (2)
required the carrying of a firearm; or (3) required the
handling of classified information, they were required
to take the test as a precondition of the new employ-
ment status.

As in Skinner, the Court held that there was a sig-
nificant government “action involved, making the 4th
Amendment” applicable and thereby extending its pro-
tection to the affected employees. Nevertheless, a war-

112
In Doe vs. Southeastern Pa. Transp. Auth., 72 F.3d
1133 (3d Cir. 1995); Cert. Den., U.S. _, 117 S. Ct. 51
asgg)
Skinner v. Railway Labor Executives’ Ass’n., 489 U.S.
602 (1989).

114
National Treasury Employees Union v. Von Raab, 489
U.S. 656 (1989).



rantless, suspicionless search in the first two instances
was reasonable, since the government interests out-
weighed the privacy rights of its employees. The Court
did not decide the constitutionality of the search in-
volving the employees who handled “classified” mate-
rial since the record was somewhat vague on what type
of information fit that category and to whom it would
apply. The case was remanded to the trial court for fur-
ther findings of fact on the last issue.

A physician enrolled in a medical residency program
was requested to submit to private urinalysis drug
testing based upon her superviser’s observation of what
appeared to be erratic behavior.”  The plaintiff alleged
a violation of her Fourth Amendment rights and
brought suit pursuant to 42 U.S.C.S. Section 1983, 28
U.S.C. Section 2201. The court determined that this
instance did not rise to the level required for individu-
alized suspicion; nevertheless, the fact that she was a
physician created a circumstance in which the require-
ment of a drug test was warranted based upon “special
need.”

Systematic, formaliz testing procedures have been
upheld as reasonable ™ The Ninth Circuit has held
that the Federal Highway Administration regulations
that authorized random biennial, preemployment, and
postaccident testing of motor carrier employees were
not a violation of their Fourth Amendment rights.

A case brought against the Secretary of Defense in-
volved the constitutionality of the United States Army’s
policy of mandatorﬁandom urinalysis drug testing for
civilian employees.— The court held that the policy did
not violate the Fourth Amendment with regard to em-
ployees in safety sensitive positions in aviation, police
work, and security, and “direct service staff” who were
primarily drug counselors, citing the Ortega case for the
proposition that persons in these types of positions n
essarily have a “diminished expectation of privacy.”
However, random mandatory drug testing by urinalysis
of civilian employees deemed to be in less safety sensi-
tive positions was held to be violative of the Fourth
Amendment. In making the distinction, the court said
“these employees lack the necessary causal connect
between the employees’ duties and the feared harm. ™
(A) STATE COURT CASES

State courts appear to have adopted the same trend
as the Supreme Court in carving out exceptions to per-
sonal privacy interests where greater public policy in-
terests are at stake. The Supreme Judicial Court of
Massachusetts upheld the employers’ universal drug
testing program, which required at-will employees to be
randomly selected for drug testing at least once every 3

115
6 Pearce v. Smith, 117 F.3d. 866 (5th Cir. 1997).

International Bhd. of Teamsters v. Department of
Transp., 932 F.2d 1292 (9th Cir. 1991).

7 National Fed'n of Fed. Employees v. Chaney, 884 F. 2d
603 (D.C. Cir. 1989).

Ez O’Connor v. Ortega, 480 U.S. 709 (1987).
884 F.2d 603 at 614.
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years as a condition of continued employment.mA state
court in Florida upheld as constitutional a regulation
requiring job applicants to sign an affidavit stating that
they had not used tobacco in the preceding year asrzzi.l
precondition of having their applications considered.
The court found that the requirement did not violate
the privacy protection the job applicants might have
under the Constitution and that their interests leazrﬁre
not within the “zone of privacy” enunciated in Roe~ or
the state constitution.

The California Supreme Court weighed the privacy
interests of student athletes against the NCAA re-
quirement of athletic event drug testing in order to pro-
tect the safety of the student ﬁletes and to provide for
fair and vigorous competition.  The court, in upholding
the NCAA testing, determined by the nature of the type
of activity involved that the student athlete had a re-
duced expectation of privacy as a result of his or her
participation and that consequently the NCAA’s inter-
ests were more compelling.

6. Surveillance

Surveillance of one’s activities conducted in the open
cannof.give rise to a Fourth Amendment constitutional
claim.”*'In order for the Fourth Amendment to apply,
the claimant must have a protected interest that is in-
vaded by some governmental activity. As the Supreme
Court said in Smith, “[tlhe application of the Fourth
Amendment depends on whether the person invoking
its protection can claim a ‘ustifiable,” a ‘reasonable,” or
a ‘legitimate expectation of Ezzﬁilvacy’ that has been in-
vaded by government action.”

The Supreme Court in Smith commented on its
decision in Katz v. United States,  which overruled its
decision in Olmstead v. United States.”~ The Supreme
Court, in Katz, ruled that by attaching an electronic
listening device to the outside of a public phone booth,
government agents had violated the constitutional
rights of the claimant, thereby rejecting the argument
that a search protected by the Fourth Amendment had
to involve a “physical intrusion” into a “constitutionally
protected area.” In Katz, supra, the question was
whether the claimant had a reasonable expectation of
privacy. In Smith, supra, this was to be determined by
saying that:

This inquiry...normally embraces two discrete ques-

tions. The first is whether the individual, by his conduct

has, “exhibited an actual (subjective) expectation of pri-
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Webster v. Motorola, Inc., 637 N.E.2d 203 (Mass. 1994).
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City of North Miami v. Kurtz, 653 So. 2d 1025 (Fla.
1995).

"2 Roe v. Wade, 410 U.S. 113 (1973).

" Hill v. National Collegiate Athletic Ass'n, 865 P.2d 633
(Cal. 1994).

12: Smith v. Maryland, 442 U.S. 735 (1979).
1d. at 740.

Zj 389 U.S. 347 (1967).
277 U.S. 438 (1928).
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vacy,”...whether...the individual has shown that he
seeks to preserve (something) as private”...The second
question is whether the individual’s subjective expecta-
tion of privacy is “one that society is prepared to recog-
nize as reasonable“...whether...the individual’s expecta-
tion, viewed objectively, is “justifiable” under the
circumstances.”é

An employer who routinely filmed its factory and
employees in the performance of their duties in order to
improve safety, efficiency, manufacturing methods, and
processes was nd not to have invaded its employees’
privacy rights. =~ However, it has been held that people
using a restroom facility have a ‘asonable expectation
of privacy” from such intrusions.”®

In a case in the Seventh Circuit, seven female em-
ployees and a female independent contractor appealed
a district court dismissal of their suit against the com-
pany alleging that video survnce of the workplace
violated their right to privacy. The employer argued
that it had the right to videotape its employees under
the “management rights” clause of the collective bar-
gaining agreement. Arbitration was determined to be
the proper remedy for the employees. The female inde-
pendent contractor argued that a videotape in the la-
dies’ locker room (pointed at the door) violated her right
to privacy, but the court held that in the absence of evi-
dence that she used the locker room, or that her privacy
was compromised, the case was dismissed.

In an Oregon case, the court dismissed an invasion of
privacy case against the company for taking several
roles of film of the plaintiff, who had filed aworkman’s
compensation case against the company.™ The com-
pany, through use of the film that it had taken, was
able to demonstrate to the court that the plaintiff was
able to perform various tasks in and around the home.
The court reasoned that the employer had the right to
reasonably investigate the claim and that the em-
ployee, by filing the claim, waived his right of privacy.

A school district that videotaped a classroom in ses-
sion over the objection of a_teacher did not violate the
teacher’s right to privacy™ As the court in this case
stated, there can be no invasion of privacy when one’s
activity is performed in public view. A cause of action
for invasion of privacy can only arise if the activity falls
within one’s “zone of privacy,” which in turn can only be
present when one has a reasonable expectation of pri-
vacy.

'8 499 U.S. 740 (Cit. Omit,).

129 Thomas v. General Elec. Co., 207 F. Supp. 792 (W.D.
Ky. 1962).

13(1) 74 A.L.R. 4th 508, Privacy Expectations in Restrooms.
Brazinski v. Amoco Petroleum Additives Co., 6 F.3d
1171632(7th Cir. 1993).
McClain v. Boise Cascade Corp., 533 P.2d 343 (Or.

197%)3.
Also see, 13 AL.R. 3d 1025, Right of Privacy-

Surlléiillance.
Roberts v. Houston Indep. School Dist., 788 S.W.2d 107
(Tex. App., Hous. 1st Dist. 1990).

In looking at this rule in light of the decision in
O’Connor v. Ortega, it would appear that public em-
ployees have no reasonable expectation of privacy in
the public workplace and that there would be no prohi-
bition against videotaping, photographing, or otherwise
committing to film public employees in this setting.
Perhaps only in the case of an employee having his or
her own office to which others are denied access could
one have a reasonable expectation of privacy, and then
only depending upon the totality of circumstances may
one be protected from such intrusions.

7. Privacy Rights on Public Transit

Although it appears that the courts have yet to deal
with a case clearly dispositive of the issue concerning
the extent to which the governmental authority can
monitor the movement of the transit-using public or the
information garnered from the use of smart fare-cards,
there is authority to suggest that one utilizing these
services has a lesser expectation of prcy than one
can expect in their personal residence. It has been
held that persons traveling on public transportation
have exposed themselves to the public arena and do not
have the sam@arivacy interests that attach to a person
in his house.”™ As noted by the court “it is generally
recognized that the privacy interest of people who are
in transit [i.e. on a bus, train, or airplane] on public
thoroughfares [is] substaally less than those that
attach to a fixed dwelling.”

The Constitution does not guarantee to each passen-
ger on public transit the same right that is secured to
persons within their homes.™ The interests of all par-
ties must be considered as well as the nature of the
intrusion. A public conveyance has different character-
istics with relatioﬁo privacy than that accorded to a
personal dwelling.” As an example, a train passenger
has a reduced expectation of privacy in a “roomette”
based upon a reasonable belief by law enforcement offi-
cials that it contains illegal goods and is thore not
entitled to the protection of probable cause.~— A war-
rantless search of a mobile home was considered to not
constitute a violation of t ourth Amendment since it
was not a “fixed dwelling.”

Cameras used for law enforcement purposes in public
areas appear to be a legitimate exercise of police power

1% 480 U.S. 709 (1987).

136 New York v. Class, 475 U.S. 106 (1986); Cardell v.
Lewis, 417 U.S. 583 (1974); Katz v. United States, 389 U.S.
347 (1967).

7 U.S. v. McDonald, 100 F.3d 1320 (7th Cir. 1996).

138 Id. at 1324-25, citing United States v. Rem, 984 F.2d
806 (7th Cir. 1993), cert. den. 510 U.S. 913 (1993).

"% public Util. Comm’n v. Pollak, 343 U.S. 451 (1952).

' United States v. Whitehead, 849 F.2d 849 (4th Cir.
1988).

141
United States v. Trayer, 701 F. Supp. 250 (D. DC 1988)
aff’({l4§98 F.2d 805, cert. den. 498 U.S. 839 (1990).

California v. Carney, 471 U.S. 386 (1985).



without infringing on the rights of motorists.@ The
placement of cameras for safety purposes at public
transportation facilities and even on transit vehicles
may depend upon whether the character of the lpcation
is classified as a public or nonpublic location.” The
Supreme Caurt has delineated what constitutes a pub-
lic forum.™ Discreet and reasonable surveillance con-
ducted in a public place is notﬁztionable as an invasion
of one’s constitutional rights.” As to what constitutes
the expectations of the individual in any situation
arising on a transit vehicle or facility will be deter-
mined by balancing the interestwf the individual
against those of the public at large.” More than likely,
the interests of the government in placing cameras at
strategic locations for safety purps will be para-
mount to personal privacy interests ™ It has been held
that persons being videotaped while riding a blﬁdid
not have a reasonable expectation of privacy. In
Hoffman, the plaintiff claimed that the City of New
York and the Metropolitan Transportation Authority
(MTA) had conducted videotaping of her movement on
various public buses and subways throughout the city
for an 11-year period. She brought an action pursuant
to 42 U.S.C. Section 1983, claiming a violation of her
constitutional right to privacy. Defendants moved to
dismiss on the basis that the plaintiff failed to state a
cognizable claim under 42 U.S.C. Sectjion 1983.

Citing Katz and other authorities, — the court held
that by riding public transit, the plaintiff knowingly
exposed herself to public observation and therefore had
no recognizable claim. The court found that in order to
go forward the plaintiff needed to have a “constitution-
ally protected reasonable expectation of privacy,” which
is the standard to be used in a Fourth Amendment
analysis of the facts. Even if the plaintiff had taken
measures to conceal her activity, but was observed from
a public vantaﬁpoint, she has no constitutionally pro-
tected interest.
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Photographic Traffic Law Enforcement, supra, n.34.

New York Magazine v. Metropolitan Transp. Auth., 136
F.3d 123 (2d Cir. 1998); Also see; Herring and D’Auri, Restric-
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8. Privacy Rights and Public Records

Generally stated, under federal and state FOIAs, any
ma not otherwise privileged is subject to discov-
ery. - Included as items that are protected under the
law are personnel records, medical records, and similar
files. The Federal FOIA provides for very limited exceﬁx}z|
tions from disclosure at 5 U.S.C.S. Section 552 (b)(6).
It has been held that the Federal FOIA is to be liberally
construed in favor of discﬁure, and its exemptions are
to be narrowly construed.

While it has been held that the FOIA was pat in-
tended as a substitute for discovery in litigation,  very
few public records are held sacrosanct. Moreover, un-
less some claim of privilege cognizable under law is
asserted, any member of the public has a right to the
access and the disclosure of the public record, even
though superson may have a special interest in its
disclosure.

Thus it would seem that unless a particular record is
excepted from disclosure by statute, it is accessible un-
der FOIA provisions or some other statutory provi-
sion.— Records that are not otherwise disclosable, such
as personnel or medical records, however, are still sub-
ject to the normal rules that subject such information to
disclosure either by subpoena or through the rules of
discovery. Thus for example, applications submitted to
a paratransit agency are generally subject to disclosure
unless they contain privileged medical information;
however, that would not preclude their disclosure to
other government agencies, insurance companies, or
private litigants in the proper setting.

C. Privacy in the Public Workplace: Oral, Wire, and
Electronic Communication

1. Introduction

The Fourth Amendment protects against unwar-
ranted government intrusion into oral communications.
Since the Fourth Amendment is applicable to and pro-
tects people rather than places, and its reach is not
dependent upon whether or not there has been a physi-

152 See for example 5 U.S.C.S. § 552(b) and inter alia, §
1I11.B.2.
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“Personnel and medical files and similar files, the dis-
closure of which would constitute a clearly unwarranted inva-
sion of personal privacy.”

Julian v. United States Dept. of Justice, 806 F.2d 1411
(9t}i5(531r, 1986), aff’d 486 U.S. 1 (1988).

United Technologies Corp. v. F.A.A., 102 F.3d 688, at
6921ggd Cir. 1996).

Id.; Also see United States Dept. of Defense v. Federal
Lablo517" Rel. Auth., 510 U.S. 487 (1994).

For example, under 18 U.S.C.S. § 2721, the release of
motor vehicle records is prohibited, except as otherwise per-
mitted under the numerous exceptions contained in the stat-
ute, such as to law enforcement officials or to any governmen-
tal authority in a civil or criminal proceeding.
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cal intrusion into a given enclosure,@ intrusions into
oral, wire, and electronic comlﬁﬁnication also invoke
Fourth Amendment protections. All such communica-
tions are protected from interference or interception by
others, unless made specifically exempt by statute,
thereby making them subject toliiﬁ.nnl-lterception consistent
with the terms of the exemption.

fid]

2. The Electronic Communication Privacy Act

The United States Congress has long recognized the
benefits of wiretapping for national security purposes
and the prevention of illegal activities, but it has also
recognized the potential for abuse. In adopting Title III
of the Omnibus Crime Control and Safe Streets Act of
1968, Congress expressed its concern regarding privacy:

To safeguard the privacy of innocent persons, the inter-
ception of wire or oral communications where none of
the parties to the communication has consented to the
interception should be allowed only when authorized by
a court of competent jurisdiction and should remain
under the control and supervision of the authorizing
court. Interception of wire and oral communications
should further be limited to certain major types of of-
fenses and specific categories of crime with assurances
that the _interception is_ justified ar_ld thae informa-
tion obtained thereby will not be misused.

In 1986, Congress adopted the Electronic Communi-
cations Privacy Act of 1986 (ECPA), which amended the
existing wiretap law to broaden the coverage of the Act
to include most types of wire and electronic communi-
cations, in addition to oral and wire communication,
including the telephone, and to prohibit unauthoriz%
eavesdropping by all persons (not only government).
The last major amendment appears to cover all manner
of electronic communication, which would include
email, voice mail, fax transmissions, and the Internet.
As an example, electronic communication is defined as
“any transfer of signs, signals, writing, images, sounds,
data or intelligence of any nature transmitted in whole
or in part by a wire, radio, electromagnetic, photoelec-

158 Katz v. United States, 389 U.S. 347 (1967); Roberts v.
Houston Indep. School Dist., 788 S.W.2d 107 (Tex. App.,
Hous., 1st Dist. 1990).

! It is a well-established federal rule that where one of
the parties to a communication has provided his or her con-
sent to be monitored, it is a recognized exclusion to the Elec-
tronic Communications Privacy Act and not prohibited by the
Fourth Amendment. United States v. Hodge, 539 F.2d 898
(7th Circuit 1976) cert. den., 429 U.S. 1091 (1977); United
States v. Puchi, 441 F.2d 697 (9th Cir. 1971) cert. den., 401
U.S. 853 (1971).

! The Electronic Communications Privacy Act of 1986,
P.L. 99-508 (Oct. 21, 1986) 100 Stat. 1848; codified at 18
U'Sf(g' § 2510 et. seq. and 18 U.S.C. § 2701 et. seq.

Id.

%2 p 1. 90-351, Title I, Sec. 801(d) (June 19, 1968) 82
Stat. 211.

163
See note 161, supra.

tronic or photoopticﬁystem that affects interstate or
foreign commerece....’

As a general rule, the legislative history of the Act
and its various amendments, even prior to 1986, indi-
cates that it was intended to protect the privacy of indi-
viduals engaged in lawful activity who had a reason-
able expectation of privacy. As the cases indicate, not
all persons using a telephone to conduct business have
a reasonable expectation of privacy. Thus a person
making a telephone call within 4 feet of another who is
close enough for the conversation to bverheard does
not have a real expectation of privacy. Nor would an
employee misusing a private telephone system be enti-
tled to assume any reasonable expectation &at the
communication was not subject to interception.

A person’s “reasonable expectation of privacy” must
be decided on a case by case basis, taking each cgse’s
unique facts and circumstances into account'® As
noted in the Benford case, “[g]lenerally, the test applied
is two-part: (1) Did the person involved have a subjec-
tive expectation of privacy;d (2) Was that expecta-
tion objectively reasonable?™

Of equal importance are two exceptions contained
within the Act that have traditionally been utilized in
telephone interception cases. The first is the “prior con-
sent exception” in which prior consent of one of the par-
ties to the communication is either given directly or is
implied. The second is the “business use exception,”
which exempts communication to or from a business
facility from the interception prohibitions in the ECPA.
It would appear that these provisions cover the entire
spectrum of oral, wire, and electronic communication,
such that they apply to telephonic communication, fac-
simile transmissions, email, voice mail, Internet usage,
and the like.

The public employment issue with regard to the
“prior consent exception” is whether by providing notice
to its employees that the communication of whatever
nature may be monitored, does the public employers’
interception of such communication fall within this rec-
ognized exception to the ECPA? While examination of
the prior consent rule may be somewhat of an academic
exercise in light of the “business use exception,” the
ultimate determination, certainly for these two excep-
tions and perhaps in all cases, will depend upon the
employees’ reasonable expectation of privacy based
upon the surrounding facts and circumstances. As a
general rule, however, it is probably safe to assume
that most types of communication undertaken at the
work site are subject to the exclusionary provisions of

12: 18 U.S.C. § 2510(12).

United States v. McLeod, 493 F.2d 1186 (7th Cir. 1974).

"% United States v Christman, 375 F. Supp. 1354 (ND Cal.
1974).

167 O’Connor v. Ortega, 480 U.S. 709 (1987); Benford v.
American Broadcasting Cos., Inc., 554 F. Supp. 145 (Md. 1982)
cert. den., 464 U.S. 830 (1983).

554 F. Supp. at 154, citing United States v. McIntyre,
582 F.2d at 1223.



the ECPA, thereby permitting the employer to monitor
most types of communications.

(A) THE PRIOR CONSENT EXCEPTION

The “prior consent exception” reads:

It shall not be unlawful under this chapter for a person

not acting under color of law to intercept a wire, oral or

electronic communication where such person is a party

to the communication or where one of the parties to the

communication has given prior consent to such inter-

ception unless such communication is intercepted for
the purpose of committing any criminal or tortious act

in violation of the -‘- itution or laws of the United

States or of any State.

In a case that predated adoption of the Electronic
Communications Privacy Act, the court determined
that an employee’s knowledge of the employer’s capa-
bilities to monitor private telephone conversations
not constitute implied prior consent to be monitored.*™
The decision in this case walked a fine line and tried to
dichotomize what might be subject to interception and
what was private information not subject to intercep-
tion by the employer and held that consent, per se, was
not an all or nothing proposition and that it could be
limited in scope. Relying more on the “business use
exception,” the court concluded that a personal call
could be intercepted in the ordinary course of business
as an allowable interception under the Act. However, in
this case the court concluded that it was an issue for
the trier of fact to determine when such consent termi-
nated by virtue of the nature of the conversation and
that once the conversation turned to a matter of per-
sonal nature, an employer may no longer listen.

Another case within the context under which the
ECPA was adopted involved a routine, non-
surreptitious recording of a police telephone line, which
was normally recorded was used by a police officer
for a private purpose. The police officer had knowl-
edge of the line’s purpose and therefore the court held
that it constituted an exception under existing law on
the basis that it amounted to prior consent. Although
the case was dismissed based upon its facts, the court
did note that Congress did not intend the Act to apply
to the recording of emergency and investigative calls,
which were part of the routine police function. When
considering whether there has been prior consent, there
must be a close examination of facts, but normally the
exceptions will be narrowly construed.

(B) THE BUSINESS USE EXCEPTION

A much broader exception under the statute is the
“business use exception.’72 The “business use excep-
tion,” sometimes formerly referred to as the “business”

S?susc§%n@mx
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or “telephone extension exception” to the ECPA is con-
tained in the definition section of the Act, which defines
an electronic, mechanical, or other device as any device
or apparatus that can be used to intercept a wire, oral,
or electronic communication other than:

(a) any telephone or telegraph instrument, equipment
or facility, or any component thereof, (I) furnished to
the subscriber or user by a provider of wire or electronic
communication service in the ordinary course of its
business and being used by the subscriber or user in the
ordinary course of its business, or furnished by such
subscriber or user for connection to the facilities of such
service d used in the ordinary course of its busi-
ness.....

The rationale for the “business use exception” was
discussed in a 1980 case when the exception was re=
ferred to as the “telephone extension exception.”
Plaintiff Briggs was a former employee of American Air
Filter who was now employed by a competitor of the
company. Roby, a salesman for American, kept in con-
tact with Briggs and spoke to him often. A manager for
American Air Filter who knew of the relationship had
cautioned Roby and another employee not to discuss
business with Briggs. The manager had been subse-
quently advised at some point that Briggs and Roby
were working together. The court held that the man-
ager’s taping of a conversation between the two was
within the ordinary course of business for the manager
because the manager had reasonable suspicions that
business was being discusﬁ, and in fact the call did
concern corporate business.

While the “business use exception” iﬁather broad in
its scope, it is not without limitation. The fact that
monitoring and recording of telephone calls can be jus-
tified for a legitimate business purpose is not sufficient
alone to be used as an exception under the Act, unless
the interﬁtion occurs during the normal course of
business.

Indiscriminate recording of all calls, whether busi-
ness or personal, does not constitute couct during the
ordinary or normal course of business. Elpersonal calls
may never be intercepted, except to the extent that it is
necessary to determine whether there has been an
authorized use of the telephoner to determine
whether the call is personal or not.~ Although a per-

' 18 U.S.C. § 2510(5).
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sonal call may be intercepted to determine its nature,
inter@ation can never be used to determine its con-
tent.

3.Email/The Internet

While the ECPA language appears to cover all types
of electronic communication, including email specifi-
cally, a limited number of authorities have addressed
email transmissions and interceptions in case law and
in law review and journal articles. A 1992 issue of The
Labor Lawyer includes an article that provides an
analysis of the Electronic Communications Privacy Act
of 1986 and how it was extended over email com-
munications, where it is noted that [t]he Senate Re-
port on the ECPA underscores individual privacy con-
cerns as the primary reason for including E-mail and
similar forms of eleﬁ?jonic surveillance within the pur-
view of the statute.”

This article explores the language of the Act, at-
tempts to ascertain the will of Congress in adopting the
law, and attempts to anticipate how the courts will de-
cide certain issues. The author notes that while the Act
also contains a property protection exemption, which
allows employers to monitor employees calls in certain
instances, that section appears to generally apply to
communications companies. According to the author’s
analysis, the “business use excepti is more applica-
ble in the case of email interception.”

While employers appear to have broad discretion
based upon the statutory exceptions, employer intru-
sions are not without limits. One set of aupthors set
forth the parameters of such employee rights:

Although an employer’s right to engage in service ob-

servation, computerized work measurement, and other
electronic surveillance of employees is largely unre-
stricted, it is not entirely without limits. Employees
have a protected zone of privacy—albeit relatively nar-
row—even inside the workplace. Monitoring employees’
personal calls, eavesdropping on their private conversa-
tions, videotaping employees in highly private areas, or
otherwise exceeding reasonable substantive and tempo-
ral limitations on the scope of the monitoring may well
subject employers to liability under existing constitu-
tional, common law, or statutory prohibitions. Fur-
thermore, the protection afforded to employees’ privacy
rights’ necessarily increases as the employer’s moni-
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toring extends beyond purelwork-related matters or

moves outside the workplace. =

The authors further emphasize that this is a rela-
tively new area of law, which is still under develop-
ment. Just as in the old axiom, “bad facts make bad
law,” egregious situations and unreasonable conduct on
the part of employers wanting “to push the envelope”
will most likely lead courts to carve out exceptions fa-
voring individual privacy protections and create further
balancing tests as this body of law develops.

(A) RATIONALE FOR BUSINESS USE EXCEPTION

A Pennsylvania court explained the rationale for the
“business exception” arising from the use of corpo-
rate email. = A wrongful discharge tort complaint of an
at-will employee was dismissed for failure to state a
claim after the court discussed the public policy impli-
cations of email interceptions. Plaintiff had alleged an
invasion of his right to privacy, claiming it constituted
a breach of public policy.

As alleged in the complaint, the defendant company
maintained an email system to encourage internal cor-
porate communications between their employees. The
company repeatedly assured users of the system that
email communication would remain confidential and
privileged and that such communication could not be
used to reprimand or terminate its employees.

The plaintiff, an at-will employee, received an email
message at his home from his supervisor to which he
responded. In the course of his response, he allegedly
made derogatory remarks about the company and some
of its employees. The company subsequently inter-
cepted the plaintiff’s email and terminated his em-
ployment for transmitting what the company deemed to
be inappropriate and unprofessional comments. Ruling
initially that Pennsylvania law provided no cause of
action for wrongful discharge of an at-will employee,
the court took up the issue as to whether the conduct of
the defendant company violated public policy. At the
time of this decision, Pennsylvania courts had estab-
lished a rule that in order to constitute a public policy
exception, the company’s actions must violate a “clear
mandate” of public policy, which it defined as “of a type
that ‘strs at the heart of a citizen’s social responsi-
bilities. "

In reaching its decision the district court said, “we do
not find a reasonable expectation of privacy in e-mail
communications voluntarily made by an employee to
his supervisor over the company’s e-mail system, not-
withstanding any assurances that such commynica-
tions would not be intercepted by management.™*

The court went on to say that even if the employee
was found to have a reasonable expectation of privacy,
it did not find that a reasonable person would consider
the company’s interception of email on its system to be

' 1. at 97.
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a “su ntial and highly offensive invasion of his pri-
vacy.”  Finally, the court concluded by saying that “the
company’s interest in preventing inappropriate and
unprofessional comments, or even illegal activity over
its e-mail system outweighs any priva%interests the
employee may have in those comments.”

(B) OTHER CASES

In the well-publicized case involving an email inter-
ception of a 17-year U.S. Navy veteran, the Navy was
enjoined from dismissing the serviceman on the basis
that the latter’s suit had a reasonable probability of
success and met all of the gther requisite grounds for
issuance of an injunction.  The suit alleged that the
Navy had violated its “Don’t ask, Don’t tell, Don’t pur-
sue” policy by obtaining the plaintiff’s identity and
sexual orientation from America Online (AOL), his
Internet on-line service provider.

In this case, initially a civilian Navy volunteer inad-
vertently came across the information that a service-
man aboard the USS Chicago corresponded over the
Internet via homosexual Web sites. She then pursued it
further to ascertain the identity of the individual from
AOL, that it was McVeigh, and then passed that infor-
mation on to the command of the USS Chicago. After
conducting an administrative discharge hearing, it was
determined that McVeigh would be dismissed from the
service based upon this information. This action was
enjoined by the court.

The district court in Nevada held that police officers
had no reasonable expectation of privacy in a comput-
erized paging system that automatically stored mes-
sages transmitted through the system.™ The case in-
volved a paging system used by the City of Reno Police
Department for purposes of communication, primarily
to the media, but also between officers. A standing or-
der for the pagers and their use included a warning
that all messages were stored by the department. As a
result of certain communications between the plaintiff
police officers, an internal affairs investigation was
instituted.

The plaintiffs filed suit alleging a violation of their
right to privacy under the Fourth Amendment and the
ECPA. The court in Bohach held that because of the
nature of the paging system, the use to which it was
put, and the “standing order,” plaintiffs could only have
had a diminished expectation of privacy in their com-
munications and therefore there was no Fourth
Amendment violation. On the allegation that the city
used illegal “wiretaps” to collect the information, the
court held that the city did not “intercept” the trans-
mission in violation of 18 U.S.C. Section 2510 et. seq.,

189
This rationale appears to be contra to that espoused in

the telephone cases: Ali v. Douglas Cable Communications;
Sanlggrs v. Robert Borsch Corp, supra.

101 Supra, at 101.

o McVeigh v. Cohen, 983 F. Supp. 215 (D.D.C. 1998).

Bonach v. City of Reno, 932 F. Supp. 1232 (D. Nev.
1996).

21

but rather that it correctly retrieved such messages
from storage pursuant to 18 U.S.C. Section 2701 et seq.

A New York court held that the ECPA only prohibits
intentional interception of electronic communication
without a court order (unless exigent circumstances
exist), not accessﬁ stored messages, which only re-
quires a warrant. In this case, federal agents seized
three pagers from the defendants, two of which were
incident to their lawful arrest. However, information
obtained from the third pager was stored information
and its retrieval resulted from an illegal search, since
exigent circumstances did not exist. The court deter-
mined that retrieval of information from two of the
pagers was warranted under the circumstances, but
with regard to the third pager, the information re-
trieved required a warrant since such exigent circum-
stances did not exist.

The defendant argued for exclusion of the evidence
based upon the Fourth Amendment and the ECPA. The
case was decided on the basis of what constitutes “in-
terception” and what constitutes “stored” information
within the meaning of the Act, since different standards
apply.

The court in Reyes cited a Fifth Circuit decision that
held that a seizure of a computer used to operate an
electronic bulletin board system and containing private
electronic mail that had been sent to the bulletin board,
but not read by intended recipients, was not unlawfully
intercepted under the Federal Wir Act, which
would require issuance of a court order.

Although 18 U.S.C. Section 2511(1)(a) prohibits in-
terception of “any wire, oral, or electronic communica-
tion” under the holding in Steve Jackson Games, Inc.,
supra, that section was not applicable in this case, since
the actions did not constitute an “interception.” The
section of the Act referencing stored electronic commu-
nications would apply, and in this case a ﬁarch war-
rant was justified to access the information.

Unless and until Congress adopts a statute that more
specifically is addressed to the question of the privacy
of email in the workplace, it will most likely be deter-
mined on a case by case basis. Using the analogy con-
tained in the Ortega line of cases, does an employee
using the company email have a reasonable expectation
of privacy or does the fact that the system belongs to
the government make all communications subject to
review? If the government employer posts a notice that
all email received or sent on government-owned com-
puters during or after normal work hours is subject to
review and inspection by the employer, the employees’
right to privacy is correspondingly diminished since
whatever expectation of privacy they may@ave had
would be diminished as a result of the notice.
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Does this mean that the government employer has
the right to randomly access employee email? Or would
it be necessary to apply the rule unless there is a case
of individualized suspicion of an employee? Or in the
alternative, following the logic of Ortega, must a search
of employee email be justified at its inception and must
the scope of the search be reasonably related to the cir-
cumstances that originally justified the interference
with the employee’s reasonable expectation of privacy?

The third possibility is that the email would fall into
one of the categorical exceptions under the ECPA. In
the absence of written notification, in all likelihood this
would be the “business use exception.” In Ortega, the
Court required a balancing of public employees’ privacy
expectations against reasonableness of the search or
the government’s requirement for supervision control
and efficiency as an employer.

4. Voice Mail

In one of the few cases involving voice mail, the
plaintiff was discharged from his position as collection
manager at Norwest Bank, Billings, for alleged insub-
ordination."™ When he sued, the bank counterclaimed
on the grounds that he taped telephone conversations
of bank customers and employees. The plaintiff was
alleged to have used a handheld recorder to tape phone
messages left on his voice mail and also to have re-
corded conversations between customers and the bank
president.

With regard to the voice mail messages, the court de-
termined that, for an illegal wiretap to have taken
place under the wiretap statute, it was necessary that
an interception of the conversation occur and that such
interception occur during the initial use of the record-
ing device contemporaneous with the transmittal or
preservation of the communication. Since use of the
handheld recorder to record voice mail messages did
not occur at the same time as the leaving of the mes-
sages, and the persons leaving the messages consented
to the recording of the messages by the fact that they
left them, the court concluded that no interception
within the meaning of 18 U.S.C. Section 2510 et. seq.
occurred. The court went on to hold that the recording
of telephone conversations between the bank customer
and the president of another bank without consent or
knowledge of the parties to the conversation did not
violate the statute, absent evidence that the employee
was motivated by a criminal or tortious purpose when
he recorded the conversations.

5. Intercepted Information

It would appear that any information acquired from a
lawful interception of an electronic communication or
even information acquired by accident or non-
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intentionally may be properly disclosed. The ECPAE
provides specifically that any person who has received
information pursuant to the Act may disclose it in “any
proceeding held under the authority of the United
States m any State or any political subdivision
thereof.”

In the case of unauthorized interception of such
communication, its disclosure is Egﬂly prevented when
such interception was intentional.

While it is clear that properly intercepted informa-
tion may be disclosed in a proper manner, it begs the
question of whether the acquisition of such information
may give rise to a duty to disclose, particularly if failure
to disclose might aid in the commission of a crime or
cause injury to others. One example might be the inter-
ception of an email or telephone conversation that dis-
closes a terrorist act.

While transmittal of such informatu.to a law en-
forcement agency is allowed by statute,” mere knowl-
edge of a crime to be committed would not be sufficient
to create a duty subjeito criminal liability for failure
to report the incident.~ However, depending upon the
degree of knowledge, systematic tracking, and review of
such communication and all other factual circum-
stances, failure to report criminal activity obtained
through the interception of electronic communication
may give rise tom’m actionable duty to prevent the
threatened harm.

D. Supervisor’s Responsibilities
1. Introduction

As noted above, a distinct body of law has developed
in the area of privacy in the public workplace. Addi-
tionally, public employees also have responsibilities to
their superiors, fellow employees, and members of the
public involving related privacy issues. As with many of
the other sections, a large body of law has developed on
several of these issues as well. This paper only touches
upon a couple of cases to provide the general direction
of the law in this area. =

The Civil Rights Act of 18717 provides a broad range
of redress for one who has had their constitutional
rights endangered by actions or threatened actions of
the government or government officials. In order to
have an actionable civil rights claim, two elements are
essential: “that the challenged conduct was attributable
at least in part to a person acting under color of state

ZZ P.L. 99-508, (October 21, 1986) 100 Stat. 1848.
18U.S.C.S. § 2517(3).
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law, and...that such conduct deprived the plaintiff of a
right, privilege or immunity secur% by the Constitu-
tion or laws of the United States....”

2. 1983 Actions

As an officer, employer, or employee of a public
transportation agency, one has a dual role to play with
respe%to a potential violation of 42 U.S.C.S. Section
1983.7" Any such officer, employer, or employee must
be mindful of his or her personal rights and responsi-
bilities as they may be affected either by some action of
the public transportation agency or the actions of an-
other officer, employer, or employee acting on behalf of
the public transportation agency, or conversely, acting
outside the scope of their responsibilities. Public em-
ployees, as supervisors, also have rights and responsi-
bilities toward subordinate employees. These issues are
all the more pointed in the area of personal privacy and
how they impact each employee’s “zone of privacy.”

The Civil Rights Act of 1871, 42 U.S.C. Section 1983,
prohibits interference with the constitutional or statu-
tory rights onother under penalty of law and poten-
tial liability.— The language is sweeping in scope, and
the annotations to this relatively brief statute literally
cover volumes. As an officer, employer, or employee in
the public transportation industry, one must be mindful
of which activities are permitted and which are not.

It is important to note at the outset that 42 U.S.C.S.
Section 1983 carries with it an implied qualified immu-
nity for official actions undertaken in good faith.” To
be shielded by qualified immunity, the government offi-
cial must operate within the bounds of his or her offi-
cial responsibility. Conversely, if a federal official com-
mits an unconstitutional act, he or she is necessarily
operating outside of his or her official capacity and the
doctrine of sovereign (and presumablyEﬁlaliﬁed or gov-
ernmental) immunity would not apply.

In Strathie v. t. of Transportation, Commonwealth
of Pennsylvania, — a class action suit, the court ex-
plained that:

Executive officials must be guided by the public interest
in making decisions and authorizing actions of their
subordinates. Implicit in the concept of a qualified im-
munity for certain official acts, is a recognition that of-
ficials may err. The rationale for the immunity protec-
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tion is that unless an official is protected from personal
liability he may refrain from decision-making, or be
guided by factors other than the best interest of the
public.

Qualified immunity has been broadly applied to pro-
tect public officials for good faith actions undertaken in
their official capacity. In a case involving the release by
a prison official of medical records of a rape victim to a
prison inmate (the victim’s father), the Sixth Circuit
held that the release of such records "does not rise to
the level of breach of a ri%t recognized as fundamental
under the Constitution.”~ The court expounded upon
the doctrine and said that “[glovernmental officials who
perform discretionary functions, such as the defendants
in this case, generally are shielded from civil liability
insofar as their conduct does not violate clearly estab-
lished statutory or constitutional riﬁts of which a rea-
sonable person would have known.”

In another case involving a search incident to an in-
ternal affairs police investigation, the Seventh Circuit,
in commenting on the rights that may be violated be-
fore an official would lose qualified immunity, stated
that “[flor a right to be ‘clearly established’, the right’s
contours must be sufficiently clear so that the officials
could h reasonably believed that their actions were
lawful.’

The court went on to say that conversely, for an offi-
cial act to breach qualified immunity, its unlawfulness
must be apparent based upon existing law.

Under the facts in Jarvis v. Wellman, supra, a medi-
cal record was found to not be constitutionally pro-
tected; however, the Third Circuit, in Doe vﬁoutheast-
ern Pennsylvania Transportation Authority, held that
the privacy of individuahﬁledical records is a constitu-
tionally protected right.”~ In this case, SEPTA insti-
tuted a program to monitor its medical costs by re-
quiring the pharmacy that filled prescriptions for
SEPTA employees to report when prescriptions totaling
in excess of $100 per month were being filled by its em-
ployees. Through the information received from the
pharmacy, SEPTA was able to learn that one of its em-
ployees was HIV positive. This information was shared
with other managers within SEPTA. In reaching its
determination, the court said, “When the underlying
claim is one of invasion of privacy, the complaint must
be ‘limited to those (rights of privacy) which are ‘fun-
damentlg or ‘implicit’ in the concept of ordered lib-
erty’....”

2 14 at 1375.

ziJarvis v. Wellman, 52 F.3d 125, 126 (6th Cir. 1995).
1d.

ziz Shields v. Burge, 874 F.2d 1201 (7th Cir. 1989).
1d. at 1205.

7 79 7.3d 1133 (3d Cir.); cert. den. US___, 117 S. Ct.
51 (1996).

18 14, at 1137.



24

Citing Whalen v. Roe,mthe court noted that the right
to privacy involves at least two separate interests: (1)
the personal interest in avoiding disclosure of personal
information, and (2) interest in independence in mak-
ing certain types of important decisions. In reaching its
decision the court determined that indeed medical rec-
ords fall within the first category.

In the SEPTA case, however, the court balanced the
individuals’ privacy interest against the interest of the
employer in obtaining the information. The court found
that the constitutional right of the individual was su-
perseded by SEPTA’s need to have access to the pre-
scription records in order to monitor costs of the pro-
gram.

A Philadelphia police officer was fired for refusing to
respond to questions about his sexual activities that
bore no relationship to his job, and he filed a 1983 ac-
tion alleging violation of his rights under the First,
Four, and Fourteenth Amendments to the Constitu-
tion.®® The district court held that a person's private
sexual activities (unrelated to job performance) are
within the "zone of privacyrotected from unwar-
ranted government intrusion Zn reaching its decision
in Shuman, the court referred to the subject of the in-
quiry as being one of those private matters of which
JustichBrandeis characterized as the right to be left
alone.

Disabled school children’s claims for invasion of their
constitutional right of privacy against a bus driver for
physical and mental abuse were permitted in Jang Doe
A. v. Special School District of St. Louis City. The
district and district officials were dismissed as defen-
dants since evidence did not support a consistent pat-
tern of constitutional violations, nor did it depict indif-
ference to such violations. Failure to prove these facts
provided the district and district officials with qualified
or discretionary immunity.

Courts have uniformly held that any activities con-
ducted in public view are not protected by the Constitu-
tion. A bus passenger who sued SEPTA for alleged inju-
ries from a bus accident brought a subsequent civil
rights action pursuant to 42 U.S.C.S. Section 1983
against the authority, in which she claimed a violation
of her civil rights for personal surveillance undertaken
the authority to determine the extent of her injuries.

The district court dismissed the case on the basis
that the surveillance did not deny plaintiff access to the
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courts, nor did it invade her right to privacy since all of
the surveillance occurred in public locations.

In a somewhat unusual seven page dissent, Justice
Marshall strenuously disagreed with the court’s failure
to grant certiorari in a suit brought by an unmarried
couple pursuant to 42 U.S.C. S. Section 1983 on the
basis that they were fired from their positions at the
state-maintained negie Free Library because of
their relationship.”™ Despite the holding that the
Carnegie Free Library was not acting under the code of
any state law or regulation, but only within its discre-
tion, its actions were allowed to stand because the
plaintiffs failed to “normalize” their relationship. Acts
arising even partially uwr the color of state law can
give rise to a 1983 claim.

In perhaps the seminal case ding with electronic
intrusions into personal privacy, Justice Harlan, in
his concurring opinion, raised the issue regarding the
consequences of innovative technologies and their im-
pact upon privacy rights. Presaging the pending di-
lemma, Justice Harlan stated that “[iJts limitation on
Fourth Amendment protection is, in the present day,
bad physics as well as bad law, for reasonable expecta-
tions of privacy ma’%be defeated by electronic as well as
physical invasion.”

3. Public Transportation Managers

With regard to privacy issues, transportation manag-
ers need to be aware of the rights and responsibilities of
employees and members of the general public summa-
rized in this paper. There are general principles of pri-
vacy law that have been held to be the appropriate
standard in most cases that are dependent on the given
factual situation.

To reiterate briefly, public employees do enjoy a rea-
sonable expectation of privacy in their workplace and
do retain their Fourth Amendment privacy rights; how-
ever, these are syhject to the “operational realities” of
the work setting. Within the context of the Ortega
decision, as a general rule only areas reserved for the
exclusive use of an individual employee enjoy some de-
gree of privacy. These areas may be invaded if there are
reasonable grounds to believe that improper conduct
has occurred and the scope of the actions taken is rea-
sonably ted to the basis for the action in the first
instance. 22

The use and release of records arwenerally con-
trolled by statute, such as the FOIA=—As a general
rule, all such records are subject to public inspection,

225
Hollenbaugh v. Carnegie Free Library, 439 U.S. 1052
(1978).

226
New York Magazine v. Metropolitan Transp. Authority,
136 F.3d 123 (1998).

zz; Katz v. United States, 389 U.S. 347 (1967).
1d. at 362.

zzz O’Connor v. Ortega, 480 U.S. 709 (1987).
1d. at 724-26.

#l5U.S.0.8. § 552.



except as otherwise listed in the statute. Some types of
tests and medical information are regulated by statute
and irﬁome cases held to be constitutionally pro-
tected.” Blood and alcohol testing of public employees
is generally permissible, particularly where such em-
ployees hold ﬁnsitive positions involving security or
public safety.

Surveillance of public employees at work is generally
a permissible activity, unless it involves a situation in
which the employee enjcgj a justifiable and reasonable
expectation of privacy.” Based upon the Supreme
Court’s decision in O’Connor v. Ortega, public employ-
ees enjoy a ve% limited expectation of privacy within
the workplace.~ The ECPA protects privacy in most
types of electronic communication; however, only the
most peral of communication in the workplace is
protected.* Based upon the “prior consent” and “busi-
ness use” exceptions, most types of electronic communi-
cation, including the telephone, email, voice mail, d
the Internet are subject to scrutiny by management.

Activities of public transportation operators as they
relate to privacy interests of the general public must
adhere to similar broad legal principles. In a long line
of cases, the courts have determined that activities
conducted outside a permanent residence and in t]@
open are in plain view and subject to public scrutiny.
This rule has been extended in application to persons
traveling on public transit to the extent such persons
have no protected privacy interest. By exposing oneself
to the public within a transit facility or on a transit
vehicﬁ one loses any reasonable expectation of pri-
vacy. ~ Reasonable use of cameras in transit facilities
and vehicles does not violate privacy interests of the
patrons. Likewise, it would appear that information
generated as part of transit operations, such as origin-
destination data, use pattern data, information con-
tained on various applications for motor vehicle regis-
trations, information on paratransit and transit use,
etc., enjoy no special protection, unless it contains
medical or other protected information. For further
information as to what public employees and public
transportation managers should know about their pri-
vacy rights and obligations, see Appendix B.

22 Norman-Bloodsaw v. Lawrence Berkeley Lab., 135 F.3d
1262%359th Cir. 1998).

Skinner v. Railway Labor Executives’ Ass’n, 489 U.S.
602 (1989).

z:: O’Connor v. Ortega, 480 U.S. 709 (1987).

956 Supra.

3718 U.S.C. § 2510 et. seq. and 18 U.S.C. § 2701 et. seq.

Ali v. Douglas Cable Communications, Inc., 929 F.

Suggé 1362 (D. Kan. 1996).
50 New York v. Class, 475 U.S. 106 (1986).

U.S. v. McDonald, 100 F.3d 1320 (7th Cir. 1996);
Hoffman v. City of New York, 1998 W.L. 212894 (E.D. N.Y.);
Katz v. United States, 389 U.S. 347 (1967).

2.
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IV. CONCLUSION

The American concept of privacy as defined by the
Constitution and interpreted by Congress and the
courts is being overwhelmed by technological advances
that have altered the factual framework that consti-
tuted the background for those earlier decisions. In the
past the standard test has involved a balancing of indi-
vidual privacy rights versus the needs of society in gen-
eral, generally characterized as a “compelling state
need.” This test may no longer be sufficient, since tech-
nology provides the capability to intrude upon individ-
ual privacy rights but may still meet at least several
aspects of the traditional test of what constitutes a rea-
sonable intrusion into personal rights of privacy (see
Appendix A).

A. Reasonable Expectation of Privacy

Employees in the public sector are entitled to a “rea-
sonable expectation of privacy” in their workplace. For
instance, any search of the premises on which the em-
ployee is located must be made upon grounds that are
reasonable at the outset, reasonably conducted, and
related to the circumstances that led to the search in
the first instance. Any expectation of privacy in the
public workplace is also conditioned upon the nature
and circumstances of such employment. A “diminished
expectation of privacy” may arise, for example, in a case
where notice of a possible search has been provided or
where, because of the nature of the work being per-
formed, it would be reasonable to anticipate such an
intrusion.

With regard to public records as they relate to the
public employee and such records over which the public
employee may have custody or control, access to and
release thereof are generally controlled by state and
Federal FOIAs. All such records are generally accessi-
ble unless otherwise protected by a privilege. Most
FOIAs contain a proviso that prohibits disclosure of
“personnel and medical and similar files, the disclosure
of which would constitute a clearly unwarranted inva-
sion of personal privacy.” Case law is replete with per-
tinent examples of what is and is not subject to disclo-
sure.

Access to medical records and testing results has tra-
ditionally been denied on the basis of a protected per-
sonal privacy interest. Numerous exceptions have
evolved, particularly as they are applied to employees
in public service. Mandatory drug and alcohol testing of
public employees in safety sensitive positions or secu-
rity sensitive positions has been permitted generally on
the basis that such employees have a “diminished ex-
pectation of privacy” by the nature of their job. Al-
though courts have been loathe to accept polygraph and
psychological testing results into evidence because of
their inherent unreliability, federal law allows the use
of the polygraph as a precondition or condition of con-
tinued government employment.
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B. Electronic Communication

The interception and dissemination of information
from any electronic communication by a third party or
organization is illegal. However, with minor exception
for the most personal situations, virtually all electronic
communication within the workplace is subject to some
form of monitoring by the employer as one or more ex-
clusions under the ECPA adopted by Congress. This is
true whether such communication is by telephone, fac-
simile, email, voice mail, or electronic means.

The two most notable exceptions under the Act are
the “prior consent exception” and the “business use ex-
ception,” which together would encompass essentially
all communication to and from the work site. By virtue
of being in the work setting, employees have a “dimin-
ished expectation of privacy” and no reason to expect
any great degree of privacy. From a management per-
spective, providing notice of the agency’s monitoring
policy is not only a good management practice, but also
provides an extra level of protection to the employer.

C. Public Transportation

The Fourth Amendment protects against governmen-
tal intrusions into activities for which persons have a
justifiable (as determined by societal norms) and “rea-
sonable expectation of privacy” (as determined subjec-
tively). Activities conducted in the open have been de-
termined not to give rise to a constitutionally protected
interest under the Fourth Amendment. Case law sug-
gests that virtually any activity conducted in a public
location, including those conducted in public transpor-
tation facilities or on transit vehicles, is subject to pub-
lic scrutiny. This includes any reasonable surveillance
of such activities, whether conducted in person or by
use of a television or video camera.

Persons traveling on public transportation have been
held to have a diminished or reduced expectation of
privacy. The use of cameras for traffic law enforcement,
for security in public transportation facilities, or on
public conveyances has been permitted on the same
basis. It has been generally held that discrete and rea-
sonable surveillance of any activity open to the public
enjoys no constitutional privacy protection.

While there has yet to be a dispositive case on the is-
sue, it is reasonable to presume that information gath-
ered from public transportation activities, such as ori-
gin-destination studies, passenger surveys, the use of

smart cards or farecards, or other planning or opera-
tional techniques enjoys no particular protection. In all
likelihood it will depend more upon the nature of the
request, or the reasonableness to which such informa-
tion will be used, in determining its accessibility.

D. Rights and Obligations of Public Transportation
Managers

Public transportation managers have to be aware of
their rights and obligations both as employees and su-
pervisors of other employees and with regard to the
unique relationship that they have with members of the
general public. The Civil Rights Act prohibits interfer-
ence with the constitutional rights of others. As it re-
lates to issues of privacy, the public transportation
manager has to be mindful of the principles expressed
in this paper.

While the public transportation manager does enjoy a
qualified immunity for official actions that he or she
undertakes in good faith, to undertake actions outside
of those parameters may incur significant and severe
repercussions. The manager does have the right to
monitor the movement and work being performed at
the work site by all reasonable means. These include
monitoring of nonpersonal communication by telephone
and email, etc., and surveillance through TV and video
equipment. The critical watch word is whether the ac-
tivity being monitored is entitled to a "reasonable ex-
pectation of privacy" or whether by the nature of the
work being performed or notices provided to the em-
ployee, the activity carries with it a "diminished expec-
tation of privacy."

The relationship that the public transportation man-
ager has with members of the public always involves a
matter of public trust. By the same token, unless oth-
erwise excepted by statute, most records held by the
public manager are subject to disclosure. The FOIA
generally controls which documents are protected. The
public has a right to know that public transportation is
being operated in a safe and reasonable manner, and
the courts have permitted drug and alcohol testing by
management to insure that this is taking place.

Riding on public transportation provides no special
privacy interests to the users. In fact, by exposing one-
self to the public, one is therefore exposed to scrutiny
by all. Public agencies have the right to reasonably
monitor the activities of individuals in public transpor-
tation facilities, on the roads, and on transit vehicles.
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APPENDIX A—POSSIBLE SOLUTIONS: FAIR INFORMATION STANDARDS

The United States Congress has developed a set of
standards that it uses in drafting legislation related to
privacy issues. These standards, known as the Fair
Information Principles, were developed in the 1970s
specifically to address the question of protecting privacy
in a world where accesmo personal information be-
comes easier every day.  These principles, although
they have not been codified to date, have been used by
Congress as the framework for privacy-relﬁd legisla-
tion, ~ such as the Privacy Act of 1974, the Fair
Cre Reporting Act, - the Right to Financial Priva
Act, the Electronic Communicatiom Privacy Act, 22
and the Video Privacy Protection Act.

These principles have been stated in various ways,
but in essence they turn on providing a measure of
fairness and protection to individual privacy in a rap-
idly “shrinking” WO. One version of the principles has
been stated thusly,

The first principle is that only relevant personal infor-
mation should be collected. In other words, if our pur-
pose is to improve traffic management, we should col-
lect only the information necessary to achieve that goal
and nothing else.

Second, individuals should be informed what informa-
tion is to be collected and how it will be used. We may
not be able to guarantee that every IVHS application
will be used.

Third, individuals should be able, and with relative
ease, to inspect their records for accuracy, complete-
ness, and appropriateness. For example, if tolls are
collected electronically, drivers should have access to
the records of their toll road use, and should have the
means to correct any errors.

Fourth, personal information should be available within
the collecting organization only to those with a legiti-
mate need to know. This would apply to public and pri-
vate operators alike.

Fifth, disclosures of personal information to third par-
ties outside of the original operator should not be made
without the individual’s agreement or appropriate legal
process.

And sixth, security measures must be in place to ensure
that pledges of confidentiality are meaningful.

240
A Review of the Fair Information Principles: The Foun-

dation of Privacy Public Policy, Privacy Rights Clearinghouse
(Wvgz.privacyrights.org/ar/fairinfo).

1d.
242 5U.S.C.S. § 552a.
T 15US.CS. §1681et. seq.
ots 12 U.S.C.S. § 3401 et seq.
P 18US.CS. §2710.
"18US.CS. § 2710,

11 SANTA CLARA COMPUTER AND HIGH TECHNOLOGY
LAW JOURNAl (1995). This publication is strongly recom-
mended reading on the subject of the danger to privacy from
ITS developments.
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It is axiomatic that these principles must be an in-
herent and underlying feature of all ITS development.
It has been observed that if people do not believe that
their privacy is being protected, they will resist adop-
tion of ITS technology, including all of the ﬁod features
designed to improve the Nation’s mobility.

Id.
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APPENDIX B—RIGHTS AND OBLIGATIONS OF PUBLIC EMPLOYERS AND EMPLOYEES

Suggestions for Public Employers

Public employees, like their counterparts in private
industry, generally wear many hats in the workplace.
While in one sense they are always public employees,
regardless of their position, they may also be in super-
visory or managerial roles, which require them to act
on behalf of the governmental entity as the public em-
ployer. Reviewing the case law and authority cited
above and borrowing liberally from certain selected
sources, the following is a list of suggested actions to be
taken by the public employer to not only protect the
interests of the governmental entity but also to make
themselves and all employees within the public sector
aware that certain rights and obligations are applicable
in the public workplace and that their own privacy in-
terests, while limited, are of extreme importance.

The following is a list of suggested actions for the
employer to take, taken in large measure from Jenero
and Maples-Riordan, The Electronic Monitoring of Em-
ployees and the Elusive Right to Privacy, 18 EMPLOYEE
RELATIONS LAW JOURNAL 71, 98-100:

eDetermine and understand the applicable federal
and state laws.

eDevelop written and posted policies, or include in an
employee handbook policies related to privacy in the
workplace, including, access and usage of telephones,
fax machines, the Internet, office searches, drug and
alcohol testing, personnel records, access to records, etc.

eEstablish reasonable standards with the benefit of
employee input into the use and content of email and
Internet usage.

eProvide employees with prior written notice of the
nature and extent of the applicable monitoring prac-
tices.

*Be prepared to justify employee monitoring from its
inception.

*Observe reasonable temporal and geographical limi-
tations on the scope of monitoring.

*Be sensitive to employee privacy rights.

*Reserve your rights but limit telephone monitoring
and similar forms of electronic surveillance as neces-
sary to preserve the “business use exception.”

*Do not “bug” employee’s offices or otherwise surrep-
titiously intercept their oral communications.

eAdopt reasonable procedural safeguards concerning
the use of disclosure information gathered through
monitoring.

eConduct frequent, open, and informal sessions with
employees to discuss, question, and provide input into
the formulation and adoption of employment practices.

eWork with employees whenever possible to estab-
lish reasonable criteria and guidelines for standardized
policies and practices. Train supervisors, managers,
and security personnel regarding the applicable legal
restrictions.

eAllow employees access to their personnel files, if
this is not already a standard practice.

eEstablish standards for the release of information
from employees with input from employees (i.e., execu-
tion of a formal release from employee).

eUnderstand that in order to develop and implement
ITS technologies, the public is going to have to under-
stand not only the technology but also the ramifications
to personal privacy that are involved. A public educa-
tion plan will be required to explain such programs and
to allay fears about their personal privacy being threat-
ened. If such concerns cannot be adequately addressed,
ITS programs will ultimately have minimal application.

Suggestions for Employees:

eDetermine and understand applicable federal and
state laws.

eUnderstand the concepts of “reasonable expectation
of privacy,” “diminished expectation of privacy,” and
“zone of privacy,” as well as particular applications
such as office search parameters, personnel records,
drug and alcohol testing, etc.

eWork with employers whenever possible to establish
reasonable criteria and guidelines for standardized
policies and practices.

eWork with employers whenever possible to establish
standardized personnel practices, access to records, etc.

eWork with employers to establish criteria for email
use and content (inappropriate content can come back
to haunt you).

eWork with employers to establish criteria for Inter-
net usage.

*Seek advice of counsel whenever possible.

eUnderstand your rights and obligations as an em-
ployer and an employee.

eBecome an active participant in a public education
plan for development and implementation of ITS.
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