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APPENDIX A—LIST OF TRANSIT AGENCIES RESPONDING TO THE SURVEY 

 

1. Ann Arbor Transportation Authority, Ann Arbor, MI 

2. Antelope Valley Transit Authority, Lancaster, CA 

3. Belle Urban System, The, Racine, WI 

4. Berkshire Regional Transit Authority, Pittsfield, MA 

5. Capital Area Transportation Authority, Lansing, MI 

6. Capital District Transportation Authority, Albany, NY 

7. Central Florida Regional Transportation Authority d/b/a Lynx, Orlando, FL 

8. Central Ohio Transit Authority, Columbus, OH 

9. Centre Area Transportation Authority, State College, PA 

10. City of Cheyenne Transit Program, Cheyenne, WY 

11. City of Alexandre, LA 

12. City of Glendale Transit, Glendale, AZ 

13. City of Madison Metro Transit, Madison, WI 

14. City of Raleigh, GoRaleigh, Raleigh, NC 

15. City of Visalia, Transit Division, Visalia, CA 

16. City Utilities of Springfield, Springfield, MO 

17. Cobb Community Transit, Marietta, GA 

18. Connecticut Department of Transportation, Newington, CT 

19. Corpus Christi Regional Transportation Authority, Corpus Christi, TX 

20. CT Transit, Hartford, CT 

21. Durham Area Transit Authority, GoDurham, Durham, NC 

22. Fresno Area Express, Fresno, CA 
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23. Golden Empire Transit District, Bakersfield, CA 

24. Greater Attleboro Taunton Regional, Taunton, MA 

25. Greater Cleveland Regional Transit Authority, Cleveland, OH 

26. Greater Hartford Transit District, Hartford, CT 

27. Greater Lynchburg Transit Company, Lynchburg, VA 

28. Greater Lafayette Public Transportation, Lafayette, IN 

29. La Crosse Municipal Transit, La Crosse, WI 

30. Lake Charles Transit System, Lake Charles, LA 

31. Laketran, Painesville Township, OH 

32. Lane Transit District, Eugene, OR 

33. Manchester Transit Authority, Manchester, NH 

34. METRA, Chicago, IL 

35. Metro Regional Transit Authority, Akron, OH 

36. Metropolitan Transportation Authority, New York, NY 

37. Metropolitan Transportation Commission, Oakland, CA 

38. Milford Transit District, Milford, CT 

39. Milwaukee County Transit System, Milwaukee, WI 

40. Montgomery Area Transit System, The M, Montgomery, AL 

41. Municipality of Anchorage, Public Transportation Department, Anchorage, AK 

42. Muskegon Area Transit System, Muskegon Heights, MI 

43. Niagara Frontier Transportation Authority, Buffalo, NY 

44. Ohio Valley RTA, Wheeling, WV 

45. Omnitrans, San Bernardino, CA 

46. ORCA Regional Coordination Program, Seattle, WA 
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47. Port Authority of Allegheny County, Pittsburgh, PA 

48. Pueblo Transit, Pueblo, CO 

49. Regional Transportation District, Denver, CO 

50. Salem-Keizer Transit, Salem, OR 

51. Sarasota County Area Transit, Sarasota, FL 

52. Sioux Area Metro, Sioux Falls, SD 

53. Space Coast Area Transit, Cocoa, FL 

54. Sunline Transit Agency, Thousand Palms, CA 

55. Topeka Metropolitan Transit Authority, Topeka, KS 

56. TriMet, Portland, OR 

57. Valley Regional Transit, Meridian, ID 

58. Valley Transit District, Derby, CT 

59. Votran, South Daytona, FL 

60. Westchester County Department of Public Works and Transportation, Mount Vernon, NY 

61. Western Reserve Transit Authority, Youngstown, OH 

62. VIA Metropolitan Transit, San Antonio, TX 
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APPENDIX B—SURVEY QUESTIONS 
 

  
SURVEY QUESTIONS 

If you prefer an electronic copy of the survey please contact the Thomas Law Firm by email at: 
lwthomas@cox.net 

 
TCRP J-5, STUDY TOPIC 16-02, LEGAL ISSUES CONCERNING TRANSIT  

AGENCY USE OF ELECTRONIC CUSTOMER DATA 
 
Agency Name: ________________________________________________________________________ 

Name of Employee: ____________________________________________________________________ 

Job Title: ___________________________________________________________________________ 

Contact telephone/ cell phone number: ________________ _____________________________________ 

Email address: ________________________________________________________________________ 

Educational Background: _______________________________________________________________ 

Legal Training:  YES     NO    (If “yes” describe) ____________________________________________ 

How many years have you been with the agency?  ___________________________________________ 

***************************************************** 

NOTE 

 The term “electronic customer data” used herein refers to data collected by transit agencies by contactless 
(or other) electronic payment systems that accept payment by a smart card, a customer’s credit or debit card, 
and/or mobile device.  The term electronic customer data includes personally identifiable information, financial 
data, travel data (e.g., time of travel and points of origin and destination), and real-time location data. 

1. Is your agency using one or more contactless (or other) electronic payment system(s) for customers to pay 
for transit? 
         (please circle)  YES   NO  
 
 IF YOUR ANSWER IS “YES,” PLEASE RESPOND TO THE FOLLOWING 
QUESTIONS AND REQUESTS. 
 
 (If insufficient space is allotted for your responses below, please feel free to place your responses on 
additional sheets of paper and attach them to the survey.) 
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2. Please identify the type of contactless (or other) electronic payment system or systems that your agency is 
using presently. 
 
_____________________________________________________________________________________  
 
_____________________________________________________________________________________ 
 
3. Is your agency collecting customers’ personal data as defined in the above Note with its present electronic 
payment system? 
         (please circle)  YES   NO  
 
 If your answer is “Yes,” please describe the types of personal data that your agency is collecting. 
 
_____________________________________________________________________________________  
  
_____________________________________________________________________________________ 
 
4. Is your agency planning to adopt a new electronic payment system or systems?  
 
         (please circle)  YES   NO  
 
 If your answer is “Yes,” please describe: 
 
 (a) the system being adopted or that is under consideration for adoption; and 
 
_____________________________________________________________________________________  
 
_____________________________________________________________________________________ 
 
 (b) the types of data that your agency will be collecting with the new system. 
 
_____________________________________________________________________________________ 
 
_____________________________________________________________________________________ 
 
5. With your current or proposed electronic payment system are customers able: 
 
 (a) To use their credit and debit cards to pay for transit?  
 
         (please circle)  YES   NO 
 
  If your answer is “Yes” to question 5(a), please provide details.  
 
_____________________________________________________________________________________  
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_____________________________________________________________________________________ 
 
 (b) To use Near Field Communications (NFC)-enabled mobile phones or other mobile devices to pay for 
transit?  
         (please circle)  YES   NO 
 
 If your answer is “Yes” to question 5(b), please provide details. 
 
_____________________________________________________________________________________ 
 
_____________________________________________________________________________________ 
 
6. If your agency is using customers’ personal data, please describe how the data is being used: 
 
 a) For the benefit of the agency: 
 
_____________________________________________________________________________________ 
 
_____________________________________________________________________________________ 
 
 b) For the benefit of customers: 
 
_____________________________________________________________________________________ 
 
_____________________________________________________________________________________ 
 
7. (a) Does your agency have an agreement, terms of use, and/or privacy policy that it uses in connection 
with its electronic payment system? 
         (please circle)  YES   NO 
 
 If your answer is “Yes” to question 7(a), please provide a copy of or a link to any agreement(s), terms of 
use, and/or privacy policy that your agency uses. 
 
_____________________________________________________________________________________ 
 
_____________________________________________________________________________________ 
 
 (b) Does your agency have a website that collects customers’ personal data when they use the website? 
         (please circle)  YES   NO 
 
 If your answer is “Yes” to question 7(b), please provide a copy of or a link to any agreement, terms of 
use, and/or privacy policy that your agency uses for the website. 
 
_____________________________________________________________________________________ 
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_____________________________________________________________________________________ 
 
8. (a) If not answered by the agreements, terms of use, and privacy policy or policies provided in response to 
question 7(a) and/or 7(b), please state: 
 
 (1) Who owns the personal data collected by your agency? 
 
_____________________________________________________________________________________  
 
_____________________________________________________________________________________ 
 
 (2) Who has access to the personal data? 
 
_____________________________________________________________________________________  
 
_____________________________________________________________________________________ 
 
 (3) What personal data may be accessed and under what circumstances? 
 
_____________________________________________________________________________________  
 
_____________________________________________________________________________________ 
 
 (4) How long may data be retained, stored, or archived? 
 
_____________________________________________________________________________________  
 
_____________________________________________________________________________________ 
 
 (5) What safeguards are used to prevent hacking and misuse of customers’ personal data? 
 
_____________________________________________________________________________________  
 
_____________________________________________________________________________________ 
 
9. (a) Does your agency have an agreement with a contractor or agent (or other holder of customers’ 
personal data) for the purpose of collecting, using, disclosing, and/or retaining data obtained by a contactless (or 
other) electronic payment system? 
 
         (please circle)  YES   NO 
 
 If your answer is “Yes,” please provide a copy of or a link to any such agreement or agreements. 
 
_____________________________________________________________________________________  
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_____________________________________________________________________________________ 
 
 (b) If not answered by your response to question 9(a), how does your agency describe or define the 
obligations of your agency, its contractor(s), or other holders of customers’ personal data? 
 
_____________________________________________________________________________________  
 
_____________________________________________________________________________________ 
 
 
10. Is your agency “monetizing” customers’ personal data that the agency (or a contractor or agent on behalf 
of the agency) collects? 
 
          (please circle)  YES   NO 
 
 If your answer is “Yes,” please describe the ways in which the agency is monetizing customers’ personal 
data. 
 
_____________________________________________________________________________________  
 
_____________________________________________________________________________________ 
 
11. Does your agency have any agreements with third-party developers that involve the sharing of customers’ 
personal data for the purpose of offering customers certain benefits or options? 
 
         (please circle)  YES   NO 
 
 If your answer is “Yes,” please provide details and/or a copy of or a link to any such agreement(s). 
 
_____________________________________________________________________________________ 
 
_____________________________________________________________________________________ 
 
12. Are there any federal or state constitutional provisions, laws, regulations, or policies of which you are 
aware that apply to your agency’s (or contractor’s) collection, use, disclosure, or retention of customers’ personal 
data? 
 
         (please circle)  YES   NO 
 
_____________________________________________________________________________________ 
 
_____________________________________________________________________________________ 
 
 If your answer is “Yes,” please identify and provide a copy of or a link to any such agreement or 
agreements. 
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_____________________________________________________________________________________ 
 
_____________________________________________________________________________________ 
 
13.  If your agency accepts payment for transit fares by credit or debit cards has your agency (or a contractor 
or agent on behalf of your agency) taken steps to comply with the Payment Card Industry Data Security Standards 
(PCI DSS)? 
         (please circle)  YES   NO 
 
 If your answer is “Yes,” please provide details and/or a link to or a copy of any agreement(s) between 
your agency and any financial institution and/or any credit or debit card company regarding PCI DSS-compliance. 
 
_____________________________________________________________________________________ 
 
_____________________________________________________________________________________ 
 
14. Within the past five years have there been any legal actions brought against your agency (or a contractor 
or agent of your agency):  
 
 (a) alleging a violation of a customer’s right to privacy? 
         (please circle)  YES   NO 
 
 If your answer is “Yes,” please provide details and a citation to any case(s) or decision(s). 
 
_____________________________________________________________________________________ 
 
_____________________________________________________________________________________ 
  
 (b) alleging that a customer’s data was compromised because of a breach of security of their personal 
data? 
         (please circle)  YES   NO 
 
 If your answer is “Yes,” please provide details and a citation to any case(s) or decision(s). 
 
_____________________________________________________________________________________ 
 
_____________________________________________________________________________________ 
 
15. If your answer is “Yes” to question 14(a) and/or 14(b), please state the basis of the claim(s) (e.g., breach 
of contract, negligence, violation of a federal or state constitutional right to privacy, violation of a federal or state 
privacy and/or data-breach statute, and/or violation of a right to privacy at common law).  
 
_____________________________________________________________________________________ 
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_____________________________________________________________________________________ 
 
 
16. In regard to questions 14 and 15, does your agency have sovereign immunity for any such claim or 
claims?      
                 (please circle)  YES   NO 
 
 If your answer is “YES,” please provide details. 
_____________________________________________________________________________________ 
 
_____________________________________________________________________________________ 
 
 

******************************************************************************* 
  
Please return your completed survey to: 
 
The Thomas Law Firm 
ATTN:  Larry W. Thomas, J.D. Ph.D. 
2001 L Street, N.W., Suite 500 
Washington, D.C.  20036 
Tel. (202) 495-3442 
 
E-mail: lwthomas@cox.net  
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APPENDIX C—SUMMARY OF THE TRANSIT AGENCIES’  
RESPONSES TO THE SURVEY 

 
Please note that for the purpose of the survey, the term “electronic customer data” refers to data 

collected by transit agencies by contactless or other electronic payment systems that accept payment by 
a smart card, a customer’s credit or debit card, and/or a mobile device. The term “customer electronic 
data” is defined to include personally identifiable information (PII), financial data, travel data (e.g., time 
of travel and points of origin and destination), and real-time location data. 

 
Questions and Responses 

 
1. Is your agency using one or more contactless (or other) electronic payment system(s) for customers to 
pay for transit? 
         (please circle) YES  NO  
 
 If an agency answered “Yes” to the question, the agencies were asked to respond to the questions 
and requests numbered 2 through 16. 
 
 Of the 62 transit agencies responding to the survey, 29 agencies stated “Yes.”787 
 

It may be noted that the Metropolitan Transportation Authority or MTA includes New York City 
Transit Authority (NYCT), Metro-North Commuter Railroad (MNR), Long Island Rail Road (LIRR), 
MTA Bus Company, and Staten Island Railway (SIR).  

 
The ORCA (One Regional Card for All) is a smart card fare-payment system for the Puget 

Sound region.  The ORCA Regional Fare Coordination Program includes Community Transit, Everett 
Transit, King County Metro, Kitsap Transit, Pierce Transit, Sound Transit, and Washington State 
Ferries. 
 

Because some of the six agencies that answered “No” to the question still responded to some of 
the questions in the survey, the agencies are identified by an asterisk when they answered a survey 
question.   

 
2. Please identify the type of contactless (or other) electronic payment system or systems that your 
agency is using presently. 
 

The Capital District Transportation Authority explained in more detail that it  

                                                            
787 Berkshire Regional Transit Authority, Capital Area Transportation Authority, Capital District Transportation 
Authority, Central Florida Regional Transportation Authority, City of Visalia, Cobb Community Transit, 
Connecticut Department of Transportation, Greater Cleveland Regional Transit Authority, Laketran, Lane Transit 
District, Manchester Transit Authority, Metra, Metro Regional Transit Authority, Metropolitan Transportation 
Authority, Metropolitan Transportation Commission, Milwaukee County Transit System, Municipality of 
Anchorage, Public Transportation Department, OmniTrans, ORCA Regional Coordination Program, Port 
Authority of Allegheny County, Regional Transportation District, Salem-Keizer Transit, Space Coast Area 
Transit, Sunline Transit Agency, Topeka Metropolitan Transit Authority, TriMet, Valley Regional Transit, 
Westchester County Department of Public Works and Transportation, and VIA Metropolitan Transit.  
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uses a SPX-Genfare provided fare collection system, which includes FastFare™ 
fareboxes placed on-board all fixed route vehicles capable of processing cash magnetic 
stripe, contactless limited use Ultalight C cards. DesFire long term smart cards, 2D bar 
codes, proximity cards, and DesFare adhesive smart media. This electronic payment 
system includes a fully hosted central data system for ridership and revenue 
reconciliation, point of sale, and customer account management for internal management 
staff, while offering customers retail and administrative point of sale terminals, and 
customer facing web portals to purchase and replenish all forms of CDTA payment 
media. The current system is also capable of processing EMV compliant payment cards 
and mobile ticketing transactions in the future. 

 
 As for the Metropolitan Transportation Authority, its approach is  
 

based on the electronic fare collection system serving NYCT subways and buses, MTA 
bus company’s buses, SIR’s railway cars and certain other regional transportation 
providers. MNR and LIRR have implemented pilots of mobile ticketing applications 
whereby customers can pay for commuter rail rides using a mobile device. All of the 
same privacy policies apply to those applications as apply to the Metrocard and NFPS 
systems described below. 

 
 Furthermore, the MTA stated: 
 

The current system is based on the MetroCard, which is a magnetic strip closed-loop card 
that serves NYCT subways and buses, MTA Bus Company’s buses, SIR’s railway cars 
and certain other regional transportation providers. The MetroCard is a 10 mil polyester 
card that can provide stored value (pay-per-ride) and period pass (7-day or 30-day, 
unlimited ride) functionality, all of which are pre-funded by the customer at purchase or 
reload. The Fare Products are activated through magstripe read/write technology at a 
swipe read/write block or a transport unit, which have been incorporated into various 
devices across the MetroCard System. 

 
 The Metropolitan Transportation Commission explained that the MTC manages a closed-loop 
contactless payment system for public transit used by 22 regional operators, under the brand name of 
Clipper®.  
 

The Milwaukee County Transit System has “a card-based contactless smart card system. Fare 
box devices have smartcard read/write capability using NFC. Fare box devices do not directly accept 
credit/debit cards for fare payment.” 
 

ORCA’s current system “is closed loop [that] uses contactless MIFARE DESFire EV1 card. Tap 
at reader to board or validate trip. Data is up- and downloaded at least daily between back end and card 
readers. Financial settlement is processed through Vix managed back office.” 

 
As for the Port Authority of Allegheny County, its “Automated Fare Collection System (AFCS) 

uses an RFID Mifare 1K Classic smart card and Limited Use RFID paper tickets. It is a closed payment, 
card based payment system. The cards are designed using ISO/IEC 14443 standards.” 
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Other agencies responding to the survey also briefly described the contactless or other electronic 
payment system being used by their agency.788 
 
3. Is your agency collecting customers’ personal data as defined in the above Note with its present 
electronic payment system? 
         (please circle) YES  NO  
 
 Twenty-two agencies answered “Yes” to the question.789 Nine agencies answered “No.”790 
 
 If your answer is “Yes,” please describe the types of personal data that your agency is collecting. 
 

                                                            
788 Berkshire Regional Transit Authority (“Charlie Card by Scheidt and Bachman administered by the MBTA); 
Capital Area Transportation Authority (credit and debit cards); Central Florida Regional Transportation Authority 
(name, address, and last 4 digits of card pass through portal to Bank of America merchant services); City of 
Raleigh, GoRaleigh (currently in the process of implementing smart cards); City of Visalia Transit Department 
(Apriva Pay Plus (mobile payment and swipe), authorize.net (credit card swipe and online payment only); Cobb 
Community Transit (Breeze card, a Cubic product); Connecticut Department of Transportation (Via, our 
contracted transit providers, accepting credit card payments via ticket vending machines); CT Transit 
(implementing smart cards in 2017); Greater Cleveland Regional Transportation Authority (TVMs/CSKs, Web 
store and customer server POS); Laketran (smart card accepted on bus, credit or debit cards accepted online); 
Lane Transit District (customer Service counter (POS), on-platform ticket vending machines, LTD Web store); 
Manchester Transit Authority (online fare media via credit card; smart cards with either electronic pass (daily, 
monthly, etc.) or stored value card); Metra identified: Verifone MX915 devices utilize contact Point of Sale 
(POS) transactions; Ticket by Internet (TBI); Mobile Ticketing; and Credit Card Ticket Vending Machines 
(CCTVM); Metro Regional Transit Authority (METRO primarily using magnetic fare media but just started to 
switch to smart cards); Municipality of Anchorage, Public Transportation Department (automated ticket 
machine); Omnitrans (stating that credit and debit cards can be used at ticket vending machines or online store to 
purchase traditional fare media (bus passes)); Regional Transportation District (contactless: MiFare Cards (a.k.a. 
Smart Media); other–Aloha/NCR systems (staffed static sales outlets); Gateway Galaxy systems (mobile sales 
outlets); Scheidt & Bachmann ticket vending machines; Opal ticket vending machines; and vendor-operated Web 
sites); Salem Area Mass Transit District (agency uses magnetic strip fare cards for day passes, 30-day passes, and 
multiple-day passes between 1 and 30 days); Space Coast Area Transit (use of credit cards for purchasing transit 
tickets at bus terminals, over the telephone, and online at agency’s Web site); Sunline Transit Agency (pass sales 
on Web site); Topeka Metropolitan Transit Authority (sells tickets and passes on agency’s Web site, at ticket 
vending machines, payment kiosks, and via “credit card machine”); TriMet (mobile ticketing app, ticket vending 
machines, and online store that allows “web payments”); Westchester County Department of Public Works & 
Transportation (MTA Metrocard System); and Via Metropolitan Transit (customer bank-issued credit cards). 
 
789 Capital Area Transportation Authority, Capital District Transportation Authority, Central Florida Regional 
Transportation Authority, City of Visalia, Connecticut Department of Transportation, Greater Cleveland Regional 
Transit Authority, Laketran, Lane Transit District, Metra, Metropolitan Transportation Authority, Metropolitan 
Transportation Commission, Milwaukee County Transit System, OmniTrans, ORCA Regional Coordination 
Program, Port Authority of Allegheny County, Regional Transportation District, Salem-Keizer Transit, Space 
Coast Area Transit, Topeka Metropolitan Transit Authority, TriMet, Valley Regional Transit, and VIA 
Metropolitan Transit. 
 
790 Berkshire Regional Transit Authority, Cobb Community Transit, CT Transit,* Greater Lynchburg Transit 
Company,* Manchester Transit Authority, Metro Regional Transit Authority, Municipality of Anchorage, Public 
Transportation Department, Niagara Frontier Transportation Authority,* and Sunline Transit Agency. 
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The Capital Area Transportation Authority explained that CATA collects information on its Web 
site in two different ways: 

 
First, we use server logs to collect anonymous, aggregate information (such as browser 
type, ISP, IP address, referring/exit pages, platform type, date/time stamp, number of 
clicks) from all visitors to the site. Our site also uses a standard technology called 
"cookies" to collect information about how the site is used. Information gathered through 
cookies may include the pages viewed and the amount of time spent on CATA’s website. 
This type of information is typically not linked to any personally identifiable information 
and is used primarily in the aggregate to generate statistical reports that help us refine and 
improve the site.  
 
Second, we require certain information when you use various services on the site. For 
example, when you contact us by email, we may collect your email address and any other 
personal information you provide. When you subscribe to any of our notification systems 
you must provide your name and a valid email address. If you purchase items from the 
online pass sales area, CATA and its payment processing partner will collect additional 
information necessary for payment and delivery. If you apply for employment or to be 
included on the bidders registration list through our site, we will collect information such 
as your name, address and other employment or business-related information. 
 
CATA also stated that it “complies with the requirements of the Children’s Online Privacy 

Protection Act (COPPA) and the FTC’s Rule interpreting COPPA (16 CFR SS 512). The site is not 
directed to children, and we do not knowingly collect any personally identifiable information on the site 
from children under 13 years of age.” 

 
 The customers’ PII collected by the Capital District Transportation Authority includes travel 
(real time location) information about their trips. In addition, each registered smart card customer 
provides his or her name; email address; telephone number; boarding location, time, and date; and 
purchase location, time, and date. Credit card information is not collected. 

 
 The Metropolitan Transportation Authority stated: 
 

Each MetroCard's transaction history is held centrally in a mainframe computer called the 
Area Controller. All data tied to MetroCard usage and sales and credit/debit authorization 
requests are transmitted via a station controller which stores the information locally if 
communications are not available, in batched transmissions at timed intervals from 
vending machines, station booth terminal or turnstiles. Several key data components have 
higher priorities in the MetroCard System and are uploaded as soon as they arrive. These 
include authorization requests associated with credit/debit sales at vending machines and 
the backend portion of the MetroCard System that tracks credit/debit confirmations. 
Device maintenance messages are also prioritized for transmission to the MetroCard 
System. Since transactions are processed locally at the subway turnstile or IFU, whenever 
the MetroCard is swiped for entry to the subway or dipped for entry on to a bus the value 
of the MetroCard is read and the new value is written, but swiped or dipped cards are not 
validated in real-time against the central database. Several functions are performed at the 
individual readers, including risk management via storage of a Negative List, MetroCard 
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authorization, application of fare rules (e.g., recognizing transfers, unlimited ride passes), 
additions of value or time and reduction of a value-based card’s available balance.  
 
The MTA also advised that its “customers’ personal data is only collected by our payment 

system as part of credit/debit authorization/sale transactions and not the usage transactions referenced 
in the response above.” 
 

The Metropolitan Transportation Commission stated: 
 

Patrons may register on the Clipper® Web Site or via their employer to establish a 
payment related account. Customer information retained may include name, contact 
information, and funding source information, such as a credit card or employer program. 
The information is retained on a secure back-office server and retained until an account is 
closed. Customer travel transactions do not contain personal information, but are 
recorded with the card account number within the transaction. This data is retained for up 
to 4.5 years, and then is purged to comply with CA State Law, to remove travel patterns. 

 
The Milwaukee County Transit System reported that its customers currently may  

 
choose to order a card or register their smart card on the revaluing portal. Customers must 
provide an email address, name and address to do so in both cases. The information is 
housed in the backend system provided by the fare system vendor and only used to assist 
with customer service calls related to the card and account or to fulfill the card order. 
 
There is also a card history associated with each card that records interactions with sales 
outlet devices, handheld devices, the internet revaluing portal and the fare box. The 
device ID and time of the transactions are recorded and can be accessed by customer 
service representatives and also the customer if he/she has registered the card. In some 
special cases under agreements within existing programs, other information such as 
employer, age or disability status is also collected as part of program eligibility and tied 
to a specific smart card number. In most of those cases, a photo ID is also printed on to 
the card which is assigned to the successful program applicant under the terms and 
conditions of each program. 
 
MCTS also uses fare box card touches to monitor ridership, however that information is 
not used or monitored on an individual smart card basis, except at the request of law 
enforcement officials in the investigation of a case. 

 
The Port Authority of Allegheny County stated:  
 
If a customer chooses to register their smart card for balance protection, we collect the 
customer’s name, address, phone number. They answer 3 secret questions and enter the 
smart card chip ID. If they make a web purchase, we collect their credit card type, 
number, expiration date and billing address. The system collects what vehicle, date and 
time the smart card was tapped, but only associates the card with the user if registered. If 
the customer unlinks the card or closes their account, the user data for that card is no 
longer retrievable. 
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The Regional Transportation District explained that for contactless fare media (Smart Media), 
per Data Dictionary dated 8/9/2011, the system collects: 

 
• Information on customers, web sales, and information collected through the customer call 
center. Includes but is not limited to: 
 

o Name 
o Maiden Name 
o Picture 
o Preferred title (Mr., Miss, etc.) 
o Sponsor ID 
o Rider Identification (for Students, this is their college/university Student 

ID) 
o Full address 
o Phone/alternative phone 
o Email 
o Web user ID/ password 
o Links to affiliated organization(s) IDs/contracts (school, neighborhood, 
etc.) as relates to the pass contract 
 

• This data is furthermore linked to other data via the card serial number and/or profile, 
such as: 
 

o Card history and status 
o A record of transactions/inspections 
o Information on payment and transaction authorization, including 

encrypted bank card information 
 
The District stated that the Web payment system for the contactless fare media is staged 

but not yet operational. While the transaction method is electronic, these systems generate paper 
media for use on vehicles. 

 
For the static/mobile sales outlets and vending machines, when a credit card is used, the 
system records transaction data including the encrypted card number, patron name, etc. as 
relevant to the card transaction. Systems do not otherwise require user registration or 
data. Personal data is not captured electronically within these systems when cash is used.  
 
Vendor operated websites may collect personal data to facilitate credit card transactions 
which can be traced to the patron’s purchases (ex. a regional ticket book was purchased 
by [person with x card data] on [date]). The vendor manages the authentication method 
and transaction data and RTD is provided with reports.  
 
Other agencies responding to the survey provided a brief description of their practice.791 

                                                            
791 Central Florida Regional Transportation Authority (name, address, and last four digits of card only); City of 
Visalia Transit Department (collect travel information for some transactions and personal information); 
Connecticut Department of Transportation (credit and debit card information); Greater Cleveland Regional 
Transportation Authority (stating that for the Web store, a customer account registration process is required, a 
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4. Is your agency planning to adopt a new electronic payment system or systems?  
 
         (please circle) YES  NO  
  
 Twenty-one agencies answered “Yes” to the question.792 Thirteen agencies said “No.”793 
 

Orca stated: Planning phase has just started to determine the next generation ORCA system. We 
assume an account base system with open architecture but we are in the exploratory phase. 
 
 If your answer is “Yes,” please describe: 
 
 (a) the system being adopted or that is under consideration for adoption; and 
 

The Capital Area Transportation Authority referred to a Mobile fare-payment system: “We do 
not currently have details on the proposed system, other than to say that we are exploring all options 
regarding current and future payment systems, including but not limited to mobile payments, smart 
media and contactless media.”      
 

The Greater Cleveland Regional Transportation Authority identified a pilot for a mobile ticketing 
solution and software as a cloud-based service. “No data would be stored by GCRTA, as the user would 
create an account through their mobile phone.” 
 

                                                                                                                                                                                                              
customer mailing address is necessary, and that customer credit card information can be captured and stored per 
the customer’s discretion); Laketran (smart card collects travel data); Lane Transit District (stating that customers 
have option of creating a user account on the District’s Web site; that customers can provide their name, address, 
phone number, email address, and favorite routes; and that customers can elect to store their payment information 
for purchase of products through the District’s Web store); Manchester Transit Authority (payment processed 
online and fare media mailed to customer; once completed, no information stored by MTA); Metra (TBI–name 
and mailing address; Mobile ticketing–email address, name, and birthdate); Orca (identifying usage data (trip, 
transfer) and fare acquisition data (card purchase and add value transactions) and data specific to eligibility for 
reduced fare ORCA cards); and Salem Area Mass Transit District (stating that the only data the agency collects 
are trip origin, bus route, date, and time, and that for consecutive trips occurring within a normal transfer window, 
it is assumed that a transfer occurred). 
 
792 Capital Area Transportation Authority, Central Florida Regional Transportation Authority, City of Madison 
Metro Transit,* City of Raleigh,* City of Visalia, Connecticut Department of Transportation, CT Transit,* 
Greater Cleveland Regional Transit Authority, Greater Lynchburg Transit Company,* Lane Transit District, 
Metra, Metropolitan Transportation Authority, Metropolitan Transportation Commission, Niagara Frontier 
Transportation Authority,* OmniTrans, ORCA Regional Coordination Program, Regional Transportation District, 
Salem-Keizer Transit, TriMet, Valley Regional Transit, and VIA Metropolitan Transit. 
 
793 Berkshire Regional Transit Authority, Capital Area Transportation Authority, Cobb Community Transit, 
Greater Hartford Transit District,* Laketran, Manchester Transit Authority, Metro Regional Transit Authority, 
Milwaukee County Transit System, Municipality of Anchorage Public Transportation Department, Port Authority 
of Allegheny County, Space Coast Area Transit, Sunline Transit Agency, and Topeka Metropolitan Transit 
Authority. 
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The Lane Transit District stated that the District “is considering use of a mobile ticket payment 
system and a fare card system utilizing smartcard technology. We anticipate that the system will use 
both closed-payment and open-payment methodologies.” 
 

According to the Metropolitan Transportation Authority, “[a]n RFP will be released shortly for 
an Account-Based, Open Payment architecture with Interfaces based on APIs provided by the SI (or its 
licensors). The New Fare Payments System shall include: 
 

• Acceptance of Contactless Bank Cards, certain Third Party-Issued Media, 
MTA/NYCT-Issued Media, and other Media for fare payments via a range of channels, 
utilizing the appropriate security protocols. 
 
• The NFPS Backend, an Account-Based Transaction Processor that manages 
Transit Accounts, calculates fare payments based on established Business Rules, handles 
all transaction processing (sales and usage) as appropriate, manages devices, provides 
Data for reporting to the Data Warehouse, and other such central data services. 
 
• Real-time or near real-time communication Interfaces for all NFPS Equipment to 
the NFPS Backend. 
 
• Extended-Use Smart Cards, operating as Account-Based Media. 
 
• Limited-Use Smart Cards, operating as Account-Based or Card-Based Media. 
 
• Bus Validators which shall accept all Media noted above and be mounted on 
vehicles as appropriate. 
 
• Subway Validators which shall accept all Media noted above, and shall be 
installed within existing MTA/NYCT Faregates along with any equipment needed to 
control all Faregate functions for non-MetroCard transactions during the transition period 
and post-MetroCard decommissioning. 
 
• Wayside Validator Machines which shall print receipts, accept all Media noted 
above and coin payments, and shall be installed next to SBS bus stops. 
 
• Configurable Vending Machines to provide self-service kiosks to purchase 
MTA/NYCT-Issued Media, and to reload Fare Products in Closed-Loop Transit 
Accounts. 
 
• Cash processing, reconciliation, reporting, inventory control and material 
handling cash settlement Software to support money room operations. 
 
• A configurable Customer Service POS Terminal to provide sales, reload, 
registration, personalization (custom printing), and support and administrative functions 
for Transit Accounts and Media. 
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• A Customer Relationship Management System that allows for the central 
management of all Customer Data, and cradle-to-grave tracking of customer service 
tickets, including creation, escalation and resolution. 
 
• A robust Fare Control Area Local Area Network to support communications 
between station Frontend NFPS Equipment and the NFPS Backend and NFPS Back 
Office via the MTA/NYCT network. 
 
• The NFPS Websites to allow customers, institutions participating in Special 
Programs, Retail Merchants and MTA/NYCT staff to interact with the NFPS Backend for 
account management and other purposes. 
 
• The NFPS Mobile Applications available on a range of operating systems for 
Customer Account management and payment purposes. 
  
• Flexible and configurable reporting capability to provide comprehensive 
information to stakeholders in real-time or near-real-time as appropriate. 
 
• Robust security, data redundancy, risk mitigation and fraud protection 
mechanisms. 
 
• A Financial Clearing and Settlement System to provide revenue reconciliation and 
the settlement of funds between all Participating Agencies. 
 
• A Data Warehouse to store NFPS Data for reporting, NFPS Back Office 
processing and monitoring purposes. 
 
• Other services and support systems as described herein and as necessary for a 
modern fare collection system, including a Device Monitoring System and APIs to 
interface with other MTA/NYCT applications and processes (through MTA/NYCT-
provided Interface Engines) as needed. 

 
The Metropolitan Transportation Commission stated that its “Clipper® systems are being 

evaluated for replacement at the end of the current vendor contract. Requirements are still under 
development.” 

The Regional Transportation District said the agency is considering deploying mobile 
(smartphone) ticketing within the next 2 years; thus, it can be assumed that personal data will be 
collected as needed to facilitate financial and operational (ride approval and inspection) transactions. 

 
Other agencies described briefly what they are considering.794 

                                                            
794 Central Florida Regional Transportation Authority (mobile payment system/mobile phone application); City of 
Madison Metro Transit (implementation of system under development; recently purchased SPX/Genfare Fast Fare 
equipment); City of Raleigh, GoRaleigh (smart cards only); City of Visalia Transit Department (considering 
mobile ticketing system); Connecticut Department of Transportation (in early stages of discussing the 
implementation of smart cards as a means to pay for fares); CT Transit (smart card); Greater Lynchburg Transit 
Company (Genfare Smart Card system, contracted service); Metra (migrating TBI and CCTVM to utilize Bank of 
America Payeezy); Niagara Frontier Transportation Authority (an account-based contactless card system); 
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 (b) the types of data that your agency will be collecting with the new system. 
 

The Capital Area Transportation Authority reported that “[n]o details are available at this time, 
except that CATA will consider what data to collect in consideration of federal and state laws, as well as 
CATA’s internal policies.”  

 
However, the Metropolitan Transportation Authority explained: 

 
The NFPS will collect sales & usage data, system performance data, equipment 
performance/maintenance data, customer data (including personal info and journey info. 
The NFPS will use a Tokenization process that meets or exceeds PCI Tokenization 
guidelines, and a certified Point-to-Point Encryption solution for all Payment Data. The 
Tokenization and encryption solutions will alleviate the need to store, and will allow 
secure processing of, Payment Data within the NFPS. The NFPS shall also ensure data 
security to the greatest extent possible. 
 

 Other agencies reported as described in the note.795 
 
5. With your current or proposed electronic payment system are customers able: 
 
 (a) To use their credit and debit cards to pay for transit?  
 
         (please circle) YES  NO 
 
 Twenty-three agencies answered “Yes” to the question.796  

                                                                                                                                                                                                              
Omnitrans (mobile ticketing and/or smart card); Salem Area Mass Transit District (considering the use of open 
payment systems but agency is only in the exploration and evaluation stage); TriMet (considering an electronic 
fare system with contactless validators on both bus and rail; will be an account-based system featuring fare 
capping and open payments); and Via Metropolitan Transit (smart card system but not until 2017). 
 
795 Central Florida Regional Transportation Authority (name and address for delivery and last four digits of card); 
City of Madison Metro Transit (minimum data necessary for fare payment); Greater Cleveland Regional 
Transportation Authority (stating that only a customer’s phone number is required); Greater Lynchburg Transit 
Company (ridership data but no financial data, all third-party managed); Lane Transit District (Trip origin 
(boarding) and trip destination (exit) data, pass program participation, and fare type usage); Metra (old system, 
different payment gateway); Metropolitan Transportation Commission (not yet determined). 
 
796 Berkshire Regional Transit Authority, Capital Area Transportation Authority, Capital District Transportation 
Authority, Central Florida Regional Transportation Authority, City of Raleigh,* City of Visalia, Connecticut 
Department of Transportation, CT Transit,* Greater Cleveland Regional Transit Authority, Greater Lynchburg 
Transit Company,* Laketran, Lane Transit District, Manchester Transit Authority, Metra, Metro Regional Transit 
Authority, Metropolitan Transportation Authority, Metropolitan Transportation Commission, Milwaukee County 
Transit System, OmniTrans, Port Authority of Allegheny County, Space Coast Area Transit, TriMet, and VIA 
Metropolitan Transit. 
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Nine agencies answered “No” to the question.797 
 
  If your answer is “Yes” to question 5(a), please provide details.  
 

The Capital District Transportation Authority reported that a customer may 
 

use their credit or debit card on CDTA’s website or in person at a point of sale terminal to 
purchase products or add value to existing products on their smart card. Electronic 
payment with a credit card cannot be performed on a transit vehicle. In the future, 
customer will be able to pay with a credit card via a mobile application or mobile ticket. 
 
The Lane Transit District reported that all “credit and debit card transactions are processed for 

the District by PCI DSSI compliant vendors. Customer payment information is actually stored with a 
PCI DSS-compliant payment gateway service provider. The District’s site stores an anonymous 
Payment ID value within the customer’s web site profile for purchases though the District’s web store.” 
 

The Metropolitan Transit Authority advised that currently credit and debit cards may be used at 
MetroCard Vending Machines, MetroCard Express Machines, and through the EasyPay Program, as 
well as in connection with the following commuter rail ticketing options.  

 
LIRR has four types of Ticket Machines that sell MetroCards at their stations: 

 
• Gray "Tickets" machines are full-service machines, selling most LIRR ticket 
types and pre-valued MetroCards. The following options are available: separate $25 
MetroCard ($1 Green Fee applies), $5.50 MetroCard printed on the reverse side for 
Round Trip rail tickets, and $50 MetroCard printed on the reverse side for Monthly rail 
tickets. These machines accept cash as well as ATM/debit and credit cards. 
 
• Red "Daily Tickets" machines sell One-Way and Round-Trip tickets and a 
separate $25 pre-valued MetroCard ($1 Green Fee applies) only. These machines accept 
cash as well as ATM/debit and credit cards. 
 
• Blue "Tickets–Credit/Debit/ATM Cards" machines sell most LIRR ticket types 
and pre-valued MetroCard. The following options are available: separate $25 MetroCard 
($1 Green Fee applies), $5.50 MetroCard printed on the reverse side for Round Trip rail 
tickets, and $50 MetroCard printed on the reverse side for Monthly rail tickets. These 
machines accept ATM/debit and credit cards only. 
 
• Green "Tickets–AirTrain" machines sell most LIRR ticket types and offer $5 
AirTrain MetroCards. These machines accept cash as well as ATM/debit and credit cards. 

 
MNR has two types of Ticket Machines that sell MetroCards at their stations: 

 

                                                            
797 Cobb Community Transit, Municipality of Anchorage, Public Transportation Department, Niagara Frontier 
Transportation Authority,* ORCA Regional Coordination Program, Regional Transportation District, Salem-
Keizer Transit, Sunline Transit Agency, Topeka Metropolitan Transit Authority, and Valley Regional Transit. 
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• Gray "Tickets" machines are full-service machines, selling most MNR ticket 
types and pre-valued MetroCards. The following options are available: separate $25 
MetroCard ($1 Green Fee applies), $5.50 MetroCard printed on the reverse side for 
Round Trip rail tickets, and $50 MetroCard printed on the reverse side for Monthly rail 
tickets. These machines accept cash as well as ATM/debit and credit cards. 
 
• Red "Daily Tickets" machines sell One-Way and Round-Trip tickets and a 
separate $25 pre-valued MetroCard ($1 Green Fee applies) only. These machines accept 
cash as well as ATM/debit and credit cards. 

 
The MTA further explained that  
 
[a]ll data tied to MetroCard usage and sales and credit/debit authorization requests are 
transmitted via a station controller which stores the information locally if 
communications are not available, in batched transmissions at timed intervals from 
vending machines, station booth terminal or turnstiles. Several key data components have 
higher priorities in the MetroCard System and are uploaded as soon as they arrive. These 
include authorization requests associated with credit/debit sales at vending machines and 
the backend portion of the MetroCard System that tracks credit/debit confirmations. 
 
As for what is proposed, “credit and debit cards will be used to pay for fares at Vending 

Machines, through a customer Website, through mobile phones, and directly at the point of entry via 
readers on turnstiles and validators on board buses.” See also MTA’s answer to question 4(a). 
 

The Metropolitan Transportation Commission reported that 
 

[p]atrons can use credit cards to fund a closed loop NFC card. Funds may be added at 
Ticket Vending Machine, Transit Office Terminal, or via the Web Site. These 
transactions are processed via a payment gateway maintained by the Clipper® primary 
contractor, acting as merchant on behalf of MTC or by one of the participating transit 
operators. 
 
As for the Milwaukee County Transit System, 

 
[c]ustomers can use an online purchasing portal to buy fare products, which eventually 
get loaded onto a smartcard via a field device (usually a fare box on a bus). Sales outlets 
outfitted with Smart Media Attended Revaluing Devices also allow customers to pay with 
credit/debit, however it is up to the sales outlet to process those payments separate from 
the MCTS system.  

 
According to the Port Authority of Allegheny County, customers may “use their credit cards at 

the ticket vending machines, sales office terminals at the Service Center, or on the web portal to 
purchase stored value or passes on their smart card.” However, customers may not “tap their credit cards 
to fareboxes or validators and pay for individual rides.” 
 

The Regional Transportation District stated that  
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[c]ustomers can use credit cards to purchase paper media at vendor websites, most 
vending machines, and all static/mobile sales outlets. Customers can use credit cards to 
pay for smart media transactions. In the near future, customers will be able to use their 
credit cards to pay for Smart Media associated fees and to add value to their Smart Media 
via website. 
 

 Other agencies also described their electronic payment systems.798  
 

(b) To use Near Field Communications (NFC)-enabled mobile phones or other mobile devices to 
pay for transit?  
         (please circle) YES  NO 
 

Eight answered “Yes” to the question.799 However, 22 answered “No.”800  
 

If your answer is “Yes” to question 5(b), please provide details. 
 

The Capital District Transportation Authority stated that “[i]n the future, customers will be able 
to purchase products through a mobile application (mobile ticket) from an iOS or Android device. 
Once purchased, the customer would scan a 2D bar code of the mobile ticket on the farebox on the 
transit vehicle.”  
 

The Metropolitan Transportation Authority said that “NFC devices are one of the media types to 
be supported by the new NFPS system.” 
 
                                                            
798 Berkshire Regional Transit Authority (credit card accepted for payment at ticket vending machines and sale 
outlet terminals only); Capital Area Transportation Authority (stating that fare payment for online pass purchases 
at cata.org and in person at any number of points of sale); Central Florida Regional Transportation Authority 
(purchase bus pass via online or phone call, Web site uses pass through portal, and call-in direct to Bank of 
American merchant services); City of Raleigh, GoRaleigh (at ticket vending machines and current ticket outlets 
only); City of Visalia Transit Department (can purchase passes, make advance reservations, and pay by credit on 
some vehicles); Connecticut Department of Transportation (credit and debit cards accepted at ticket vending and 
machines and kiosks); CT Transit (not at farebox; only at sales outlets); Laketran (stating that transit passes/rides 
can only be purchased online with a credit or debit card and that customers must pay cash or use a smart card to 
pay for bus rides); Manchester Transit Authority (credit cards can be used online or in person at MTA office; not 
useable on vehicles or at bus stops); Metra (Mobile ticketing, TBI, CCTVM, and POS); Metro Regional Transit 
Authority (stating that credit card can be used to purchase fare media at customer service center); and Omnitrans 
(indirectly, i.e., vending machine or on line store purchases). 
 
799 Central Florida Regional Transportation Authority, City of Visalia, Greater Lynchburg Transit Company,* 
Lane Transit District, Metra, Metropolitan Transportation Authority, Salem-Keizer Transit, and TriMet. 
 
800 Berkshire Regional Transit Authority, Capital Area Transportation Authority, Capital District Transportation 
Authority, City of Raleigh,* Cobb Community Transit, Connecticut Department of Transportation, Greater 
Cleveland Regional Transit Authority, Laketran, Manchester Transit Authority, Metropolitan Transportation 
Commission, Milwaukee County Transit System, Municipality of Anchorage, Public Transportation Department, 
Niagara Frontier Transportation Authority,* OmniTrans, ORCA Regional Coordination Program, Port Authority 
of Allegheny County, Regional Transportation District, Space Coast Area Transit, Sunline Transit Agency, 
Topeka Metropolitan Transit Authority, Valley Regional Transit, and VIA Metropolitan Transit. 
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Other agencies also provided information.801 
 
6. If your agency is using customers’ personal data, please describe how the data is being used: 
 
 a) For the benefit of the agency: 
 

The Capital District Transportation Authority advised that the limited personal information is 
used to support customer account management of product purchases and account balances as well 
as to understand travel usage and ridership trends. 

 
The Lane Transit District “retains basic personal data, as identified above, for the express 

purpose of conducting business with our customers. Customers can agree to receive supplemental 
District-related information by subscribing to topic lists through their web profile. The District does not 
share its customer information.” 
 

The Metropolitan Transportation Authority uses the data “[t]o facilitate convenient, secure, and 
efficient fare collection. We will also be using the data to be able to provide an enhanced level of 
customer service, including self-service options, that requires the collection and use of personal data to 
set-up, administer, and manage customer accounts.” 
 

For the Metropolitan Transportation Commission “[p]ersonal data is used to process business 
transactions, such as payments, refunds or customer service questions. In the case of patrons who opt in 
to receive communications, email or mailing addresses may be used to inform patrons of transit related 
information updates (e.g., fare changes, etc.).” 

 
Overall, the Milwaukee County Transit System, 

 
uses smart card activity to track ridership; however, that is not done on an individual 
basis. On a customer/individual level, customer service can access registered cardholder 
information to help ensure that the individual calling is the actual cardholder. In this way 
it helps limit fraud, or potential fraud, by requiring the customer to prove they are the 
rightful cardholder before MCTS credits any value that has been lost or stolen.  
 
Other agencies also provided information.802 

                                                            
801 Central Florida Regional Transportation Authority (mobile payment system); City of Visalia Transit 
Department (can only use to purchase passes in transit office; contactless); Lane Transit District (currently 
considering options for fare payment via mobile devices, a service not being provided at the present); and Metra 
(mobile application for tickets). 
 
802 Central Florida Regional Transportation Authority (to try and identify charge backs via last four numbers on 
card); City of Visalia Transit Department (demographic reports); Greater Cleveland Regional Transportation 
Authority (customer e-mail notification of special offers and products); Laketran (travel can be tracked through a 
smartcard that is associated with a card number assigned to that person); ORCA (stating that personal data is 
currently not used unless in the investigation of fraud or other crime); Port Authority of Allegheny County 
(stating that customers’ personal data are not used for the agency’s benefit; Salem Area Mass Transit District 
(using travel data to assist with system planning and determining allocation of resources to enhance efficiencies in 
operation); TriMet (studying demographics, generalized ridership patterns to plan better service, routing, 
frequency and other customer experience benefits); and Regional Transportation District (for identification 
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 b) For the benefit of customers: 
 

The Capital District Transportation Authority stated: 
 

Customers’ personal information is used to identify unique account information and 
protect customers against fraudulent account transactions. In other words, it is used to 
validate the customer’s identity during a customer service call with a CDTA account 
representative. The customer’s electronic mail address is used to validate account 
creation and modifications, and provide customers with the ability to manage their 
account balance on their own. The customer’s address information is used to enable the 
shipment of new media or products. The customers’ credit card information is used to 
process payment transactions. Only the last 4 digits of their credit card number is 
available to help with a payment processing question. 
 
According to the Metropolitan Transportation Commission, the benefits are “[t]o facilitate 

convenient, secure and efficient fare collection and to be able to provide an enhanced level of customer 
service, including self-service options, that requires the collection and use of personal data to set-up, 
administer, and manage customer accounts.” 
 

Benefits reported by the Milwaukee County Transit System are that “[b]y registering a smartcard 
with the agency, [the] MCTS will replace any lost electronic fare value if a card is lost or stolen. This 
requires name, address and email and phone number data to be provided.” 
 

The Port Authority of Allegheny County stated that “[c]ustomers may be contacted by the 
Authority to communicate important system changes or to provide information about their Smart Card 
and products if required. Customer Service will contact customers if they have called in with a 
complaint with remediation information or to follow up on a complaint investigation.” 
 

Other agencies provided information on what they regarded as customer benefits.803 

                                                                                                                                                                                                              
purposes (e.g., links card to the owner of the card, owners to contracts, and contract administrators so that the 
agency can provide program administration/customer service)). 
 
803 Central Florida Regional Transportation Authority (to identify customers for refunds and proper delivery 
addresses for products); City of Visalia Transit Department (confirm reservations for premium shuttle service); 
Greater Cleveland Regional Transportation Authority (customer email notification of special offers and products); 
Laketran (travel can be tracked through a smart card that is associated with a card number assigned to that 
person); Lane Transit District (stating that customers can receive personalized information about favorite routes, 
trips, and events and can conveniently purchase fare products through the District’s Web store); ORCA (stating 
that personal data is currently not used unless in the investigation of fraud or other crime); Port Authority of 
Allegheny County (stating that customers’ personal data are not used for the agency’s benefit); Salem Area Mass 
Transit District (using travel data to assist with system planning and determining allocation of resources to 
enhance efficiencies in operation); TriMet (studying demographics, generalized ridership patterns to plan better 
service, routing, frequency, and other customer experience benefits); Regional Transportation District (stating for 
identification purposes (e.g., links card to the owner of the card, owners to contracts, contract administrators, so 
agency can provide program administration/customer service); Port Authority of Allegheny County (stating that 
customers’ personal data are not used for the agency’s benefit); Salem Area Mass Transit District (using travel 
data to assist with system planning and determining allocation of resources to enhance efficiencies in operation); 
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7. (a) Does your agency have an agreement, terms of use, and/or privacy policy that it uses in 
connection with its electronic payment system? 
         (please circle) YES  NO 
 
 Fifteen agencies answered “Yes” to the question.804 Eighteen agencies answered “No.”805  
 

If your answer is “Yes” to question 7(a), please provide a copy of or a link to any agreement(s), 
terms of use, and/or privacy policy that your agency uses. 
 

The Metropolitan Transportation Authority provided copies of two policies: Enterprise 
Electronic Information Security Policy and Release of Electronic Customer Account Information. 
ORCA also provided a copy of its Terms of Use and Privacy Statement.  

 
The links the agencies provided are set forth in the note.806 

                                                                                                                                                                                                              
TriMet (studying demographics, generalized ridership patterns to plan better service, routing, frequency, and other 
customer experience benefits); Regional Transportation District (use for identification purposes, such as to link 
card to the owner of the card and for contract administrators so that the agency can provide program 
administration/customer service)). 
 
804 Capital Area Transportation Authority, Capital District Transportation Authority, Central Florida Regional 
Transportation Authority, City of Visalia, Greater Cleveland Regional Transit Authority, Lane Transit District, 
Metropolitan Transportation Authority, Metropolitan Transportation Commission, Milwaukee County Transit 
System, ORCA Regional Coordination Program, Port Authority of Allegheny County, Regional Transportation 
District, Topeka Metropolitan Transit Authority, TriMet, and VIA Metropolitan Transit. 
 
805 Berkshire Regional Transit Authority, City of Madison Metro Transit,* City of Raleigh,* Cobb Community 
Transit, Connecticut Department of Transportation, Greater Lynchburg Transit Company,* Laketran, Manchester 
Transit Authority, Metra, Metro Regional Transit Authority, Municipality of Anchorage, Public Transportation 
Department, Niagara Frontier Transportation Authority,* OmniTrans, Salem-Keizer Transit, Space Coast Area 
Transit, Sunline Transit Agency, Valley Regional Transit, and Westchester County Department of Public Works 
and Transportation. 
 
806 Capital Area Transportation Authority, 
(http://www.cata.org/popup.aspx?title=Privacy+Information&topic=privacy ; 
http://www.cata.org/Fares/BuyPassesOnline/tabid/212/buypassesonline/productdetails/tabid/314/p-37-commuter-
lot-2nd-semester-pass.aspx and authorize.net, which has its own security suite for data-protection purposes; 
processes CATA’s online orders); Capital District Transportation Authority (http://www.cdta.org/privacy-
policy/94); Central Florida Regional Transportation Authority; City of Visalia Transit Department (managed 
through city’s finance department); Connecticut Department of Transportation (http://cttransit.com/PrivacyPolicy/ 
and http://web.mta.info/mta/privacy.htm ); Greater Cleveland Regional Transportation Authority; Lane Transit 
District (https://www.ltd.org/privacy-policy/); Metropolitan Transportation Commission 
(https://www.clippercard.com/clipperWeb/privacy.do ) Milwaukee County Transit System 
(http://www.ridemcts.com/fares-passes/m-card-privacy-policy and  
http://www.ridemcts.com/fares-passes/m-card-terms-and-conditions ); Port Authority of Allegheny County 
(http://connectcard.org/media/5979/connectcard_termsconditions.pdf and 
http://connectcard.org/media/5976/ConnectCard_PrivacyPolicy.pdf ); and Regional Transportation District 
(http://www.rtd-denver.com/Privacy_Policy.shtml , http://www.rtd-denver.com/TermsofUse.shtml, and 
http://www.rtd-denver.com/SM_Privacy.shtml). 
 

http://www.cata.org/popup.aspx?title=Privacy+Information&topic=privacy
http://www.cata.org/Fars/BuyPassesOnline/tabid/212/buypassesonline/productdetails/tabid/314/p-37-commuter-lot-2nd-semester-pass.aspx
http://www.cdta.org/privacy-policy/94
http://cttransit.com/PrivacyPolicy/
http://web.mta.info/mta/privacy.htm
https://www.ltd.org/privacy-policy/
https://www.clippercard.com/clipperWeb/privacy.do
http://www.ridemets.com/fares-passes/m-card-privacy-policy
http://www.ridemets.com/fares-passes/m-card-privacy-policy
http://connectcard.org/media/5979/connectcard_termsconditions.pdf
http://connectcard.org/media/5976/ConnectCard_PrivacyPolicy.pdf
http://www.rtd-denver.com/Privacy_Policy.shtml
http://www.rtd-denver.com/TermsofUse.shtml
http://www.rtd-denver.com/SM_Privacy.shtml
http://www.ridemcts.com/fare-passes/m-cards-terms-and-conditions
http://www.ridemcts.com/fares-passes/m-card-privacy-policy
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  (b) Does your agency have a website that collects customers’ personal data when they use the 
website? 
         (please circle) YES  NO 
 
 Sixteen answered “Yes” to the question.807 Seventeen agencies answered “No.”808 
  

If your answer is “Yes” to question 7(b), please provide a copy of or a link to any agreement, 
terms of use, and/or privacy policy that your agency uses for the website. 
 

The Metropolitan Transportation Authority attached a copy of its Internet Privacy Policy.  
 
The Milwaukee County Transit System stated that when the agency introduced the online 

revaluing portal, the terms and policies were also reviewed and updated for the RideMCTS.com website 
by third party legal counsel. ORCA also provided a copy of its Terms of Use and Privacy Statement.809 
 
8. (a) If not answered by the agreements, terms of use, and privacy policy or policies provided in 
response to question 7(a) and/or 7(b), please state: 
 
 (1) Who owns the personal data collected by your agency? 
 

As did several other agencies, the Capital Area Transportation Authority reported that any 
information collected by CATA is owned by CATA exclusively.810 As did several other agencies, the 
Metropolitan Transportation Authority stated that the relevant information is addressed in its policies.811  
                                                            
807 Capital Area Transportation Authority, Capital District Transportation Authority, City of Visalia, CT Transit,* 
Greater Cleveland Regional Transit Authority, Laketran, Lane Transit District, Metro Regional Transit Authority, 
Metropolitan Transportation Authority, Metropolitan Transportation Commission, Milwaukee County Transit 
System, ORCA Regional Coordination Program, Port Authority of Allegheny County, Regional Transportation 
District, TriMet, and VIA Metropolitan Transit. 
 
808 Berkshire Regional Transit Authority, Central Florida Regional Transportation Authority, City of Madison 
Metro Transit,* City of Raleigh,* Cobb Community Transit, Greater Hartford Transit District,* Greater 
Lynchburg Transit Company,* Manchester Transit Authority, Municipality of Anchorage, Public Transportation 
Department, Niagara Frontier Transportation Authority,* OmniTrans, Salem-Keizer Transit, Space Coast Area 
Transit, Sunline Transit Agency, Topeka Metropolitan Transit Authority, Valley Regional Transit, and 
Westchester County Department of Public Works and Transportation. 
 
809 Other agencies responded as follows: Greater Cleveland Regional Transportation Authority (stating that 
neither exists); Lane Transit District (https://www.ltd.org/privacy-policy/); and Metro Regional Transit Authority 
(stating that policy at www.akronmetro.org/metro_enews.aspx is limited to the following: "We don' t share your 
email address with any third parties and you can unsubscribe anytime by coming back to this page."). 
 
810 City of Visalia Transit Department (the City); Laketran (the agency owns data); Lane Transit District (stating 
that the District owns all personal data collected on the Web site); Port Authority of Allegheny County (stating 
that the Authority is the sole owner); and Salem Area Mass Transit District (travel data owned by the District). 
 
811 Capital Area Transportation Authority 
(http://www.cata.org/popup.aspx?title=Privacy+Information&topic=privacy ); Capital District Transportation 
Authority (http://www.cdta.org/privacy-policy/94); Connecticut Department of Transportation (stating that the 

https://www.ltd.org/privacy-policy/
www.akronmetro.org/metro_enews.aspx
http://www.cata.org/popup.aspx?title=Privacy+Information&topic=privacy
http://www.cdta.org/privacy-policy/94
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Several other agencies noted that they do not retain data.812 

 
 (2) Who has access to the personal data? 
 

The Capital District Transportation Authority stated:  
 
Personal data are available for sales purposes. The Sales and Finance departments 
have access to this data. Lane Transit District stated: Authorized District personnel and 
authorized third-party contractors supporting the District’s web site. The District 
maintains the authorization credentials. 

 
The Metropolitan Transportation Commission stated that the contractor who manages the 

program on behalf of the agency and participating transit operators has access to the data. 
 

According to the Milwaukee County Transit System, its Web site is hosted by a third part 
agency; access is a combination of MCTS and the agency that uses the information for marketing 
purposes.  

 
The Port Authority of Allegheny County reported that the  

 
Port Authority Automated Fare Collection System (AFCS) Administrators and Customer 
Service representatives and agents have access to customer information. Regional Transit 
Agency Partners (Butler Transit Authority, Fayette Area Coordinated Transit, Mid Mon 
Valley Transit Authority, Westmoreland Transit Authority and Washington Freedom 
Transit) Customer Service Representatives have access to look up registered card user 
data when providing customer service. 

 Other agencies responding to the survey provided information regarding who has access to 
data.813 

                                                                                                                                                                                                              
following links have the State of Connecticut Internet Access and Privacy policies as well as the Connecticut 
Personal Data Act, http://www.access.state.ct.us/policies/accesspolicy40.html ; http://portal.ct.gov/policies/state-
privacy-policy/ ; http://portal.ct.gov/policies/computer-personal-data-act/ ); CT Transit (see privacy policy at 
www.CTTransit.com ); Metropolitan Transportation Commission 
(https://www.clippercard.com/clipperWeb/privacy.do ); http://www.ridemcts.com/Privacy-Statement/; and 
http://www.ridemcts.com/terms-of-use/ ); Port Authority of Allegheny County 
(http://connectcard.org/media/5976/ConnectCard_PrivacyPolicy.pdf ); and Regional Transportation District 
(http://www.rtd-denver.com/Privacy_Policy.shtml, http://www.rtd-denver.com/TermsofUse.shtml, and 
http://www.rtd-denver.com/SM_Privacy.shtml). 
 
812 Central Florida Regional Transportation Authority (LYNX does not retain payment data, only last four digits 
of card); and Manchester Transit Authority (MTA has a Web site but no personal data is collected; payment 
processed by a third party and then data deleted).  
 
813 Berkshire Regional Transit Authority (not collected); Capital Area Transportation Authority (see Privacy and 
Security standards, http://www.cata.org/popup.aspx?title=Privacy+Information&topic=privacy ; Central Florida 
Regional Transportation Authority (only personnel that have a need based upon requirements–customer service 
and revenue technicians); City of Visalia Transit Department (select staff members, city employees (not all), and 
marketing firm); Greater Cleveland Regional Transportation Authority (information stored in-house within 

http://www.access.state.ct.us/policies/accesspolicy40.html
http://portal.ct.gov/policies/state-privacy-policy/
http://portal.ct.gov/policies/computer-personal-data-act/
www.CTTransit.com
https://www.clippercard.com/clipperWeb/privacy.do
http://www.ridemets.com/Privacy-Statement/
http://www.ridemcts.com/terms-of-use/
http://www.ridemcts.com/Privacy-Statement/
http://connectcard.org/media/5976/ConnectCard_PrivacyPolicy.pdf
http://www.rtd-denver.com/Privacy_Policy.shtml
http://www.rtd-denver.com/TermsofUse.shtml
http://www.rtd-denver.com/SM_Privacy.shtml
http://www.cata.org/popup.aspx?title=Privacy+Information&topic=privacy
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 (3) What personal data may be accessed and under what circumstances? 
 

The Metropolitan Transportation Commission stated that  
  

[p]ersonal data may be accessed only by employees of MTC, MTC’s contractors, 
participating operators, and by the patron themselves under specifically designed controls 
and business processes that vary by action. All individuals who receive access are 
managed by audited access controls operated by the contractor. Access by additional 
parties is restricted in compliance with applicable state law. 

 
The Milwaukee County Transit System has an opt-in rider benefits program that also includes 

email updates and communication. The MCTS collects contact information and other ridership and 
demographic information as part of that optional sign up.  
 

The Port Authority of Allegheny County stated:  
 

The customer’s name, address, contact information, smart card number and smart card 
usage can be viewed by Customer Service Representatives and AFCS Administrators on 
an individual basis when investigating complaints. A database query to list all customers 
is only accessible to Port Authority IT Database Administrators. 

 
 Other responding agencies also provided information.814 
 
 (4) How long may data be retained, stored, or archived? 
 

Agencies’ answers varied in response to the question.  For example, the Capital Area 
Transportation Authority advised that there is no expressed limit to the best of its knowledge.  

 
The Capital District Transportation Authority reported that “[d]ata are retained for customer 

accounts that remain active. Inactive accounts are purged after 12 months.” 
 

                                                                                                                                                                                                              
GCRTA); Laketran (only the agency); Metro Regional Transit Authority (communication department at 
METRO); and Salem Area Mass Transit District (only district planning and IT staff). 
 
814 Capital Area Transportation Authority (Privacy and Security, 
http://www.cata.org/popup.aspx?title=Privacy+Information&topic=privacy ); Central Florida Regional 
Transportation Authority (name and address for delivery confirmation; possible identification of charge backs, 
refunds); City of Visalia Transit Department (name, address, phone, email, and pass number); Greater Cleveland 
Regional Transportation Authority (customer address required for shipment of fare media purchases);  
Laketran (order history, billing and shipping details, email, phone, and username for online account, but only used 
internally to manage payment process); Lane Transit District (stating that authorized parties, as previously 
described, have access to the personal data stored on the District’s Web site); Metro Regional Transit Authority 
(only name and email address for newsletter); and Salem Area Mass Transit District (only travel data that is 
accessed on a monthly basis for analysis and generation of performance reports). 
 

http://www.cata.org/popup.aspx?title=Privacy+Information&topic=privacy
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The Lane Transit District said that “[p]ersonal data is currently stored in perpetuity by the 
District’s web site hosting provider. Plans for automated archiving of the data are not defined at this 
time.” 

 
The Milwaukee County Transit System stated that it “recently began a contract with a new third 

party agency who will be maintaining and hosting the RideMCTS.com website so this is currently 
unknown.”  

 
According to the Port Authority of Allegheny County,  
 
[c]ustomer data for registered accounts is saved for as long as a customer maintains the 
account. It is only used to process their transactions. Transaction data is only kept for 14 
months in the primary system. All transactions are archived nightly to the data 
warehouse. This information does NOT include credit card data. We do record the 
payment method and amount, but the data warehouse does not keep the credit card 
information. 

 
Other agencies’ answers are reported in the note.815 
  

 (5) What safeguards are used to prevent hacking and misuse of customers’ personal data? 
 

The Capital Area Transportation Authority stated:  
 

We take reasonable precautions to protect your information. For example, we encrypt 
certain communications through our website with 128-bit encryption, the industry 
standard for strong encryption. However, given the nature of the Internet and the fact that 
network security measures are not infallible, we cannot guarantee the security of visitors’ 
information. 
 
Capital District Transportation Authority reported that  

 
[t]he use of secure communications (SSL) with no direct access to data sources 
except through web based applications, and the use of strong password enforcement 
for login and account access are the primary safeguards used to prevent hacking and 
misuse. 

 
The Lane Transit District said that its  
 

                                                            
815 Central Florida Regional Transportation Authority (indefinite; remains until removed); City of Visalia Transit 
Department (unknown); Greater Cleveland Regional Transportation Authority (retention has not been 
established); Laketran (purchase orders–forever; credit card data–never); Manchester Transit Authority (no data 
retained); Metro Regional Transit Authority (information kept until email is no longer valid or patron asks to be 
removed); Salem Area Mass Transit District (travel data for many years to compare performance trends from year 
to year); and TriMet (currently varies on purpose (generally 3 years), e-fare up to 8 years to comply with 
applicable retention laws). 
 
 

RideMCTS.com
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web site has basic restrictions for creating a user profile password. The District’s web site 
host provider has server monitoring and high standards for credentialed access by their 
staff to all servers. The hosting provider restricts remote access to servers to credentialed 
administrators only. 

 
The Metro Regional Transit Authority advised that “[i]nformation is stored at a third party 

vendor and we do not have direct knowledge of how they secure the email addresses.” 
 

The Metropolitan Transportation Commission has “a comprehensive security architecture in 
place that is audited on an annual basis.” 

 
The Milwaukee County Transit System has begun “a contract with a new third party agency who 

will be maintaining and hosting the RideMCTS.com website so this is currently unknown to the full 
extent. So far efforts have been made to examine site security and update the SSL certificate.” 
 

All of the Port Authority of Allegheny County’s “credit card information is encrypted in the 
database and on the device (either web server or TVM). The servers have a restricted access list of 
administrators who can access them. However, even a database administrator cannot read a credit card 
number from the database. Customer Service reps and other system users cannot see full credit card 
information.” 
 

Other agencies also provided information in response to the question.816 
 
9. (a) Does your agency have an agreement with a contractor or agent (or other holder of 
customers’ personal data) for the purpose of collecting, using, disclosing, and/or retaining data obtained 
by a contactless (or other) electronic payment system? 
 
         (please circle) YES  NO 
 
 Ten agencies answered “Yes” to the question.817 Twenty-three agencies answered “No.”818 

                                                            
816 Central Florida Regional Transportation Authority (information technology provides network security with 
data being collected through third-party portal); City of Visalia Transit Department (EV, SSL certifications, and 
contract with “DigiCert”); Greater Cleveland Regional Transportation Authority (information stored with the 
Oracle database, patched according to security as specified by Oracle); Laketran (user roles for internal 
safeguarding; SSL and TLS for secure connections); Manchester Transit Authority (network protected by City of 
Manchester Information Systems department); Salem Area Mass Transit District (stating that because there are no 
connections between the fare implement and the passenger’s personal identity, there are no additional security 
protocols beyond standard district network security systems); and TriMet (anonymizing of data, security 
assessment by accredited industry professional, and adherence to latest payment standards). 
 
817 Central Florida Regional Transportation Authority, City of Visalia, Greater Cleveland Regional Transit 
Authority, Metra, Metropolitan Transportation Commission, Milwaukee County Transit System, OmniTrans, 
ORCA Regional Coordination Program, Port Authority of Allegheny County, and Regional Transportation 
District. 
 
818 Berkshire Regional Transit Authority, Capital Area Transportation Authority, Capital District Transportation 
Authority, City of Madison Metro Transit,* City of Raleigh,* Cobb Community Transit, CT Transit,* Greater 
Cleveland Regional Transit Authority, Greater Hartford Transit District, Greater Lynchburg Transit Company,* 
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 If your answer is “Yes,” please provide a copy of or a link to any such agreement or agreements. 
 

Although not answering the question directly the Metropolitan Transportation Authority stated 
that “only as an incidental element of the core purpose of the agreement. Such agreements are subject to 
applicable privacy law and the appended policies.” 
 

The Metropolitan Transportation Commission stated that it “has a design, build, operate, and 
maintain contract agreement with Cubic Transportation Systems that addresses these items.” 
 

ORCA stated that pursuant to a contract, and in accordance with PCI standards and applicable 
laws, “Vix Technology is responsible for data collected by the fare payment system. The card data 
environment is segregated to define where PCI resides and how it flows through the system.” 

The Port Authority of Allegheny County stated that the “RTAs have a signed ‘Fare System 
Interoperability Agreement’ executed between the Port Authority and the five participating RTAs [that 
defines] the use and confidentiality of customer account information.” 
 

The Regional Transportation District’s vendors’ support of electronic fare systems under the 
“contract with RTD are governed by the terms of the contract, which may include confidentiality 
clauses. These vary by contract and may not directly address personally identifiable information.” 
 

Other agencies also provided information.819 
 
 (b) If not answered by your response to question 9(a), how does your agency describe or define 
the obligations of your agency, its contractor(s), or other holders of customers’ personal data? 
 

Although most information was provided in response to the previous question, the Lane Transit 
District reported that it and its “web site hosting vendor have discussed this subject and operate with a 
common understanding of intentions. There is no formal coverage of this issue in existing agreements 
between the District and its web site hosting vendor.”820 

 
10. Is your agency “monetizing” customers’ personal data that the agency (or a contractor or agent 
on behalf of the agency) collects? 
 
          (please circle) YES  NO 
                                                                                                                                                                                                              
Laketran, Lane Transit District, Manchester Transit Authority, Metro Regional Transit Authority, Municipality of 
Anchorage, Public Transportation Department, Niagara Frontier Transportation Authority,* Salem-Keizer Transit, 
Space Coast Area Transit, Sunline Transit Agency, TriMet, Westchester County Department of Public Works and 
Transportation, and VIA Metropolitan Transit.  
 
819 Central Florida Regional Transportation Authority (Bank of America merchant services); Greater Cleveland 
Regional Transportation Authority (establishing one now for the mobile ticketing pilot only); and Laketran 
(stating that it will be adding soon to its Terms of Use policy in www.laketran.com). 
 
820 Greater Cleveland Regional Transportation Authority (no rules established); Metra (only as part of other 
agreements; nothing separate for customer data); and Metropolitan Transportation Commission (referring to its 
privacy policy, https://www.clippercard.com/clipperWeb/privacy.do ). 
 

www.laketran.com
https://www.clippercard.com/clipperWeb/privacy.do
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 No agency answered “Yes” to the question. Thirty-four answered “No” to the question.821 
 
 If your answer is “Yes,” please describe the ways in which the agency is monetizing customers’ 
personal data. 
 
 As noted, no agency answered “Yes” to the question. 
 
11. Does your agency have any agreements with third-party developers that involve the sharing of 
customers’ personal data for the purpose of offering customers certain benefits or options? 
         (please circle) YES  NO 
 
 Only two agencies answered “Yes” to the question: Metra and TriMet. Thirty-one agencies 
answered “No.”822 

If your answer is “Yes,” please provide details and/or a copy of or a link to any such 
agreement(s). 
 

Metra identified its agreement with Cubic. 
 
12. Are there any federal or state constitutional provisions, laws, regulations, or policies of which 
you are aware that apply to your agency’s (or contractor’s) collection, use, disclosure, or retention of 
customers’ personal data? 
         (please circle) YES  NO 

                                                            
821 Berkshire Regional Transit Authority, Capital Area Transportation Authority, Capital District Transportation 
Authority, Central Florida Regional Transportation Authority, City of Madison Metro Transit,* City of Raleigh,* 
City of Visalia, Cobb Community Transit, Connecticut Department of Transportation, CT Transit,* Greater 
Cleveland Regional Transit Authority, Greater Hartford Transit District,* Greater Lynchburg Transit Company,* 
Laketran, Lane Transit District, Manchester Transit Authority, Metra, Metro Regional Transit Authority, 
Metropolitan Transportation Authority, Metropolitan Transportation Commission, Milwaukee County Transit 
System, Municipality of Anchorage, Public Transportation Department, Niagara Frontier Transportation 
Authority,* OmniTrans, ORCA Regional Coordination Program, Port Authority of Allegheny County, Regional 
Transportation District, Salem-Keizer Transit, Space Coast Area Transit, Sunline Transit Agency, Topeka 
Metropolitan Transit Authority, TriMet, Westchester County Department of Public Works and Transportation, 
and VIA Metropolitan Transit. 
 
822 Berkshire Regional Transit Authority, Capital Area Transportation Authority, Capital District Transportation 
Authority, Central Florida Regional Transportation Authority, City of Madison Metro Transit,* City of Raleigh,* 
City of Visalia, Cobb Community Transit, CT Transit,* Greater Hartford Transit District,* Greater Lynchburg 
Transit Company,* Laketran, Lane Transit District, Manchester Transit Authority, Metro Regional Transit 
Authority, Metropolitan Transportation Authority, Metropolitan Transportation Commission, Milwaukee County 
Transit System, Municipality of Anchorage, Public Transportation Department, Niagara Frontier Transportation 
Authority,* OmniTrans, ORCA Regional Coordination Program, Port Authority of Allegheny County, Regional 
Transportation District, Salem-Keizer Transit, Space Coast Area Transit, Sunline Transit Agency, Topeka 
Metropolitan Transit Authority, Valley Regional Transit, and Westchester County Department of Public Works 
and Transportation. VIA Metropolitan Transit did not respond to the question. 
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 Eleven agencies answered “Yes” to the question.823 Nineteen agencies answered “No.”824 
 
 If your answer is “Yes,” please identify and provide a copy of or a link to any such agreement or 
agreements. 
 

The Metropolitan Transportation Commission identified the California Streets and Highways 
Code § 31490 but noted that the provision is “specific to our industry” and that “other standard Federal 
and California state merchant-related privacy law also applies.” 
 

The Niagara Frontier Transportation Authority referred to the Federal Trade Commission Act, 
New York State Personal Privacy Protection Law (Public Officer’s Law, art. 6-A, §§ 91-99), New York 
State General Business Law § 899aa, and ISO 27001 (standard for best practices in operation). 
 

ORCA cited the Washington State Public Records Act, Rev. Code Wash. § 42.56 and the 
Uniform Unclaimed Property Act, Rev. Code Wash. § 63.29. 
 

The Regional Transportation District stated that depending on the definition of personal 
information, the nature of the request, and the requestor’s identity, customer data may be disclosed 
under the Colorado Open Records Act (CORA). Furthermore, depending on the definition of personal 
information, the retention and disclosure of customer data may be limited under Colo. Rev. Stat. § 24-
72-113 (Passive Surveillance). 

 
Other laws that the agencies cited are included in the note.825 

 

                                                            
823 Capital District Transportation Authority, Central Florida Regional Transportation Authority, Greater Hartford 
Transit District,* Manchester Transit Authority, Metra (Personal Information Act, 805 ILL. COMP. STAT. 530: 
Controlling the Assault of Non-Solicited Pornography and Marketing, 15 U.S.C. §§ 7701–7713; Electronic Mail 
Act, 815 ILL. COMP. STAT. 5111-15; and Identity Protection Act, 5 ILL. COMP. STAT. 179/1), Metropolitan 
Transportation Authority, Metropolitan Transportation Commission, ORCA Regional Coordination Program, 
Regional Transportation District, Space Coast Area Transit, and TriMet. 
 
824 Berkshire Regional Transit Authority, Capital Area Transportation Authority (but noting that this was not an 
area of the respondent’s expertise), City of Madison Metro Transit,* City of Raleigh,* City of Visalia, Cobb 
Community Transit, Greater Cleveland Regional Transit Authority, Greater Lynchburg Transit Company,* 
Laketran, Lane Transit District, Metro Regional Transit Authority, Municipality of Anchorage, Public 
Transportation Department, Port Authority of Allegheny County, Salem-Keizer Transit, Sunline Transit Agency, 
Topeka Metropolitan Transit Authority, Valley Regional Transit, Westchester County Department of Public 
Works and Transportation, and VIA Metropolitan Transit. Milwaukee County Transit System and Niagara 
Frontier Transportation Authority did not response to the question. 
 
825 Capital District Transportation Authority (New York State Privacy Protection Law–
http://www.dos.ny.gov/coog/shldno1.html); Central Florida Regional Transportation Authority (stating that the 
agency adheres to all of the Florida state retention provisions); CT Transit (identifying PCI DSS compliance); and 
Metra (identifying the Personal Information Protection Act, 805 ILL. COMP. STAT. 530; CAN-SPAM, 15 U.S.C. 
§§ 7701–7713; Electronic Mail Act, 815 ILL. COMP. STAT. 5111-15; and Identity Protection Act, 5 ILL. COMP. 
STAT. 179/1); TriMet (citing OR. REV. STAT. § 192.501(38) (regarding exemption of personally identifiable 
information collected as part of electronic fare)). 
 

http://www.dos.ny.gov/coog/shldno1.html
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13.  If your agency accepts payment for transit fares by credit or debit cards has your agency (or a 
contractor or agent on behalf of your agency) taken steps to comply with the Payment Card Industry 
Data Security Standards (PCI DSS)? 
         (please circle) YES  NO 
 
 Twenty-five agencies answered “Yes” to the question.826 Only five agencies answered “No.”827 
 

If your answer is “Yes,” please provide details and/or a link to or a copy of any agreement(s) 
between your agency and any financial institution and/or any credit or debit card company regarding 
PCI DSS-compliance. 
 

Capital District Transportation Authority stated that the  
 
[c]ontract language between the electronic fare payment system vendor and bank 
card processing service provider is available. In addition, the point of sale system is 
PA-DSS certified and the hosted web portals are Level 2 merchant status PCI 
certified. The SAQ A–EP certification is used for CDTA. 
 
As for the Central Florida Regional Transportation Authority, its “point of sales program ensures 

compliance by adhering to all conditions as outlined in terms of network and resource security 
(merchant services). 
 

The Greater Cleveland Regional Transportation Authority reported that the “completion and 
verification of the Authority’s PCI compliance documentation is required for Hosted, Non-hosted and 
Network assessments/checklist for payment card processing service partners.”  
 

The Lane Transit District explained that its  
 
website hosting vendor contracts with a PCI DSSI compliant datacenter that provides 
commercial ecommerce hosting resources. All data relating to financial transactions 
between the District’s web site services and financial institutions is transmitted directly to 
the District’s PCI DSSI compliant payment gateway provider. The District and its web 
site hosting vendor do not retain any personal financial information. 

 

                                                            
826 Berkshire Regional Transit Authority, Capital Area Transportation Authority, Capital District Transportation 
Authority, Central Florida Regional Transportation Authority, City of Raleigh,* City of Visalia, Connecticut 
Department of Transportation, CT Transit,* Greater Lynchburg Transit Company, Lane Transit District, 
Manchester Transit Authority, Metra, Metro Regional Transit Authority, Metropolitan Transportation Authority, 
Metropolitan Transportation Commission, Milwaukee County Transit System, Municipality of Anchorage, Public 
Transportation Department, OmniTrans, Port Authority of Allegheny County, Regional Transportation District, 
Salem-Keizer Transit, Sunline Transit Agency, TriMet, Valley Regional Transit, and VIA Metropolitan Transit. 
 
827 Cobb Community Transit, Greater Lynchburg Transit Company,* Laketran, Niagara Frontier Transportation 
Authority,* and ORCA Regional Coordination Program. Three agencies, Space Coast Area Transit, Topeka 
Metropolitan Transit Authority, and Westchester County Department of Public Works and Transportation, did not 
respond or were unsure. 
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The Metropolitan Transportation Commission’s vendor makes the annual PCI DSS compliance 
certification. 
 

The Milwaukee County Transit System’s “fare collection system vendor hosts the online 
purchasing portal and the connection to the bank processor” and has “certified to us that they are and 
will remain PCI-DSS compliant.” 

 
The Regional Transportation District is a  
 
Level 2 Merchant under PCI-DSS and are applying PCI-DSS to all of our credit card 
processing systems. RTD is obligated to provide an Attestation of Compliance to our 
merchant bank annually. Vendors that accept payments on RTD’s behalf or that host 
systems that are (wholly or in part) part of the credit-card processing data flow are 
required by contract to comply with PCI-DSS. 
 
The Salem Area Mass Transit District “uses a virtual terminal solution for credit card processing. 

A virtual terminal is a web based credit card terminal accessed across a secure HTTPS connection. No 
credit card information is ever written down or stored at the district’s facilities.” 
 

Other agencies also provided information.828 
 
14. Within the past five years have there been any legal actions brought against your agency (or a 
contractor or agent of your agency):  
 
 (a) alleging a violation of a customer’s right to privacy? 
         (please circle) YES  NO 
 
 No agency responding to the survey answered “Yes” to the question. All others answered 
“No.”829 

                                                            
828 Berkshire Regional Transit Authority (stating that Scheidt and Bachman in the process of complying with PCI 
DSS and that the MBTA administers the project); Capital Area Transportation Authority (stating that 
authorize.net processes online orders and has its own security suite); City of Visalia Transit Department (managed 
through city’s finance department); Laketran (stating that compliance not mandated; agency does not store credit 
card information); Manchester Transit Authority (bank processes payments and has certified compliance); Metra 
(stating that it uses vender control case for POS only but that the agency can provide certification document if 
needed); Port Authority of Allegheny County (providing copies PCI DSS-compliance agreements/documents with 
Bank of America and First Data Merchant Services); and Via Metropolitan Transit (compliance through its 
financial institution, Chase Paymentech, in regard to PCI DSS, PA-DSS, SDP, and CI5P). 
 
829 Berkshire Regional Transit Authority, Capital Area Transportation Authority, Capital District Transportation 
Authority, Central Florida Regional Transportation Authority, City of Madison Metro Transit,* City of Raleigh,* 
City of Visalia, Cobb Community Transit, Connecticut Department of Transportation, CT Transit,* Greater 
Cleveland Regional Transit Authority, Greater Hartford Transit District,* Greater Lynchburg Transit Company,* 
Laketran, Lane Transit District, Manchester Transit Authority, Metra, Metro Regional Transit Authority, 
Milwaukee County Transit System, Municipality of Anchorage, Public Transportation Department, Niagara 
Frontier Transportation Authority,* OmniTrans, ORCA Regional Coordination Program, Port Authority of 
Allegheny County, Regional Transportation District, Salem-Keizer Transit, Space Coast Area Transit, Sunline 
Transit Agency, TriMet, Valley Regional Transit, Westchester County Department of Public Works and 
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If your answer is “Yes,” please provide details and a citation to any case(s) or decision(s). 

 
 (b) alleging that a customer’s data was compromised because of a breach of security of their 
personal data? 
         (please circle) YES  NO 
 
 No agency responded “Yes” to the question. All other agencies responding to the survey 
answered “No.”830 

If your answer is “Yes,” please provide details and a citation to any case(s) or decision(s). 
 
 As stated, no agency responded “Yes” to the question. 
 
15. If your answer is “Yes” to question 14(a) and/or 14(b), please state the basis of the claim(s) (e.g., 
breach of contract, negligence, violation of a federal or state constitutional right to privacy, violation of 
a federal or state privacy and/or data-breach statute, and/or violation of a right to privacy at common 
law).  
 
 No agency answered “Yes” to questions 14(a) or 14(b). 
 
16. In regard to questions 14 and 15, does your agency have sovereign immunity for any such claim 
or claims?     
           (please circle) YES  NO 
 
 Five agencies responded “Yes” to the question.831 Seventeen agencies responded “No.”832 

                                                                                                                                                                                                              
Transportation, and VIA Metropolitan Transit. Two agencies did not respond: Metropolitan Transportation 
Commission and Topeka Metropolitan Transit Authority. 
 
830 Berkshire Regional Transit Authority, Capital Area Transportation Authority, Capital District Transportation 
Authority, Central Florida Regional Transportation Authority, City of Madison Metro Transit,* Cobb Community 
Transit, Connecticut Department of Transportation, CT Transit,* Greater Cleveland Regional Transit Authority, 
Greater Hartford Transit District,* Greater Lynchburg Transit Company,* Laketran, Lane Transit District, 
Manchester Transit Authority, Metro Regional Transit Authority, Milwaukee County Transit System, 
Municipality of Anchorage, Public Transportation Department, OmniTrans, ORCA Regional Coordination 
Program, Port Authority of Allegheny County, Regional Transportation District, Salem-Keizer Transit, Space 
Coast Area Transit, Sunline Transit Agency, TriMet, and VIA Metropolitan Transit. The Metropolitan 
Transportation Commission, Topeka Metropolitan Transit Authority, and Westchester County Department of 
Public Works and Transportation did not respond to the question. 
 
831 Central Florida Regional Transportation Authority, Greater Cleveland Regional Transit Authority, Metro 
Regional Transit Authority, Port Authority of Allegheny County, and Regional Transportation District.  
 
832 Berkshire Regional Transit Authority, Capital Area Transportation Authority, Capital District Transportation 
Authority, Cobb Community Transit, CT Transit,* Greater Hartford Transit District,* Greater Lynchburg Transit 
Company,* Laketran, Lane Transit District, Manchester Transit Authority, Metra, Municipality of Anchorage, 
Public Transportation Department, Niagara Frontier Transportation Authority,* OmniTrans, ORCA Regional 
Coordination Program, Salem-Keizer Transit, and Sunline Transit Agency. The Metropolitan Transportation 
Authority, Metropolitan Transportation Commission, Milwaukee County Transit System, Space Coast Area 
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 If your answer is “YES,” please provide details. 

 
The Central Florida Regional Transportation Authority reported that the agency is protected by 

Florida statute and that its liability is limited to $200,000 per person and $300,000 per event. 
 

The Lane Transit District stated that the Oregon Tort Claims Act, Or. Rev. Stat. §§ 30.260 to 
30.300, which is a limited waiver of sovereign immunity, may apply but the question requires “further 
input from the District’s legal counsel.” 
  

Metro Regional Transportation Authority cited Ohio Revised Code, chapter 2744. 
 

The Port Authority of Allegheny County stated that as a Commonwealth Agency it is subject to 
the protections afforded by sovereign immunity, 42 Pa. Con. Stat. Ann. § 8521, et seq. 
 

The Regional Transportation District advised that “[t]o the extent such actions lie in tort or could 
lie in tort and RTD has not waived liability (i.e., motor vehicles, dangerous buildings, etc.) for such 
actions, then RTD is immune from such claims actionable under state tort law related to breach of 
security of personal data and the right to privacy.” See Colo. Rev. Stat. § 24-10-108.  
 

                                                                                                                                                                                                              
Transit, Topeka Metropolitan Transit Authority, TriMet, Westchester County Department of Public Works and 
Transportation, and VIA Metropolitan Transit did not respond to the question or were unsure. 
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