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Section 1
Establish Policies

A. Purpose of the Hazard and Security Plan (HSP)

B. Situations Covered by the HSP

C. Statements of Belief and Limitations
A. Purpose of the Hazard and Security Plan (HSP) 

The purpose of this Hazard and Security Plan (HSP) is to set out YOUR COMMUNITY TRANSIT’S procedures for maintaining a safe and secure operations and service environment for passengers, employees and volunteers, and the surrounding community. 

The HSP contains information about mitigation, preparedness, response, recovery, and organizational structure. It includes the following specific elements:
· Actions required of YOUR COMMUNITY TRANSIT employees on a daily, weekly, monthly, and annual basis to prevent security and emergency events from occurring, and to mitigate the effects of those events that do occur 

· Measures needed to prepare for incidents occurring at YOUR COMMUNITY TRANSIT and in the surrounding community

· Agency procedures that should be established to enable YOUR COMMUNITY TRANSIT to respond to security hazards and emergencies that affect the system and its customers

· Formal processes to recover from routine security events or major emergencies 

· Roles, responsibilities, and interagency coordination that YOUR COMMUNITY TRANSIT will undertake as part of the larger community-wide team that will respond to a disaster or security event

The activities documented in YOUR COMMUNITY TRANSIT’S HSP form the basis of practices reflected in YOUR COMMUNITY TRANSIT’S standard operator procedures, training programs, orientation materials, and maintenance procedures.

B. Situations Covered by the HSP

YOUR COMMUNITY TRANSIT will inevitably encounter situations that threaten transportation operations and the security and well-being of patrons, employees, and the public. These situations include natural and security-related emergencies as well as routine security events (such as property crimes). 

YOUR COMMUNITY TRANSIT AND THE SURROUNDING COMMUNITIES OF HOMETOWN AND LOCAL COUNTY are vulnerable to a variety of hazards, security incidents, and emergency circumstances that could occur locally and that would require response. The most likely of these are described in the following table.

Situations Covered by HSP for YOUR COMMUNITY TRANSIT
	Issue
	Description and Comments
	Likelihood, Frequency,

and Past Occurrences

	Security Incidents

	Vandalism/ Graffiti
	Damage to bus interiors/exteriors, bus stop signs, and facilities.
	Occurs once or twice annually.

	Theft/ Burglaries
	Break-ins to facilities, employee theft, and fare evasion.
	Thefts by passengers, the public, or employees occur occasionally.

	Assault/ Workplace Violence
	Assaults on employees and passengers by passengers, other employees, or others (e.g., domestic violence).
	Incidents of assault are less common, though serious, events. 

	Disruptive Behavior
	Includes loud music, inappropriate behavior, or failure to observe other rules, creating an intimidating. atmosphere and a perception of lawlessness. 
	Such incidents occur weekly.

	Trespassing
	Occurs primarily at fixed bases of operations, but can occur at shelters and stops.
	Five to ten incidents occur annually.

	Severe Weather

	Floods
	Spring thaws and summer or fall storms could flood. administrative facilities, compel rerouting through low-lying areas in town, and trigger loss of power and communications.
	Major flooding is likely every two years.

	Winter Storms 
	Heavy, wet snows in early fall/late spring and midwinter ice storms cause power failures; severe snow and ice can make roads impassable, affecting remote and demand response routes in particular. 
	Two to three major storms occur annually.

	Windstorms/

Hurricanes
	High winds can cause downed trees, impassable roads, damaged phone lines, and loss of power.
	Violent windstorms occur annually; a hurricane last hit the area in 1995. 

	Tornadoes

	Tornadoes create hazards to vehicles en route, with downed trees blocking transportation routes; they also cause loss of power or communications.
	Possible throughout service area. Last tornado was in 1990.

	Thunderstorms

	May trigger flooding, strong winds, hail, or lightning. The most serious effects are power/phone outages and impassable roads.
	Thunderstorms happen frequently in midsummer. 

	Wildfire
	Wildfires have occurred in the county. Fire detection methods are basically good, with special efforts being made during fire seasons.
	Most likely in forested area of the county in late summer and early fall. 

	Earthquake
	Potential to cause extensive damage to administrative buildings.
	The county is situated in a moderate earthquake zone. 

	Man-Made Emergencies

	Terrorism
	Not likely to be directed against Your Community Transit. Attacks against Hometown Nuclear Power Facility; the city of Metropolis (100 miles north); and Harbor City Port (within our service area) could affect transit operations.
	Local sheriff considers attacks on these targets possible yet remote.

	Acts of Extreme Violence 
	While terrorist events involve force to achieve political or social agendas, major non-terrorist incidents involving force may also occur, and have the potential to affect service if they are large in scale. These could be random or directed in nature.
	Gang activity and random workplace violence have occurred in Metropolis, but are unlikely here.

	Hostage Situation
	A hostage situation would be most likely due to an outside conflict (e.g., local robbery or a domestic situation) that moved onto the transit agency.
	Is feasible, as other such incidents have occurred within the past five years within the State.

	Riot
	Rioting is unlikely in a small community such as that which Your Community Transit serves. However, your community transit vehicles occasionally transport passengers to hospitals in Metropolis, where large protests have occurred. 
	Large protests, involving dozens of arrests, have occurred in Metropolis within the last year.

	National Emergency
	Your Community Transit depends on outside resources for fuel and other supplies. National emergencies could have a severe impact on the organization and the surrounding community’s population.
	Nationwide emergencies, particularly attacks by foreign interests, are not considered as likely as during the Cold War. 

	Weapons of Mass Destruction (WMDs)
	Use of a WMD against the city of Metropolis and Harbor City Port would affect Your Community Transit’s employees and patrons.


	The county emergency plan rates WMDs as possible, though unlikely.

	Technological Hazards

	Hazardous Materials Accidents 
	Storage of maintenance-related chemicals is a potential hazard. Chemicals used in nearby businesses (especially Chemical Corp. and the local waste treatment plant) are HAZMAT concerns.
	A 1982 hazmat incident at Chemical Corp. required evacuation of part of the service area. 

	Radiological Emergencies 
	Radiological emergencies are possible from transportation vehicles traveling on Interstate 110.
	Federal agencies consider the threat in this county low.

	Transportation Accidents 
	Such accidents involve collisions with other vehicles, objects, or persons. Railroad-crossing accidents are of special concern in the county. 
	Transit accidents occur roughly weekly. About five injuries result annually.

	Energy-Related Hazards and Energy Shortages/Outages

	Natural Gas/ Petroleum
	Most such hazards are related to transportation of natural gas and petroleum, rupture of pipelines, and fire within storage areas. 
	The fire department considers a service station fire a distinct possibility. 

	Electrical Transmission
	Rupture or breakage of transmission lines is probably the most common hazard; this may result in structural fires or loss of life.
	Power lines occasionally fall during windstorms or ice storms.

	Power Shortages/ Outages
	As required by the county energy plan, Your Community Transit may be called on to ration power in the event of a shortage or outage.
	Outages are possible during storms, tornadoes, and other severe weather events.

	Energy/Food Shortages
	Our dependency on out-of-State sources can become a problem when normal deliveries are interrupted. The agency may be called on to help in cases affecting the county as a whole.
	The last significant energy shortage was in the 1970s.

	Water Shortages 
	Equipment failures or drought may require conservation measures and use of bottled water at transit facilities. Some passengers (e.g., elderly/disabled) may need transport to alternate locations.
	The last major water shortage was in 2002. 


	Other

	Evacuations through Service Area 
	A number of emergencies (e.g., terrorist events or hurricanes) may require large-scale evacuation of populations through the transit agency’s service area; see the county emergency response plan for specifics. 
	The only evacuation scenario that calls on transit resources is for hurricane response efforts (see county emergency plan). 


C. Statements of Belief and Limitations (Assumptions)

The following statements of belief and statements of limitation define the scope of YOUR COMMUNITY TRANSIT’S policies on security and emergency situations:

1. The community that the transportation organization serves is subject to a variety of hazards. The most likely and damaging are those listed in the previous section and repeated here:

· Vandalism/graffiti

· Theft/burglaries

· Assault/workplace violence

· Disruptive behavior

· Trespassing

· Floods

· Winter storms 

· Windstorms/hurricanes

· Tornadoes

· Thunderstorms

· Wildfire

· Earthquake

· Terrorism

· Acts of extreme violence 

· Hostage situation

· Riot

· National emergency

· Weapons of mass destruction (WMDs)

· Hazardous materials accidents 

· Radiological emergencies 

· Transportation accidents 

· Natural gas/petroleum

· Electrical transmission

· Power shortages/outages

· Energy/food shortages

· Water shortages 

· Evacuations through service area

2. Historically, certain areas and populations have been particularly vulnerable to the effects of these hazards. Your Community Transit serves a population that includes a large number of elderly people and school-aged children; they are the most vulnerable in emergency situations.
3. Under normal circumstances, Your Community Transit has the capability to react effectively to property crimes and other minor day-to-day security issues. By using off-duty personnel and activating mutual aid agreements, Your Community Transit can increase its response capability during emergencies. However, during emergencies, Your Community Transit may be limited by equipment damage, requests for aid from multiple sources, communication failures, and injuries. 

4. It is assumed that outside assistance will be available for most security events. Although this plan defines procedures for coordinating such assistance, Your Community Transit is prepared to respond independently to crimes and other security issues, at least in the short term.

5. The transportation organization will be called on to support responses to specific major, community-wide emergencies. These are detailed in the Local County Regional Emergency Response Plan and are limited to the following:
· Fare-free transport of the general public to shelters in the case of a hurricane, and the activation of the county hurricane response plan

· Loan of vans to Local County Volunteer Fire Department upon request during a major regional emergency
6. In the event of a major emergency, the adjacent town of Hometown and the County of Local (as well as other governments) will render assistance in accordance with the provisions of intergovernmental and mutual aid support agreements in place at the time of the emergency. These agreements are set forth in the following documents:

· Local County Regional Emergency Response Plan

· Mutual Aid Agreement between the Local County Sheriff and Your Community Transit

· Mutual Aid Agreement between the Local County Volunteer Fire Department and Your Community Transit

· Local County Hurricane Response Plan
7. The Local County Volunteer Fire Department will take the lead in any countywide declared emergency. The names and contact information for the primary and backup points of contact are as follows: 

	
	Primary
	Backup

	Name
	Chief Jan Jones
	Deputy Chief Don Black

	Work Phone
	(555) 555-1212
	(555) 555-0000

	Cell Phone
	(555) 555-1000
	(555) 555-2000

	E-Mail Address
	jan.jones@localfiredept.org
	don.black@localfiredept.org

	Other Contact Information
	After hours (home) phone: (555) 444-1212
	Pager: (555) 555-3000


8. The following outside organizations will support response to any countywide declared emergency, as appropriate: 

· Local County Emergency Management Agency

· Local County Sheriff Department 

· Local County Volunteer Fire Department

· Southeastern Regional Hospital

· Your-State State Police Department

Full contact information for each organization is contained in the contact sheet in this document. 

9. When municipal resources are overwhelmed, the Local County Emergency Management Agency is available to coordinate assistance and help satisfy unmet needs. Similarly, if the county requires additional assistance, it can call on mutual aid from adjacent counties or from the State. And ultimately, the state can ask the federal government for assistance in dealing with a major disaster or emergency.

10. The state and its political subdivisions have substantial capabilities—including manpower, equipment, and the supplies and skills of public and private agencies and organizations—that will be deployed to maximize preservation of lives and property in the event of a major emergency. 

11. For many types of emergencies, YOUR COMMUNITY TRANSIT generally will be able to meet passenger emergency transportation needs using spare transit vehicles (along with privately owned vehicles, if needed). For larger-scale emergencies in which this is not possible, Your Community Transit resources will be coordinated through the Local County Volunteer Fire Department in accordance with the Local County Regional Emergency Response Plan.

 Section 2

Organization, Roles and Responsibilities 

A. Responsibilities
B. Continuity of Services
C. Contact Information
A.  Responsibilities

The following table contains a list of general security/emergency responsibilities of personnel based on their agency affiliation. Specific tasks associated with these responsibilities are included in the Countermeasures section.

List of Key Personnel and HSP Responsibilities

	Position/
Title of Primary Individual
	Position/
Title of Backup Individual
	Responsibilities

	Dan Martinez, General Manager, Your Community Transit
	Sue Wilson, Assistant General Manager, Your Community Transit
	· Overall direction and implementation of the HSP

· Responsibility for secure operations of Your Community Transit

· Communicating security as a top priority to staff

· Communicating to staff that an emergency has occurred

· Coordinating with outside local, regional, State, and Federal agencies to prepare for emergencies

· Attending quarterly meetings of the Local County Emergency Management Agency 

	Jeffrey Washington, Dispatcher, Your Community Transit
	Sue Wilson, Assistant General Manager, Your Community Transit 
	· Notifying local emergency response personnel of any security or emergency events that require outside assistance

· Enacting the emergency recall procedure if directed to do so by the general manager 

· Contacting drivers on duty to give instructions during an emergency

· Recording status information in the log book during an emergency

· Leading communications with the Local County Emergency Response Agency, first responders, and others during an emergency 

	Sue Wilson, Assistant general manager, Your Community Transit
	Joan Green, Shift Supervisor, Your Community Transit
	· Updating HSP annually

· Ensuring all procedures are reflected in agency policies

· Designing training to ensure HSP policies are appropriately reflected 



	Joan Green, Shift Supervisor, Your Community Transit
	All supervisors
	· Monitoring weather reports and other sources of information to ensure conditions are safe and secure before transit vehicles are dispatched 

· Conducting training, orientation, and oversight of employees to ensure policies are enacted

· Listening and acting on any security/hazard concerns raised by drivers

· Reporting any security/hazard concerns to the general manager

· Working with the dispatcher to coordinate and account for all personnel during a security event or emergency

	Linda Fontes, Human Resources Manager, Your Community Transit
	George Hall, Office Manager, Your Community Transit
	· Ensuring security policies are reflected in administrative procedures (such as hiring procedures) 

· Ensuring company files and data are safeguarded and backed up, and that duplicates of critical information are maintained at the designated off-site location in the county clerk’s office

	All Mechanics
	· Using the checkout form to certify that vehicles released for service have been inspected, including security checklist items

· Ensuring hazardous materials are stored safely and securely

	All Drivers
	· Completing six-hour course on safety and security

· Ensuring all safety and security policies are implemented as per Your Community Transit guidelines

· Ensuring the transit vehicle is in safe and secure condition (through the use of the daily inspection form) 

· Notifying the dispatcher of any security incidents or emergencies during the shift

· Notifying supervisors of any security or hazard concerns

· Being available for emergency recall as per agency guidelines

· Following the direction of the dispatcher or a designated backup in the case of a security event or an emergency

· Unloading all passengers at the nearest emergency drop point if so directed by the dispatcher or a designated backup

	All employees
	· Having full knowledge of all security and emergency response procedures

· Participating in drills and training

· Following Your Community Transit security policies (such as displaying employee badges at all times, and properly securing vehicles, facilities, and keys)

	Jan Jones, Chief, Local County Volunteer Fire Dept.
	Don Black, Deputy Chief, Local County Volunteer Fire Dept.
	· Leading any county-declared emergency

· Requesting Your Community Transit assistance during a community-wide incident (as required)

· Providing response to fire- or medical-related incidents involving Your Community Transit



	Rita Parr, Director, FC Emergency Management Agency
	Rob Swanson, Deputy Director, FC Emergency Management Agency 
	· Coordinating planning activities for regional emergencies

· Maintaining the regional emergency management plan

· Leading quarterly meetings of emergency management personnel in the area

	Paula James, Sheriff, FC Sheriff’s Department
	Eric Dio, Dep. Sheriff, FC Sheriff’s Department
	· Coordinating regularly with Your Community Transit’s general manager on known threat information

· Responding to security incidents that occur


B. Continuity of Services

Lines of Authority/Responsibility 

Damage caused by hazards can cover a large or small area. Transportation buildings, vehicles, or infrastructure may be damaged or destroyed. Destruction of property and records does not end the responsibility of Your Community Transit to provide prompt and timely services.


Continuity of services will be maintained through the following measures:


1. Use of all available resources and manpower

2. The selection and preparation of alternate sites, as detailed below under Backup Facilities

3. The preservation of vital records (e.g., papers, maps, books, and backup computer media) needed for transportation services to function, as detailed below under Backup Records

4. The pre-designation of backups to key transportation personnel, as outlined in the table in the previous section and under Succession of Personnel, below


Backup Facilities

In the event that key transportation facilities are not usable, the alternate facilities listed below will be used.


Transit headquarters 
1st Alternate: Hometown Middle School 
2nd Alternate: Hometown City Hall

Maintenance facility
1st Alternate: Hometown Public Works Department Maintenance Facility
2nd Alternate: Local County Sheriff’s Department Maintenance Facility


In the event that the dispatch office becomes unusable, the transit general manager will establish a replacement location at the Local County Sheriff’s Department.
When displaced to other buildings by a security-related event, all affected agencies will take action to reestablish their offices at their normal sites as soon as possible.

Backup Records

To ensure continuity of operations, essential records must be preserved. The preservation of records is the responsibility of Linda Fontes, Human Resources Manager. Duplicate agency records, including computer backup media, are maintained off site at the Local County Clerk’s Office; the telephone number is (555) 555-9999. 


Succession of Personnel

Succession of transit officials will be as follows:

1. Dan Martinez, General Manager

2. Sue Wilson, Assistant General Manager

3. Linda Fontes, Human Resources Manager

4. Joan Green, Shift Supervisor

5. Jeffrey Washington, Dispatcher 

6. George Hall, Office Manager

Succession would be used in cases such as the following:

· A person on the succession list is injured in an emergency and unable to perform his duties related to the event

· A person on the succession list is out of town for any reason such as receiving training related to her job

· A person on the succession list is on vacation

· The list of succession would designate the next most senior leader required to manage temporary duties normally assigned to higher-level personnel.

Further, each department head will designate a deputy to act in his or her place during an emergency. These assignments are noted in the table in the previous section.


C. Contact Information

	Name
	Work Phone
	Cell Phone
	Home Phone
	E-Mail Address
	Other/Restrictions

	Dan Martinez, General Manager 
	(555) 555-0001
	(555) 555-0002
	(555) 555-0003
	dmartinez@yct.org
	For emergencies after hours, call cell number

	Sue Wilson, Assistant General Manager
	(555) 555-0004
	(555) 555-0005
	(555) 555-0006
	swilson@yct.org
	

	Jeffrey Washington, Dispatcher
	(555) 555-0007
	(555) 555-0008
	(555) 555-0009
	jwashington@yct.org
	

	Joan Green, Shift Supervisor
	(555) 555-0010
	(555) 555-0011
	(555) 555-0012
	jgreen@yct.org
	

	Linda Fontes, Human Resources Manager 
	(555) 555-0013
	(555) 555-0014
	(555) 555-0015
	lfontes@yct.org
	

	George Hall, Office Manager
	(555) 555-0016
	(555) 555-0017
	(555) 555-0018
	ghall@yct.org
	Use main Your Community Transit number to contact during shift

	Fred Smith, Mechanic
	(555) 555-0019
	(555) 555-0020
	(555) 555-0021
	
	Use main Your Community Transit number to contact during shift

	Wendy Yakimoto, Driver
	(555) 555-0022
	(555) 555-0023
	(555) 555-0024
	
	Use main Your Community Transit number to contact during shift

	Irving Goodall, Driver
	(555) 555-0025
	(555) 555-0026
	(555) 555-0027
	
	Use main Your Community Transit number to contact during shift

	Ernie White, Driver
	(555) 555-0028
	(555) 555-0029
	(555) 555-0030
	
	Use main Your Community Transit number to contact during shift


	Katherine Downs, Driver
	(555) 555-0031
	(555) 555-0032
	(555) 555-0033
	
	Use main Your Community Transit number to contact during shift

	Mary Anne Perry, Driver
	(555) 555-0034
	(555) 555-0035
	(555) 555-0036
	
	Use main Your Community Transit number to contact during shift

	Jan Jones, Chief, Local County Volunteer Fire Dept.
	(555) 555-1212
	(555) 555-1000
	(555) 444-1212
	jan.jones@localfiredept.org
	

	Don Black, Deputy Chief, Local County Volunteer Fire Dept.
	(555) 555-0000
	(555) 555-2000
	(555) 555-3000 (pager)
	don.black@localfiredept.org
	

	Rita Parr, Director, LC Emergency Management Agency
	(555) 555-0037
	(555) 555-0038
	(555) 555-0039
	rparr@LCema.org
	

	Rob Swanson, Deputy Director, LC Emergency Management Agency
	(555) 555-0040
	(555) 555-0041
	(555) 555-0042
	rswanson@LCema.org
	

	Paula James, Sheriff, LC Sheriff’s Department
	(555) 555-0043
	(555) 555-0044
	(555) 555-0045
	pjames@LCsheriff.org
	

	Eric Dio, Dep. Sheriff, LC Sheriff’s Department
	(555) 555-0046
	(555) 555-0047
	(555) 555-0048
	edio@LCsheriff.org
	


Section 3

Countermeasures and Strategies

A. Prevention
B. Mitigation
C. Preparedness
D. Response

E. Recovery

This section outlines the activities that YOUR COMMUNITY TRANSIT will perform in five separate areas:

· Prevention

· Mitigation

· Preparedness

· Response

· Recovery

The standard emergency management structure typically uses four phases, with prevention measures included in the mitigation category. In the following pages, information is divided into these five categories to highlight and illustrate the importance of prevention measures. 

All of the security policies in place at YOUR COMMUNITY TRANSIT are included in these sections. These may be components of larger agency policies (for example, a copy of the security checklist items on the daily pre-trip inspection sheet is included). The security policies and procedures are summarized in table format at the beginning of each subsection (Prevention, Mitigation, Preparedness, Response, and Recovery) and explained in more detail in the pages that follow. Examples follow in the table on the following page.

	Area
	Type of Action
	Examples of Each Type of Activity

	
	
	Vandalism to Vehicle
	Severe Snowstorm

	Prevention
	Actions to reduce the likelihood that an event will occur


	Perform community outreach (e.g., with schools) and passenger education to prevent vandalism
	None

Snowstorms themselves cannot be prevented

	Mitigation
	Actions to reduce the probability and severity of damage, asset loss, or human consequences (such as injuries or fatalities)
	When ordering new vehicles, specify vandalism-resistant materials (e.g., seats) where possible
	Monitor weather to ensure vehicles are not sent out during dangerous conditions

	Preparedness
	Activities to equip employees to better manage these incidents that occur


	Design policies for vandalism (e.g., incorporating a check for damage in pre-trip inspection)
	Ensure drivers are properly trained in defensive driving techniques so that if they are faced with severe conditions, they can safely conduct their routes

	Response
	Policies to react to hazards that occur

	Instruct drivers and others to report graffiti and vandalism so it can be removed or repaired
	Design policies for response to snowstorms (predetermined reduced routes, emergency drop points)

	Recovery
	Programs to assist in recovering from incidents that have occurred.
	Provide mechanics with vandalism removal materials (e.g., cleaners to remove marking on vehicles)
	Implement policies for recovery from storms (off hours recall of employees, reviewing insurance policies for appropriate coverage to vehicles that may result from storms)


A.  Prevention

Prevention activities are actions taken by YOUR COMMUNITY TRANSIT to try to ensure incidents do not occur. Typical examples follow:

· Drivers and mechanics perform vehicle checks to detect suspicious packages, thereby preventing an incident involving a dangerous substance. 

· Vehicle keys are secured to prevent theft of vehicles.

The activities described in this section are conducted to prevent security incidents or other hazards. The table below itemizes each assigned activity, specifies the frequency with which the activity is to be performed (daily, weekly, monthly, quarterly, annually, or other), and designates who is to perform the activity. Following each table is a description of the specific agency prevention policy or procedure.


Prevention Activities

	
	Frequency
	Responsibility
	Action

	1. 
	Daily
	Drivers
	Drivers must complete a vehicle checklist before beginning their routes; the list specifically includes security-related items. 

	2. 
	Daily
	Mechanics
	After maintenance or repair work has been performed on vehicles, mechanics must complete a checklist before signing out any vehicle; the list certifies that a security check has been performed.

	3. 
	Daily
	All employees
	Employees must display their badges prominently at all times while on duty. 

	4. 
	Daily
	Administrative staff
	Administrative staff must ensure that visitors complete the sign-in log at the front desk, obtain a visitor’s badge, and display the badge at all times when on agency premises. 

	5. 
	Daily
	All employees
	All employees must secure vehicle keys at the end of the shift, in accordance with agency policy (e.g., in a secured area, in a key lockbox, or in another storage location).

	6. 
	Daily
	All employees
	All employees must safeguard facility keys at all times. Further, all employees must follow policies for checking out (logging) keys. 

	7. 
	Daily
	Drivers
	When leaving their vehicles unattended during shifts or break times, drivers must secure their vehicles. 

	8. 
	Daily
	Drivers
	Vehicles must be secured at the end of the shift.

	9. 
	Daily
	Drivers
	Facilities must be secured at the end of the shift.

	10. 
	Daily
	Drivers
	Drivers must enforce policies prohibiting certain dangerous items on-board vehicles.

	11. 
	Daily
	Administrative staff
	The shipping and receiving function is to be conducted in a secure manner that will both prevent theft and safely detect and process security anomalies (such as suspicious packages).

	12. 
	Daily
	All employees
	Petty cash is only to be used for official agency business, and it must be sufficiently controlled to prevent theft. 

	13. 
	As required/ appropriate
	Management staff
	Management has implemented fare evasion policies to prevent theft-of-service crimes.

	14. 
	As required/ appropriate
	Administrative staff
	New employees are thoroughly screened. The agency checks references, and the employee application includes questions regarding the applicant’s criminal background. 

	15. 
	As required/ appropriate
	Administrative staff
	Workplace conflicts are to be resolved using prompt human resource action, particularly in the case of employee conflicts. 

	16. 
	As required/ appropriate
	Administrative staff
	Instances of workplace bullying, which sometimes contain the potential to escalate, are to be resolved using prompt human resource action. 

	17. 
	As required/ appropriate
	All employees
	All employees are to report substantive hazards to management staff.

	18. 
	Quarterly
	Administrative staff
	Administrative staff are to communicate regularly with passengers, educating them regarding security tips and proper behavior.

	19. 
	Quarterly
	Management staff
	Security systems—including locks, fences, badges, alarms, radios, and other equipment—are reviewed and upgraded at least quarterly.

	20. 
	Annually
	Management staff
	A designated member of the management staff will reassess bus stop locations from time to time to ensure stops are located in the most secure areas possible.

	21. 
	Annually
	Management staff
	Management staff is to update the HSP to reflect changes in system policies, procedures, and training materials.

	22. 
	As required/
appropriate
	Management staff
	Management staff is to specify that security design considerations be included in design and engineering contracts.


1. Driver’s Vehicle Checklist

YOUR COMMUNITY TRANSIT drivers must complete a vehicle checklist at the beginning of each shift. 

The list includes the following security items: 

· Inspect the vehicle’s emergency supply kit to ensure that each of the items listed on the front of the kit is present. (The kit has a beaded seal. If the seal is intact, it is unnecessary to inventory the contents.)

· Inspect the interior of the vehicle (floors, seats, under the seats, and in interior compartments) to detect unauthorized objects or tampering.

· Inspect the interior lights to make sure they are operational and have not been tampered with.

· Inspect under the vehicle to detect items taped or attached to the frame.

· Inspect the exterior of the vehicle for unusual scratches or marks made by tools; signs of tampering; unusually clean or dirty compartments; or items attached using magnets or duct tape.

· If you find an unattended item or an unknown substance while conducting the inspection, follow established policy governing suspicious packages, devices, or substances to determine if the package is potentially dangerous. Immediately notify a supervisor.

2. Mechanic’s Vehicle Checklist

YOUR COMMUNITY TRANSIT mechanics must complete a checklist after performing repairs or maintenance and before placing a vehicle back in service. This checklist includes the following security items:

· Inspect the vehicle’s emergency supply kit to verify that each of the items listed on the front of the kit is present. (The kit has a beaded seal. If the seal is intact, it is unnecessary to inventory the contents.) 

· Inspect the interior of the vehicle (floors, seats, under the seats, and in interior compartments) for unknown objects or tampering.

· Inspect the interior lights to make sure they are operational and have not been tampered with.

· Inspect under the vehicle for items taped or attached to the frame.

· Inspect the exterior of the vehicle for unusual scratches or marks made by tools; signs of tampering; unusually clean or dirty compartments; or items attached using magnets or duct tape.

· Inspect the engine compartment and other areas to detect foreign objects or false compartments in the air filter area or the cold oil filter. Also look for additional wires running to or from the battery compartment, and take note of unusually clean components and devices.

· Inspect the fuel and air tanks to detect inconsistent and missing connections.

· If you find an unattended item or an unknown substance while conducting the inspection, follow the policy on suspicious packages, devices, or substances to determine whether the package is potentially dangerous. Immediately notify a supervisor.

3. Employee Badge Policy

YOUR COMMUNITY TRANSIT requires all employees to wear photo identification badges while on duty. Photo identification cards are initially issued to employees when hired. Should an employee’s badge be lost or stolen, the employee must report this event immediately to the administrative staff. A replacement will be issued. An employee who repeatedly fails to wear the badge will be subject to progressive levels of discipline. Employees who leave the agency will be required to return the ID badge to the agency. 

The company badge is shown below. It identifies each staff member as an agency employee. DUE TO PRIVACY CONCERNS, THE BADGE ONLY DISPLAYS THE EMPLOYEE’S FIRST NAME, LAST INITIAL, AND EMPLOYEE NUMBER.
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4. Visitor Badge Policy

Visitors at YOUR COMMUNITY TRANSIT are tracked using a sign-in sheet to record who is in the building and to facilitate evacuation if it should become necessary. Visitors are also assigned a temporary badge (shown above) that must be displayed at all times when on agency premises. Each badge is assigned a number, which is noted on the visitor sign-in sheet. The visitor sign-in sheet is included in the appendix.

AT ELEVATED THREAT LEVELS, VISITOR CREDENTIALS MAY BE CHECKED AT THE DISCRETION OF THE GENERAL MANAGER. THE AGENCY MAY ALSO REQUIRE THAT VISITS BE PRE-APPROVED BY MANAGEMENT STAFF.
5. Vehicle Key Policy

AT THE END OF EACH SHIFT, VEHICLE KEYS ARE TO BE PLACED IN A LOCKBOX IN THE ADMINISTRATIVE OFFICES. THE SHERIFF’S DEPARTMENT HAS BEEN ISSUED A SET OF KEYS TO ALLOW THEM TO RESPOND TO ALARMS AND ASSISTANCE CALLS THAT REQUIRE ENTRY INTO LOCKED AREAS.
6. Facility Key Policy

All employees must safeguard facility keys at all times. 

Certain employees may be permitted to retain keys on an ongoing basis (e.g., the mechanic maintains keys to the bus barn). Other employees are permitted keys on an as-needed or situational basis, with the keys returned when a specific task is completed. 

In both cases, the policy for logging keys is to be followed. Facility keys are kept IN A LOCKBOX IN THE ASSISTANT GENERAL MANAGER’S OFFICE. A log sheet is maintained ON A CLIPBOARD NEXT TO THE BOX. When removing keys, the employee is required to sign the keys out and in. When employees terminate their employment, the return of all keys is a condition of receipt of a final paycheck. 
Hazmat storage area keys are treated as security objects, with storage areas and access following the hazmat regulations of the STATE, LOCAL COUNTY, AND HOMETOWN. Keys to hazmat storage areas are distributed on a strict, as-needed basis only, and these storage areas are separated from other areas open to other employees and the general public.

7. Securing Vehicles during the Shift

Particularly on demand-response routes, which require the driver to leave the vehicle, YOUR COMMUNITY TRANSIT drivers must follow agency policies for securing the vehicle at each stop. This entails REMOVING THE KEYS AND, IF THE VEHICLE IS OUT OF THE DRIVER’S SIGHT WHILE PICKING UP A PASSENGER, LOCKING THE VEHICLE. If the driver leaves the vehicle during a break, YOUR COMMUNITY TRANSIT policy requires that THE VEHICLE KEYS BE REMOVED AND THE DOORS LOCKED UNLESS THE VEHICLE IS PARKED IN THE AGENCY GARAGE. Drivers must follow YOUR COMMUNITY TRANSIT policies for taking breaks, appropriately securing the vehicle, REMOVING KEYS, AND LOCKING DOORS IF THE DRIVER LEAVES THE VEHICLE.

8. Securing Vehicles at the End of the Shift

YOUR COMMUNITY TRANSIT policy requires that vehicles be PARKED IN DESIGNATED AREAS OF AGENCY PROPERTY AT THE END OF THE SHIFT. VEHICLES SHOULD ALWAYS BE LOCKED, AND THE KEYS MUST BE REMOVED AND SECURED IN THE LOCKBOX IN THE ADMINISTRATIVE OFFICES. 
9. Securing the Facility

The ASSISTANT GENERAL MANAGER is responsible for locking up facilities at the end of the day. This individual is responsible for ensuring that all doors and windows are secured and locked, that keys are in the lockbox, and that the alarm is set. This individual may designate another staff member to lock up when necessary.

Security breaches (break-ins) which activate the alarm system are automatically relayed to the local law enforcement, and response to the break-in is made using the following list of personnel:

1. FRED SMITH: LEAD MECHANIC

2. SUE WILSON, ASSISTANT GENERAL MANAGER

3. DAN MARTINEZ, GENERAL MANAGER

4. GEORGE HALL, OFFICE MANAGER

5. JEFFREY WASHINGTON, DISPATCHER

10. Prohibited Items

Certain dangerous items, including weapons, explosives, and incendiaries, are prohibited on-board YOUR COMMUNITY TRANSIT vehicles. SIGNS ARE LOCATED AT THE FRONT OF THE VEHICLE INDICATING AGENCY POLICY. IF A DRIVER NOTES THAT AN INDIVIDUAL IS IN POSSESSION OF A PROHIBITED ITEM BEFORE HE BOARDS THE VEHICLE, THE DRIVER IS REQUIRED TO STATE THE AGENCY POLICY AND DENY THE INDIVIDUAL BOARDING, IF THE DRIVER FEELS IT IS SAFE TO DO SO. IF A PASSENGER IS NOTICED ON-BOARD THE VEHICLE IN POSSESSION OF A PROHIBITED ITEM, THE DRIVER IS TO CALL DISPATCH FOR FURTHER INSTRUCTION, USING THE EMERGENCY CODE FOR THE PURPOSE.

SPECIFIC ITEMS PROHIBITED INCLUDE:
· FIREARMS

· STUN GUNS

· BB GUNS/PELLET GUNS

· COMPRESSED AIR GUNS

· FLARE GUNS

· STARTER PISTOLS

· AMMUNITION

· GUN POWDER

· MACE/PEPPER SPRAY

· MARTIAL ARTS WEAPONS

· EXPLOSIVE MATERIALS (BLASTING CAPS, DYNAMITE, FIREWORKS, FLARES)

· FLAMMABLE ITEMS (GASOLINE/FUELS, SPRAY PAINT, TEAR GAS)

11. Shipping and Receiving Security Policies

Only authorized personnel are allowed access to the mail room. The postage meter; YOUR COMMUNITY TRANSIT’S FedEx, UPS, and other delivery service numbers; and mail room supplies are for agency business only. Personal use is not permitted.

The agency uses the U.S. Postal Inspection Service guidelines for handling suspicious packages. They are described briefly below:

Employees must be alert to suspicious packages. Packages should be considered suspicious if they are marked “confidential,” “personal,” or “fragile,” particularly if they contain excessive postage or use postage stamps instead of meter strips. They should also raise concerns if they have been put together in a sloppy or unprofessional manner, list an employee’s title incorrectly, or have titles but no names. Other red flags are that the package contains oily stains, discoloration, or strange odors. Return addresses that are missing, fictitious, or not consistent with the state from which the package was postmarked should also alert mail room personnel to the possibility of a problem. Further warning signs include a package that is exceptionally heavy for its size, or lopsided; that has a sloshing sound, or appears to contain liquid; that displays evidence of electrical wire or tin foil; or that has excessive wrapping materials, such as masking tape, strapping tape, or string. 

If such a package is identified, the employee is to report it to his/her manager immediately. If the supervisor agrees that the package is suspicious, he or she should ensure the package is handled safely and in a way that preserves evidence for law enforcement personnel. The supervisor must also call local law enforcement, and note the postmark and any other characteristics that may be helpful in an investigation. 
12. Petty Cash Use Policy

Petty cash is to be used only for official agency business at YOUR COMMUNITY TRANSIT. A log sheet is provided to record the amount and purpose of all expenditures and the name of the individual requesting the petty cash disbursement. Petty cash is to be kept locked up and secure at all times.

13. Fare Evasion Policy

Fare evasion is an ongoing concern for YOUR COMMUNITY TRANSIT. Individual incidents of nonpayment, counterfeit fare media, and other techniques to avoid fare payment are routinely monitored and tracked. To minimize fare evasion, YOUR COMMUNITY TRANSIT regularly reviews fare collections and reports on fare receipts. Security inspections also support passenger compliance with fare payment rules. YOUR COMMUNITY TRANSIT coordinates closely with the other transit providers in our community to maintain a high level of awareness regarding fare evasion and counterfeiting techniques.

14. New Employee Screening

It is the policy of YOUR COMMUNITY TRANSIT to screen applicants to eliminate those that pose a security threat to the agency or who would not be capable of carrying out agency security policies. YOUR COMMUNITY TRANSIT may refuse to hire an applicant for reasons such as the following:

· Applicant does not meet the legal requirements set forth in federal, state, or county law.
· Applicant is guilty of conduct not compatible with agency employment.

· Applicant has made false or misleading statements of material fact on the application.

· Applicant has been dismissed for cause, or resigned to avoid such dismissal, from a position in public or private employment that is similar to the position applied for in the agency.

· Applicant has been convicted of a crime that is substantially related to the qualifications, functions, or duties of the position for which application has been made.
YOUR COMMUNITY TRANSIT uses an employment application that asks whether the applicant has been convicted of any crime (other than minor traffic infractions). Answering “yes” does not necessarily disqualify an applicant. Applicants are evaluated on a case-by-case basis. It is YOUR COMMUNITY TRANSIT’s policy to thoroughly check references and to verify past employment that is cited on applications.

Your Community Transit uses an outside agency (XYZ Security Company) to screen certain aspects of employee background. The service includes:

· Instant Social Security Number validations 

· Instant identification of applicant's county of residence for the past seven years 

· County felony criminal history checks for up to three counties per applicant and other criminal records checks

· Education verification 

· Credential verification 

· Driving records 

· Employment reference checks 

· Personal reference check 

· Workers' Compensation claims

15. Preventing and Responding to Disruptive, Threatening, or Violent Behavior

YOUR COMMUNITY TRANSIT is dedicated to creating a positive working environment, and transit agency policies prohibit disruption and obstruction of agency functions and activities, verbal threats, and behavior endangering the health or safety of any individual. 
The following is agency policy for a manager/supervisor dealing with an employee conflict (depending on the severity of the incident):

1. Intervene promptly; don't let the situation fester. 

2. Discuss with human resources to gather information before meeting with those involved. 

3. Be clear about the facts of the problem as you see them. 

4. Ask individuals involved to describe their perceptions of the problem (if appropriate). 

5. Set clear expectations for improvement in job performance or in the relationship. 

6. Assess additional needed resources, and seek outside help as necessary. 

7. Follow up to be sure that your expectations are met and directed changes are made.

16. Workplace Bullying

In addition to Your Community Transit’s commitment to prevent harassment, conflicts, and disruptive behavior, the agency is firm in the prevention of bullying. Bullying differs from harassment and discrimination in that the focus is rarely based on gender, race, or disability. The focus is often on the competence or the alleged lack of competence of the bullied person. 

Your Community Transit defines workplace bullying as follows:

Repeated, unreasonable behavior directed toward an employee, or group of employees, that creates a risk to health and safety. Bullying can be both obvious and subtle. The following types of behavior, where repeated or occurring as part of a pattern of behavior, would be considered bullying:
· Verbal abuse, including swearing or shouting

· Abusive or intimidating emails, letters or other forms of electronic or written communication

· Assigning meaningless tasks unrelated to the job

· Psychological harassment

· Excluding or isolating employees

· Deliberately changing work rosters to inconvenience particular employees

· Deliberately withholding information that is vital for effective work performance

· Use of a system of work to bully an employee
Formal and informal action may be taken in response to instances of bullying, dependent on the nature and severity of the incident, as per the Human Resources policy maintained on this topic. 

Further resources are available at www.bullyonline.org
17. Report Hazards to Management Staff

All YOUR COMMUNITY TRANSIT employees must report unacceptable hazards to management staff. These hazards may include suspicious activities, weather-related hazards, accidents (whether involving transit vehicles or not), generally unsafe operating conditions, evidence of tampering with system equipment, or evidence of other criminal activity.

18. Passenger Security Communications

YOUR COMMUNITY TRANSIT uses a variety of techniques to communicate with passengers, regularly offering tips on security, crime awareness, ways to avoid crime, or similar information about projects to help the public avoid security hazards and potential dangers. These include posting information about elevated threat levels, using “Crime Stoppers” information, and posting “Transit Watch” information on interior signs and in the rider newsletter. (See the appendix for a typical example of “Transit Watch” information.) 

19. Security Devices

Based on the issues experienced by YOUR COMMUNITY TRANSIT in the past and those expected in the future, routine assessments (at least quarterly) of agency security systems are performed. Management is required to take an overview of systems in place that are designed to perform the following functions:

· Providing adequate surveillance of key areas of the transit facilities (this could include technical devices to provide surveillance, such as cameras, or ‘natural’ surveillance, such as trimming back bushes to provide good visibility)

· Controlling access modes and exits (including badges, procedures for employee and visitor access, locks, fences, alarm systems, and keys)

· Minimizing the exposure time of passengers to possible crimes (including providing on-time service)

· Ensuring adequate communication (including dispatch procedures and equipment)

· Securing transit property (including locks, key storage, fences, doors, and alarm systems)

· Enhancing perceived security (including maintenance and visibility)

When purchasing new security systems, vehicles, and other equipment, YOUR COMMUNITY TRANSIT management will assess threat levels against resources, security equipment features, and other design elements. 

20. Policy for Reassessing Bus Stop Locations

THE ASSISTANT GENERAL MANAGER is required to reassess bus stop locations from time to time (at least annually, and as warranted by events) to ensure that stops are located in the most secure areas possible. Under general agency guidelines, bus stops are to be positioned in areas that are 

· Well lighted – YOUR COMMUNITY TRANSIT attempts to locate stops in areas that are already well lit—either by street lights or through their proximity to stores, businesses, or other activities. If such a location is not feasible, YOUR COMMUNITY TRANSIT has occasionally requested that street lights be installed at certain locations to protect the safety of passengers waiting for buses.

· Located on busy streets – Placing bus stops where waiting passengers can readily be seen by other passengers and the general public is a strong deterrent to crime. To the extent possible, YOUR COMMUNITY TRANSIT places bus stops on busy streets near the main sources of passenger traffic (stores, businesses) so that passengers waiting for buses are not isolated.

· Located away from unsafe areas – YOUR COMMUNITY TRANSIT attempts to position bus stops away from areas that may be unsafe, such as bars, liquor stores, and other trouble spots.

· Highly visible – YOUR COMMUNITY TRANSIT places stops away from obstacles that may limit visibility (landscaping, walls) so that both waiting passengers and drivers have a good view of the surroundings.

21. Update the HSP

The HSP is to be updated at least annually. Information should also be updated whenever changes occur in key plan elements such as the following:

· The addition of new members of the organization and outside the organization with specific roles outlined in the HSP (e.g., a new general manager, a new local fire chief)

· New operations or processes that affect the HSP (e.g., a new route)

· New or renovated sites or changes in layout (e.g., a new bus garage or office building)

· Changes affecting the relationship with outside agencies, new suppliers, vendors, etc. (e.g., a new memorandum of understanding [MOU] signed with the local sheriff department)

At YOUR COMMUNITY TRANSIT, the ASSISTANT GENERAL MANAGER is responsible for updating the HSP at least annually, or as dictated by circumstances. Following the use of the HSP in emergency situations (a major security event, a natural disaster, or a training exercise), this individual will evaluate the organization’s response against the procedures outlined in the plan. The GENERAL MANAGER will be responsible for scheduling an official incident debriefing. All key members of the response team, including internal and external agency personnel, will be required to attend. The general manager will note what went well and what went poorly during the incident and will be responsible for implementing actions to correct observed shortcomings.

22. Include Security Design Considerations into New Building Construction/Selection

YOUR COMMUNITY TRANSIT is committed to providing a secure facility for its employees and patrons, to the extent possible. As needs for new facilities arise, security design considerations will be incorporated into building selection, using the following DHS guidance (http://www.fema.gov/fima/rmsp.shtm) as a starting point:

· FEMA 427- Primer for Design of Commercial Buildings to Mitigate Terrorist Attacks

· FEMA 430 - Primer for Incorporating Building Security Components in Architectural Design (not yet published)

Security concerns will need to be balanced with many other design constraints, such as accessibility, initial and life-cycle costs, natural hazard mitigation, fire protection, energy efficiency, and aesthetics. Because the probability of attack is small for YOUR COMMUNITY TRANSIT, security measures must not substantively interfere with daily operations of the building. On the other hand, due to the seriousness of security issues, the effects of key threats must be considered and measures incorporated to safeguard personnel and assets and to minimize business interruption. Security design will be part of an overall multi-hazard approach to ensure that it does not worsen the behavior of the building in the event of a fire, earthquake, or hurricane, which are far more prevalent hazards than are terrorist attacks. The use of a multi-hazard approach has the advantage of potentially reducing insurance premiums, reducing life-cycle costs for operational security measures, and limiting losses and business interruption should an event occur. 

B. Mitigation

Mitigation activities are those actions taken by YOUR COMMUNITY TRANSIT to reduce the probability and severity of damage, asset loss, or human consequences (such as injuries or fatalities). Sometimes consequences must be contained; mitigation measures include both types of practices. Typical examples follow:

· The agency may designate a staff member to check weather conditions to ensure it is safe to send vehicles out on routes (although it is impossible to prevent hazardous weather, proper action can limit the consequences that such a hazard may impose on vehicles, passengers, and employees). The staff member then makes decisions on what routes are safe to run or how long various services will safely run “behind schedule,” thereby mitigating the hazardous weather conditions.

· Robbery or break-ins may occur at the office, but a strict policy of how to deal with the perpetrators is in place and a limited amount of cash is kept on the premises, thereby mitigating potential financial losses and bodily harm. 

The activities described in this section are conducted to mitigate security incidents or other hazards. The table below itemizes each assigned activity, specifies the frequency with which the activity is to be performed (daily, weekly, monthly, quarterly, annually, or other), and designates who is to perform the activity. Following the table is a description of each activity.

Mitigation Activities

	
	Frequency
	Responsibility
	Action

	1. 
	Daily
	Drivers and supervisors
	Drivers and supervisors must promptly report maintenance issues evident on their routes (such as lights that are out at bus stops) so that maintenance personnel can be notified. The mechanic on duty will determine whether transit personnel or the department of public works should be dispatched to execute the repairs. 

	2. 
	Daily
	All employees
	All employees must observe vehicles and facilities closely, looking for security breaches, unusual activities, or anything that appears out of place.

	3. 
	Daily
	All employees
	Agency uniforms are to be treated as security-sensitive objects; specific uniform policies are provided.

	4. 
	Daily
	Management staff
	Staff is required to maintain records of crimes and rule violations occurring at the transit agency so as to assist in designing programs that will help control these incidents and prosecute offenders.

	5. 
	Daily
	Drivers
	To ensure passengers receive safe and courteous service, drivers must follow agency policy and training when interacting with passengers. Drivers must be prepared, on a daily basis, to enforce rules, respond to complaints, defuse arguments, call for backup, maintain control of the vehicle, and report incidents.

	6. 
	Daily
	Drivers, supervisors, and mechanics
	Employees in the field must check in regularly with the dispatcher, particularly prior to scheduled breaks and when it is necessary to leave the vehicle (e.g., due to a vehicle breakdown). The dispatcher must know where the employees are at all times.

	7. 
	Daily
	Drivers, supervisors, and mechanics
	When handling cash from fare collection equipment, employees are required to follow procedures for logging fare tallies contained in each device. 

	8. 
	Daily
	Administrative staff or dispatcher; drivers
	To ensure it is safe to send vehicles on the road, a staff member will be designated on each shift to check weather and other status reports. This individual will check this information at suitable intervals, especially if severe weather is expected. Drivers performing their routes must assist in this effort by constantly assessing road conditions, monitoring weather, construction, accidents, and other situations to ensure it is safe to proceed.

	9. 
	As required/ appropriate
	Drivers
	Drivers are to follow established agency procedures after any accident.

	10. 
	Weekly
	Supervisors
	A supervisor has been designated to test door alarms to ensure they are in proper working order.


1. Route Maintenance Issues

Maintenance, whether performed by transit staff, contractors, or city/county personnel, must be performed regularly to improve security and the perceived security of areas such as bus stops. Drivers are to notify their supervisors whenever light outages or similar problems are detected at bus stops. Supervisors must report these issues to the appropriate city/county offices responsible for performing maintenance. YOUR COMMUNITY TRANSIT works with the LOCAL DEPARTMENT OF PUBLIC WORKS, which maintains the stops, to request maintenance whenever lights are out, signs have been damaged, vandalism is present, trash removal is needed, or other maintenance problems appear. 

2. Observation by Employees

Employees are the “eyes and ears” of the system. The most important activity that drivers and other employees are required to perform is to notice and observe events, situations, or people (whether passengers or members of the public) that seem out of place or that indicate a potential hazard or concern. Such concerns are to be reported to dispatch or supervisory staff as appropriate. It is critical for employees to sustain a general awareness of activities that may be a threat to YOUR COMMUNITY TRANSIT or to the larger community.

Specifically, YOUR COMMUNITY TRANSIT’s policy requires that drivers and other employees look for the following:

· Suspicious activity, behavior, and people who are out of place
· Out-of-place panhandlers
· Cars and other vehicles parked in strange places 
· Out-of-place utility or repair crews 
· Unusual or out-of-place delivery trucks 
· People on rooftops or in other unusual locations 
· Suspicious packages or devices at bus stops and/or other locations

3. Uniform Policy

Agency uniforms are to be treated as security-sensitive objects. New employees are issued uniforms, with the number of uniforms specified on their new employee checklist. As new uniforms are requested, old uniform articles must be returned by the employee in exchange. When employees terminate their employment, the return of all uniforms is a condition of receipt of a final paycheck.
4. Security Data Recordkeeping Policy

The ASSISTANT GENERAL MANAGER of YOUR COMMUNITY TRANSIT maintains records of crimes or rule violations that occur on the system property, including counts of incidents by type, passenger/employee complaints regarding security issues and hazards, and official incident reports containing more detailed information. This information is periodically reviewed and shared with the HOME COUNTY SHERIFF’S DEPARTMENT to trigger law enforcement support (e.g., to request added patrols in areas that have graffiti or to target specific issues such as disruptive students on vehicles) and to assist law enforcement personnel in prosecuting offenders.

5. Driver Management of Security Situations

Drivers are YOUR COMMUNITY TRANSIT’S first line of defense. It is up to drivers to perform the following functions in order to manage security incidents or other situations:

· Enforce transit rules

· Respond to complaints

· Defuse arguments

· Decide when to call for backup

· Maintain control of the vehicle and exhibit leadership

· Report all incidents

Drivers must be familiar with all agency rules related to security and emergency management. YOUR COMMUNITY TRANSIT management stands behind drivers as they undertake the job of providing security on the vehicle. Dispatch and other functions are available to respond in a timely fashion to incidents that occur. 

In most cases, criminal activity at YOUR COMMUNITY TRANSIT involves minor violations that the driver can manage by commenting on the activity and directing the offender to cease the violating behavior. Employee training is provided to ensure that management of on-board security issues is consistent and that reactions by employees are appropriate to the situation. 

6. Check-in Procedures

If a driver must leave the vehicle in an unsafe location while investigating a mechanical problem, he/she must call in the problem to dispatch; state the need to leave the vehicle; and describe the circumstances of the problem prior to leaving the vehicle. When taking rest breaks or leaving the vehicle for other reasons, drivers must also call in to dispatch. Should dispatch be unable to locate the driver after a reasonable period of time, the dispatcher must do the following:

· Send out a supervisor

· Ask a passing vehicle to report in

· Dispatch additional vehicles

· Notify the police

· Take any other appropriate action, as warranted by events

Other employees, such as supervisors or staff at remote locations (e.g., mechanics performing repairs on the road) must check regularly with dispatch. The dispatcher must know where all employees on duty are at all times.

7. Controlling Collected Fares

A daily accounting for fares by the driver is made and the procedures for depositing fares will vary depending on whether the vehicle assigned to the driver has a farebox or the driver uses a bank bag or “fare bag” for fares. drivers who have a “fare bag” will balance out the collected amount with the dispatcher at the end of their shift and make the proper entries in the appropriate logs and journals per the accounting manual. For drivers who have a fare box, the fare box is pulled from the vehicle at the end of a shift, or for vehicle maintenance, the contents of the fare box are counted by the shift supervisor, indicating the total fare amount on the log sheet, which is maintained in the assistant general manager’s office. The contents of the fare box are kept in a separate bag for deposit, along with a slip indicating the shift supervisor’s count of the contents. The assistant general manager confirms receipt of the deposit bag containing the slip by countersigning the log sheet. 

All fares are kept in the safe in the assistant general manager’s office. Deposits of fare revenue are made each Friday by the assistant general manager, and a deposit is made any day when the total receipts exceed $100.

8. Checking Weather and Other Hazardous Conditions

At YOUR COMMUNITY TRANSIT, THE SHIFT SUPERVISOR is responsible for checking weather and other reports to ensure it is safe to send vehicles on the road. This individual must check this information before each shift and at appropriate intervals, especially if severe weather is expected. Drivers performing their routes must continuously assess road conditions, evaluating weather, construction, accidents, and other situations to ensure it is safe to proceed. Every effort will be made to avoid sending drivers on routes if it is unsafe to do so. However, if a condition arises requiring a driver to abort a route, the dispatcher will contact the driver (or the driver will alert the dispatcher), and the dispatcher will provide instructions on how to proceed.

YOUR COMMUNITY TRANSIT uses National Weather Service warnings, forecasts, and advisories available at www.weather.gov to track real-time information on the following conditions:

· Heavy snow warnings

· Winter storm warnings

· Storm warnings

· Flood warnings

· High wind warnings

· Gale warnings

· Snow and blowing snow advisories

· Winter weather advisories

· Heavy freezing spray warnings

· Dense fog advisories

· Wind advisories 

· Winter storm watches

· High wind watches

· Flood statements

· Coastal flood statements

· Special weather statements

· Hazardous weather outlooks

· Fire weather forecasts

· Hurricanes

YOUR COMMUNITY TRANSIT also maintains a dispatcher log, a narrative description of what occurs during each shift. The incoming dispatcher is able to read the previous shift log and know what needs to be tracked or what is going right and wrong. 
9. Accident Policy

YOUR COMMUNITY TRANSIT has implemented the following policy on emergency and reporting procedures in the event of a vehicle accident: 

· Evaluating the Accident 

· The first things to do after an accident are to (a) secure the vehicle immediately to protect passengers against subsequent damage and (b) find out if any passengers have been injured. 

· Call for assistance (EMS, police, etc.). 

· Stay calm.

· In addition to asking passengers if everyone is all right, look to see if there are any unconscious or seriously injured passengers who are unable to respond. Look for bleeding, broken limbs, vomiting, or poor breathing in particular. Administer first aid if necessary. 

· Be alert to warning signs, such as disorientation, confusion, or the inability to respond to questions. These could indicate serious head injury. 

· After you have determined that there are no serious injuries and that neither an ambulance nor first aid services are required, contact the dispatcher and then follow dispatch instructions. The local police, sheriff, or department of public safety officer must usually be called to investigate the scene of the accident. 

· Post-Accident Documentation – After you have responded to the accident by following the procedures described above, it will be necessary to obtain information and perform other actions to protect passengers and staff. The most important of these activities is to document what happened. 

· Remove the YOUR COMMUNITY TRANSIT fund insurance information packet, which is stored either in the glove box or above the vehicle visor. 

· Complete the insurance form. Answer all questions. 

· Obtain the names, addresses, and phone numbers of all passengers in your vehicle and indicate the seat that each person was sitting in at the time of the accident.

· Note the license plate number(s) of other vehicle(s) first. Then, obtain the names of driver(s) and passengers in other vehicle(s). 

· Note the names of the investigating police officer/sheriff’s deputy and his/her agency (county, city); also obtain the officer’s badge number and the case number (if one is available). 

· If an ambulance was called, note to which hospital the ambulance went. 

· Note the time and specific location of the accident. 

· Communications at the Scene – Do not talk to anyone about the accident except the appropriate authorities. The shift supervisor and the general manager will respond and investigate the accident scene.

· Do not blame others or take the blame for the accident. 

· Avoid discussing details with anyone except YOUR COMMUNITY TRANSIT officials and personnel from law enforcement, fire, or emergency medical services (EMS). 

· Don’t volunteer any information to anyone.

· Don’t make any statements to the press or bystanders. Refer their questions to YOUR COMMUNITY TRANSIT’S GENERAL MANAGER. 

· If contacted by an attorney or any other individual about the accident, refer them to YOUR COMMUNITY TRANSIT’S GENERAL MANAGER. 

Complete and turn in an incident report to YOUR COMMUNITY TRANSIT’S GENERAL MANAGER at the end of your shift or sooner if the vehicle is incapacitated or personal injury occurred. 

10. Policy for Testing Alarm System

YOUR COMMUNITY TRANSIT has equipped its main facility (administrative offices and maintenance garage) with an alarm system that is turned on nightly and during other non-service hours when the building is unoccupied. This system is monitored by an outside company (XYZ Security Company). On a weekly basis, a designated supervisor is required to test the door alarms in conjunction with the monitoring company. This is done by first alerting the alarm company via telephone, testing several doors, and then calling back to ensure that the alarms were received by the alarm company. The phone number of the alarm company is posted on the keypad of the alarm system and in the list of vendor contact numbers kept in the maintenance shop. 

C. Preparedness

Over a period of time, some security-related incidents will occur. YOUR COMMUNITY TRANSIT engages in preparedness activities to anticipate and minimize the impacts of such incidents. Proper planning equips employees to better manage these incidents. 
Emergencies and security events often occur and unfold quickly. To ensure that our response is effective, it is essential that employees and outside agencies are not compelled to improvise their reactions. Careful planning must occur ahead of time. This planning at YOUR COMMUNITY TRANSIT entails establishing authorities and responsibilities for security and emergency actions, arranging for the resources to support them, and periodically conducting drills or practice sessions along with training events. 

YOUR COMMUNITY TRANSIT has designated facilities, equipment, and other resources that will support the execution of assigned duties in the event of an incident, and the agency performs ongoing maintenance and testing of resources as well as staff training. 

Preparedness activities are different from mitigation measures. Mitigation activities focus on preventing the worst consequences of hazards that have occurred. Preparedness activities are planning measures that organizations can take to ready themselves and to ensure that reactions to events are efficient and effective.

As a preparedness-related factor, on February 28, 2003, President Bush issued Homeland Security Presidential Directive-5. HSPD-5 directed the Secretary of Homeland Security to develop and administer a National Incident Management System (NIMS). NIMS provides a consistent nationwide template to enable all government, private-sector, and nongovernmental organizations to work together during domestic incidents. YOUR COMMUNITY TRANSIT is committed to complying with this requirement and uses the NIMCAST tool (https://www.fema.gov/nimcast/) to track its ongoing progress. The agency requires that management staff take available NIMS training to understand this requirement and to coordinate regularly with outside organizations to prepare for coordinated responses to incidents. 

The table that follows lists preparedness activities: the nature of the activity, the frequency with which the activity is to be performed (daily, weekly, monthly, quarterly, annually, or other), and who is to perform the activity. Following the table is a description of each activity.
Preparedness Activities

	
	Frequency
	Responsibility
	Action

	1. 
	Daily
	Drivers/ mechanics
	Drivers and mechanics must ensure that each bus is equipped with on-board emergency supplies at all times.

	2. 
	Daily
	Supervisors
	By carrying out their security-related functions, supervisors help to mitigate the effects of those incidents that do occur on the system.

	3. 
	Daily
	Mechanics
	Mechanics have been assigned specific security-related maintenance tasks. These tasks are outlined in agency policies.

	4. 
	Daily
	Dispatch
	Dispatchers provide a critical security and emergency response function by linking system employees and outside personnel.

	5. 
	Weekly
	Administrative staff
	Computer backups of key financial, personnel, dispatching, and other information must be performed regularly. 

	6. 
	Monthly
	Administrative staff
	The administrative staff is responsible for storing a copy of monthly computer backups at a designated off-site location.

	7. 
	Quarterly
	Administrative staff
	The administrative staff is responsible for storing key agency documents (updated quarterly) at a designated off-site location.

	8. 
	Quarterly
	Management staff
	Management is responsible for tracking information on threats, including information from local law enforcement and other agencies.

	9. 
	Quarterly
	Management staff
	Management staff is responsible for updating the employee/responder contact list.

	10. 
	Quarterly
	Management/

administrative staff
	Management and administrative staff are responsible for identifying and obtaining the fiscal resources required for security activities, based on threat assessments and security equipment reviews.

	11. 
	Quarterly
	Management staff/mechanics
	Management is required to work with local fire personnel to test fire suppression equipment. Mechanics are responsible for testing smoke detectors and changing their batteries on an appropriate schedule. 

	12. 
	Quarterly
	Management staff/mechanics
	Management is required to work with local department of public works personnel to test backup power equipment. Mechanics are responsible for conducting this testing of changeover to generator power, checking backup fuel supplies, and performing routine maintenance on backup generators (e.g., starting periodically and lubricating). 

	13. 
	Every six months
	All employees
	All employees are provided training and drills to ensure they are familiar with emergency policies. 

	14. 
	Annually
	Key responders
	Key responders will participate in interagency regional training drills with emergency responders.

	15. 
	Annually
	Management staff
	Management will develop or update appropriate mutual aid agreements with local law enforcement agencies.

	16. 
	Annually
	Management staff
	Management will develop or update mutual aid agreements with area fire department.

	17. 
	Annually
	Management staff
	Management will develop or update mutual aid agreements with providers of emergency medical services.

	18. 
	Annually
	Management staff
	Management will develop or update mutual aid agreements with area emergency management agency.

	19. 
	Annually
	Management staff
	Management will develop or update mutual aid agreements with other organizations as required (e.g., regional emergency management agency, hospital, schools, and public utilities).

	20. 
	As required/ appropriate
	Administrative staff
	The general manager and assistant general manager must take NIMS training available through DHS online.

	21. 
	As required/ appropriate
	Administrative staff
	All newly hired employees are provided with classroom instruction, a portion of which focuses on security-related procedures. This training is provided by administrative staff.

	22. 
	As required/ appropriate
	Administrative staff
	Administrative staff must notify the general manager of any employee disciplinary actions that may result in an employee becoming a threat to the agency.

	23. 
	As required/ appropriate
	Management staff/ dispatchers
	Management staff and dispatchers are to review and respond appropriately to FTA e-mail alerts.

	24. 
	As required/ appropriate
	Management staff
	At heightened alert levels, or based on specific local information, the agency may need to reduce, reroute, cancel, or increase service in affected areas.

	25. 
	As required/ appropriate
	Management staff/ supervisors
	At elevated alert levels, management staff may decide to require increased facility inspections by supervisory staff.


1. On-Board Emergency Supplies

It is the policy of YOUR COMMUNITY TRANSIT to maintain fully stocked first aid kits, biohazard cleanup packs, fire suppression equipment, vehicle emergency equipment, and emergency instructions in all vehicles. The assigned driver shall inspect the vehicle daily for the following emergency supplies and document the results on the pre-trip inspection sheet (in addition, when a mechanic places a vehicle back in service, he or she must complete the following checklist items on his inspection sheet): 

· First Aid Kit – First aid lists are stored in all vehicles. Kits are restocked, if necessary, following inspection. Missing items are obtained from the vehicle custodian who handles supply orders. The first aid kit should contain the following:

· 32 – ¾" x 3" sheer bandages

· 20 – 1" x 3" fabric bandages

· 4 small non-stick pads

· 2 – 2" soft-gauze pads

· 2 oval eye pads

· 1 triangular bandage

· Hypo-allergenic first aid tape

· 1 – 2" elastic bandage

· Tube of first aid cream

· Antiseptic wipes

· First aid guide

· Card listing kit contents 

· Scissors

· 2 disposable latex medical gloves

· 1 CPR resuscitator with one-way valve and filter

· Biohazard cleanup pack kit

· 1 pair of latex medical gloves

· 1 liquid treatment system

· 1 pair of disposable waste scoops/scrapers

· 1 surface disinfectant wipe

· 1 antimicrobial wipe

· 1 biohazard waste bag

· 1 evidence/syringe container

· 1 biohazard instruction sheet

· Fire suppression equipment – A 5-pound ABC dry chemical fire extinguisher is mounted in each vehicle, beside or behind the driver seat.

· The extinguisher is inspected by the driver to ensure the pressure is acceptable (i.e., that the indicator is in the green zone). If the indicator enters the red zone, the mechanic will remove the extinguisher from the vehicle and replace it with a new/recharged unit.

· The mechanic shall inspect all extinguishers annually, replacing or recharging units as necessary (as indicated by the tests).

· A fire inspection tag shall be affixed to each extinguisher, showing the year and date of the inspection and the signature of the inspector.

(Note: Emergency kits and supplies are permanently mounted in each vehicle. It is the driver’s responsibility to note the location of these items during the pre-trip inspection.)

· Flashlights – A two-cell flashlight is issued to all drivers for use in YOUR COMMUNITY TRANSIT vehicles. Flashlights are inspected daily for operability, battery charge, and illumination. Dead or weak batteries are replaced as needed. Fresh batteries are obtained from the general manager or the mechanics.

· A “safe cut” seat belt cutter is mounted on the dash of all vehicles with front or rear lift. An additional seat belt cutter is mounted in the upper corner of the doorway near the rear lift on vehicles that are so equipped. 

· Emergency vehicle supplies, jumper cables, fuses and emergency signal markers are maintained in the rear of all vehicles in a secure and closed container.

· Emergency instructions – Written procedures regarding the handling of accidents, mechanical and road emergencies are located in the vehicle glove compartment.
2. Supervisors’ Role in Security/Emergency Management 

Specific guidance is provided to supervisors during employee training; however, supervisors at YOUR COMMUNITY TRANSIT are responsible for the following day-to-day activities:

· Providing leadership and direction during security incidents

· Handling minor, non-threatening rule violations

· Defusing minor arguments

· Making decisions regarding the continuation of operations

· Responding to service complaints

· Rendering assistance with crowd control; gathering victim/witness information; and providing general on-scene assistance during security-related incidents

· Completing necessary security-related reports

· Photographing damage and injuries

· Testing alarm systems

· Coordinating with transportation dispatchers and with outside agencies at incident scenes that disrupt bus service

3. Mechanics’ Role in Security/Emergency Management

YOUR COMMUNITY TRANSIT mechanics have a critical role in preventing the occurrence or recurrence of security issues at the agency. Mechanics are given training in the specific activities they must perform on a day-to-day basis; however, they are expected to perform the following security- and emergency management–related tasks:

· Reporting vandalism 

· Reporting threats to and vulnerabilities of vehicle storage facilities 

· Providing priority response to safety and security-critical items (such as lighting) 

· Maintaining facility alarm systems

· Maintaining all safety and security items on the operating fleet

4. Dispatchers’ Role in Security/Emergency Management

Specific training is provided to dispatchers during employee training; however, the YOUR COMMUNITY TRANSIT dispatcher is responsible for the following day-to-day security- and emergency management–related tasks:

· Providing direct, round-the-clock supervision of system operations

· Receiving radio calls for assistance from employees, contract law enforcement personnel, or other first responders (such as fire or ambulance services)

· Notifying supervisory and managerial personnel of serious/significant incidents involving transit personnel, vehicles, property, or equipment

· Completing security-related reports

· Completing the dispatcher log 

· Providing verbal direction and assistance to on-scene personnel

5. Policy for Backing Up Computers

Computer backups of key financial, personnel, dispatching, and other information must be performed weekly. These backups are stored in a fireproof safe and rotated on a weekly basis. The preservation of records, specifically including the backing up of agency computers, is the responsibility of the Your Community Transit human resources manager. 

6. Policy for Storage of Computer Backup Data at an Off-Site Location

Monthly, a copy of the latest computer backup media is brought to the designated off-site location for storage. The storage of the media off site ensures that, in case of fire or theft, the primary and backup data are not both lost. 

The designated off-site location for duplicate agency records, including computer backup media, is the Local County Clerk’s Office (phone number: [555] 555-9999). The preservation of records is the responsibility of the Your Community Transit human resources manager.

7. Policy for Storage of Key Agency Documents at an Off-Site Location

Quarterly, copies of critical paper documents (such as the agency’s articles of incorporation) are also brought to an off-site location to ensure there is a full, up-to-date copy of all key agency information in case of fire, theft, vandalism, or other damage to Your Community Transit offices. 

The designated off-site location for duplicate agency records is the Local County Clerk’s Office (phone number: [555] 555-9999). The preservation of records is the responsibility of the Your Community Transit human resources manager.

8. Policy for Understanding Local Threats

As-needed, but at least quarterly, the Your Community Transit general manager coordinates collection and analysis of information on threat conditions. The general manager communicates with the Local County Sheriff’s Department at least quarterly and attends regular meetings of the Local County Emergency Management Agency. In addition, the general manager reviews crime and security data, input on hazardous situations received by passengers and employees over the past quarter and any other information that is pertinent to the threats the agency is likely to face. Following these threat assessments, policies, procedures, direct service, and safety/emergency equipment are adjusted as necessary. 

9. Update Employee/Responder Contact List

At Your Community Transit, the assistant general manager is responsible for updating the HSP at least annually or as dictated by circumstances. This includes an update of the list of emergency contact numbers. 
10. Fiscal Security Planning

Management and administrative staff will adjust spending plans based on the ongoing and projected security and emergency management needs of Your Community Transit and the quarterly reassessment of threats. For example, if new threats warrant the short-term implementation of more extensive bus checks that will require overtime, adjustments in other budget line items must be made (or other funding sources must be identified). 

11. Test Fire Alarms, Fire Suppression Equipment, and Smoke Detectors

Your Community Transit has equipped its main facility (administrative offices and maintenance garage) with a fire alarm/sprinkler system. Annually, the general manager is required to coordinate with the local fire department to arrange for inspection of this system. 

Smoke detectors are tested and batteries changed twice a year (for convenience, this task is scheduled to coincide with when the clocks are set ahead and back for daylight saving time). Mechanics are responsible for carrying out this task, and for recording it in the log book provided for the purpose.

12. Test Backup Power Generation

Your Community Transit has equipped its main facility (administrative offices and maintenance garage) with a backup power generation system. Monthly the lead mechanic checks the fuel and operating condition and runs the backup power system for a minimum of one half hour. Mechanics are responsible for carrying out this testing of changeover to generator power, checking backup fuel supplies, performing routine maintenance on backup generators (e.g., lubricating), and recording it in the log book provided for the purpose.

Annually, the general manager is required to coordinate with the local department of public works and appropriate utilities to arrange for inspection of this system. 

13. Conduct Agency Emergency Response Drills

Emergency response and evacuation drills are each conducted at least once every six months. This training ensures employees are familiar with emergency policies. 

14. Participate In Regional Drills

Your Community Transit works with the Local County Emergency Management Agency, first responders, and other agencies and organizations that would play a key role in an emergency. To support improved emergency and incident preparedness and response, Your Community Transit will participate in, at a minimum, one exercise or drill each year with local public safety organizations. Interagency training stresses collaborative activities performed by transportation employees—in concert with local law enforcement, fire and emergency medical services, and other local agencies—to support capabilities to accomplish group tasks.

15. Mutual Aid Agreements with Law Enforcement

Your Community Transit regularly works with the Local County Sheriff Department and the Your-State State Police Department to improve security and emergency/incident preparedness and response capabilities. This includes activities such as the following:

· Maintaining regular communications with law enforcement 

· Meeting at least once a year to ensure transit issues are understood by law enforcement

· Developing an emergency contact list for dispatchers

· Communicating regularly on optimal incident reporting methods that will offer law enforcement all the information they need

· Establishing appropriate methods of communication for continuous coordination during an emergency

· Establishing procedures for supplying the unique types of emergency service that may be required in particular emergency situations
16. Mutual Aid Agreements with Fire Department

Your Community Transit works with the Local County Volunteer Fire Department on a regular basis to support improved security and emergency/incident preparedness and response. This includes the following activities:

· Maintaining regular communications with fire services 

· Establishing the level of service (e.g., equipment and personnel) to be delivered in response to various types of transit system emergencies

· Specifying in advance the level of notification, command and control, and degree of responsibility that will apply on site

· Establishing appropriate methods of communication

· Developing procedures for continuous coordination and transfer of command

· Providing training for fire department personnel to familiarize them with transit equipment and facilities and access/egress procedures

· Conducting periodic drills in cooperation with the fire department

· Scheduling a meeting at least annually to ensure transit issues (e.g., evacuation of transit vehicles, considerations for persons with disabilities) are understood by fire officials

· Identifying any special tools and equipment the firefighters might need to address transit emergencies (particularly items that the firefighters would not normally possess) by inviting firefighters to visit the agency annually and walking them through transit vehicles and facilities

· Reviewing current fire-related plans and policies

· Ensuring that fire annunciation and evacuation procedures are part of the standard procedures and training for operators

17. Mutual Aid Agreements with Emergency Medical Services (EMS)

Emergency medical services (EMS) response is handled in Local County by the Local County Volunteer Fire Department. In addition to the duties related to fire hazards (above), Your Community Transit works with the Local County Volunteer Fire Department on a regular basis to support improved medical response. Preparations include the following activities:

· Maintaining regular communications with EMS 

· Scheduling a meeting on transit property or at the offices of EMS at least annually to ensure transit issues are understood by the organization

· Establishing appropriate EMS unit jurisdictions

· Establishing the level of service (equipment, personnel, etc.) to be delivered in response to various types and degrees of emergencies

· Establishing appropriate methods of communication for continuous coordination during a response

· Familiarizing EMS personnel with transit vehicles and facilities

· Conducting periodic drills in conjunction with EMS personnel

18. Mutual Aid Agreements with Emergency Planning Organization

Your Community Transit works with the Local County Emergency Management Agency on a regular basis to

· Review current plans and policies

· Identify current security and emergency considerations

· Establish and maintain ongoing communications

To support improved emergency and incident preparedness and response, Your Community Transit will participate in, at a minimum, one annual exercise or drill a year with local public safety organizations.

19. Mutual Aid Agreements with Others

Your Community Transit works with a number of organizations outside of the law enforcement, fire, emergency management, and EMS communities. For example, Your Community Transit has worked with hospitals and public utilities to ensure proper response to emergency and security incidents. Your Community Transit also distributes brochures and other information about the system to local organizations in the system’s operating territory. These materials include illustrations of equipment and descriptions of entry and evacuation procedures for the transit system’s vehicles and other facilities.

Your Community Transit performs the following activities with these organizations:

· Establishing with hospitals the level of emergency services generally available at the hospitals in the vicinity of the transit system routes

· Establishing the manner in which patients will be assigned or routed to various hospitals (e.g., by the fire/rescue communications center, fire department, emergency medical services, etc.)

· Coordinating bus stop maintenance with the department of public works 

· Working with the court system (including efforts to ban problem patrons)

· Coordinating with schools to curb activities such as disruptive behavior or vandalism

· Meeting with frequent users of transit, including community groups such as churches and nursing homes, to discuss crime prevention and other activities

20. NIMS Training

The requirements of the NIMS system requires that Your Community Transit comply with a number of specific activities to ensure that personnel who will be conducting activities in response to emergencies use the standard Incident Command System (ICS). This ensures a coordinated response method for emergencies that involve several organizations – an example would be a bomb threat that involves law enforcement agencies from the city, the county and the ATF; fire department(s); EMS; other city organizations; and the transit agency (for evacuation). ICS offers a common, scalable template for operations during an emergency. It is important (and required by NIMS) to ensure that each entity participating in an emergency understands who is in charge, how information is to be shared, and what the priorities are in any situation covered by the ISC. 

In order to ensure that these requirements are met, FEMA’s online training course detailing this system (as well as incident Command and Management requirements) is to be taken by the general manager and the assistant general manager. http://training.fema.gov/EMIWeb/IS/is700.asp. 
21. New Employee Training on Security Awareness

All newly hired employees are provided with classroom instruction, a portion of which deals with security-related training. Drivers are given instruction in Your Community Transit rules and standard operating procedures in the following areas:

· General Rules: General employee rules; includes instruction on duty to report any safety or security hazards observed by employees.

· Personal Appearance and Conduct: Covers uniforms, grooming, and employee conduct.

· Customer Service: Covers expectations of employees when dealing with the public; includes instruction on how and to whom to report security incidents, and types of individuals or situations to be aware of and report.

· Traffic Laws: Covers applicable traffic-related laws and regulations, drug and alcohol testing, and drug and alcohol use restrictions.

· Pre-Trip Inspection: Provides instruction in thorough inspection of a vehicle prior to placing the vehicle in service.

· Maintenance and Operations: Provides instruction on vehicle operating procedures and identifying common mechanical problems; also stresses the importance of graffiti removal and identification, notification to security personnel, and documentation of gang-related graffiti.

· Fare Handling: Covers fare collection procedures and provides instruction in dealing with fare disputes, conflict resolution, and notification to security personnel.

· Americans with Disabilities Act Requirements: Provides instruction in complying with ADA requirements and providing service to patrons with disabilities.

· Emergency Procedures: Provides instruction in emergency communications, involvement in traffic accidents, bio-hazards, and medical emergencies involving passengers.

· Safety Procedures: Provides instruction in dealing with traffic safety issues; procedures for drivers to follow if involved in a traffic accident; fire, chemical, or biological spill procedures; and procedures for dealing with suspicious objects or suspected explosive devices.

· Radio Procedures: Provides instruction on radio procedure for both routine and emergency radio traffic. Includes instruction on reporting crimes, suspicious acts, and potentially hazardous situations.

· Report Writing: Provides instruction on report writing and reporting requirements.

As part of their new-hire training, all new employees are also required to view a videotape presentation titled System Security Awareness for Transit Employees – Warning Signs

(National Transit Institute/Federal Transit Administration, 2003).

Warning Signs is a 15-minute video presentation on the key aspects of system security for transit employees. It is designed to increase the viewer's awareness of what to look for and what to do regarding suspicious activity, packages, devices, and substances. 

The video can be downloaded from the following Internet location:

http://transit-safety.volpe.dot.gov/Security/TrainingTools/default.asp#SSEP
A new-hire check-off list must be completed to ensure the employee has received all required training and information (see appendix).

22. Disciplinary Actions of Employees Who Are Potential Threats to the Agency

Occasionally an administrative or other action (e.g., disciplining or terminating an employee) may trigger concerns that the employee will retaliate in some way that poses a threat to the agency. The administrative staff is responsible for notifying the general manager of any employee disciplinary action that may result in the affected employee becoming a threat to Your Community Transit facilities, systems, passengers, employees, or other assets. Depending on the level of threat the employee is felt to pose, different measures may be taken (e.g., changing locks to administrative facilities).

23. Policy for Processing FTA Alerts

The general manager, assistant general manager, and dispatcher are required to sign up for, receive, and review in a timely fashion any security alerts from the FTA. These alerts notify transit providers if there is a change in the Department of Homeland Security threat level; they may also contain other relevant security information as needed.

Employees can sign up to receive these alerts at http://transit-safety.volpe.dot.gov/.

24. Emergency Service Changes

At heightened alert levels or when warranted by specific local information, Your Community Transit may need to reduce, reroute, cancel, or increase service in affected areas. The general manager—using specific threat information received by the local sheriff, FTA, and other sources—may consider changes to routes to ensure the security and well-being of employees, passengers, and the general public.

25. Facilities Inspections at Elevated Alert Levels

At the discretion of the general manager, increased patrols of facilities may be performed in response to elevated threat levels (particularly red level) or specific threat information received by local law enforcement. A supervisor will be designated to perform routine checks of all transit facilities to look for out-of-place objects, evidence of break-in or tampering, suspicious activities, or other threat-specific issues.

D. Response

Response activities are activities that Your Community Transit has specified to react to hazards.

Using proper procedures and following established policies will help protect employees, passengers, and others while safeguarding property. Response policies and procedures provide tools to manage incidents at Your Community Transit. 

The table that follows lists specific response activities and identifies who is to perform each activity. Following the table is a description of each activity.
Response Activities

(Note that there is no column for “frequency” as with the other measures. These actions are not undertaken on a regular basis, but rather are triggered in response to an emergency or security incident.)

	
	Responsibility
	Action

	1. 
	Drivers
	Drivers are to follow established agency guidelines for contacting dispatch if a situation arises that requires further agency intervention, such as a disruptive passenger. 

	2. 
	Drivers
	Emergency drop points will be used by drivers to drop off passengers at the nearest safe location if instructed to do so by the dispatcher or the designated backup.

	3. 
	Drivers, supervisors, mechanics
	Agency policies are in place for identifying and responding to suspicious activities.

	4. 
	Drivers, supervisors, mechanics
	If a suspicious package, device, or substance is located, agency guidelines for evaluating such items will be implemented.

	5. 
	Drivers, supervisors, mechanics
	If a suspicious item is determined to be potentially dangerous, agency policy of “isolate, evacuate, and get help” will be implemented.

	6. 
	Drivers, dispatch
	Dispatchers, drivers, and others in radio contact must follow agency radio procedures during an emergency.

	7. 
	Drivers, dispatch
	Dispatchers, drivers, and others who normally are in radio contact during the course of their duties may use a cellular phone to contact the agency only in cases of emergency when the radio is not available or is inoperable. Otherwise, cell phone use is not permitted, except during scheduled breaks. 

	8. 
	Drivers, dispatch,

supervisors
	Drivers are to interrupt route if conditions, such as bad weather or a security event, present a hazard to operations. The driver must take instruction from the dispatcher.

	9. 
	Drivers, dispatch, supervisors or management
	Employees receiving incident information must complete a form recording relevant data.

	10. 
	Dispatch
	Dispatchers must collect critical information upon notification of emergency or security event.

	11. 
	Dispatch
	Dispatchers or others receiving a bomb threat are to use established agency bomb threat procedures.

	12. 
	Dispatch/ management staff
	Dispatchers are to use the agency’s emergency checklist when contacted by the local emergency manager regarding a regional emergency.

	13. 
	Dispatch/ management staff
	The agency is to enact the “Normal Hours Emergency Response” procedures in the event of an emergency occurring during normal operating hours.

	14. 
	Dispatch/ management staff
	The agency is to enact the “After Hours Emergency Response” procedures in the case of an emergency occurring after normal operating hours.

	15. 
	Dispatch/ management staff
	The emergency response coordinator must use the mobilization resource list to record agency information during an emergency.

	16. 
	Management staff
	An emergency press release will be used to supply information to the public in the event of an incident affecting transit. 

	17. 
	All employees
	All employees must follow agency evacuation procedures whenever an emergency requires an evacuation.

	18. 
	All employees
	Employees are to report crimes requiring law enforcement intervention to the 911 operator whenever such crimes are observed on transit vehicles, at transit facilities, or at other locations. 

	19. 
	All employees
	For most security situations, assistance from law enforcement is available. The agency must manage short-term response to events until assistance arrives.

	20. 
	All employees
	All employees must use established emergency response procedures and routes during an emergency.


1. Policy for Requesting Agency Assistance for Security Incidents and Other Hazards

If an incident occurs that requires further assistance from the agency (such as the need for a supervisor to handle a disruptive passenger), the driver is required to contact dispatch with the following information:

· The nature of the problem

· The location of the vehicle

· What assistance is requested

The dispatcher will respond with the following:

· A confirmation of the information

· A description of what action will be taken

· An estimated time for response to the problem

· Further instructions to the driver, if applicable (e.g., to pull over and wait for assistance)

2. Emergency Drop Points

Emergency drop points are pre-designated safe locations that will be used by drivers to drop off passengers whenever instructed to do so by the dispatcher or the designated backup. In the event of an emergency, the emergency response coordinator must complete the form for each route, indicating that the driver has been contacted and given instructions, whether the vehicle has passengers to drop off, and the estimated time to drop off. 

Decisions on selection of drop points will be based on the following:

· Geographic distribution

· Prioritization of passengers based on critical factors (e.g., medical needs of persons in the area)

· Safety of drop points

· Availability of personnel at these locations to communicate during majority of day (24-hour-per-day staffing is desirable, such as at police departments and convenience stores)

The list of drop points will be maintained by the general manager and reviewed on a quarterly basis.

	Route 
	Contacted and given instructions by the ERC?
	Emergency passenger drop required (how many)?
	Emergency passenger drop location
	ETA to emergency staging area

	Ames/Mall 
	
	
	WO Dairy Mart, Star City
	

	Blue
	
	
	Canyon Dairy Mart, Old Mall, C-Store
	

	Cassville
	
	
	Star City C-Store, Drive-In
	

	Crown/Mt. Height/
Grafton Fairmont Rd.
	
	
	WO Dairy Mart, Sabraton Grafton Rd. Dairy Mart
	

	Downtown Mall P.M.
	
	
	7-11, Lair, WO Dairy Mart
	

	Gold Line
	
	
	VanVoorhis Dairy Mart, 7-11
	

	Grafton Van
	
	
	Grafton Road Dairy Mart
	

	Green Line
	
	
	WO Dairy Mart, South U Gas Station, Shop-Mart
	

	Hundred Van
	
	
	Star City C-Store
	

	Purple Line
	
	
	Star City Dairy Mart, 7-11
	


3. Evaluating and Managing Suspicious Activities

Your Community Transit uses the following guidelines for identifying and responding to suspicious activities. Employees should consider the following suspicious:

· People who are 

· In an unauthorized or restricted area 

· On agency property without proper identification, uniform, or safety gear 

· In the wrong place, or who appear lost 

· Loitering, staring, or watching employees and customers (including panhandlers)

· Pacing, nervous, or jumpy 

· Acting in a disorderly manner, alarming or disturbing others 

· Quickly exiting an area after abandoning a package 

· Taking photographs of equipment and secure areas 

· Carrying a weapon or suspected weapon 

· Expressing an unusual level of interest in operations, equipment, and personnel 

· Unfamiliar couriers, repair personnel, utility crews, or “trusted employees” who are in the wrong place 

· Cars, trucks, motorcycles, and bikes parked or standing in out-of-place or strange locations

· Overloaded or sagging vehicles

Your Community Transit’s policy on responding to suspicious persons is as follows:

· Only approach someone if you are comfortable doing so 

· Lend assistance and calmly ask 

· For an ID card or badge 

· If you can help them 

· Who they are there to see 

· If you can escort them out of the area 

· Avoid

· Approaching threatening or dangerous persons 

· Being aggressive, confrontational, abusive, or offensive 

· Detaining or holding a person by any means 

· Stay alert and observe their location, activity, behavior, and physical characteristics
· Try to keep them in your sight at all times
· Report any incidents of suspicious behavior or activity through the proper channels
· Include in the report the location in which you found them, particularly if it is a secure area that may have been compromised
· If they do leave, note their direction of travel, description of vehicle and license plate
· When you witness someone engaged in suspicious activity, observe and report the following personal characteristics:

· Head – Eyes, ears, hair and facial hair, mouth, nose, forehead, cheeks and chin, complexion, jewelry, hat 

· Body – Neck, arms, chest, stomach, shirt/blouse/dress, coat, accessories, tattoos 

· Legs – Pants, skirt, belt, feet, socks, shoes 

· Overall appearance – Height, weight, gender, neat or sloppy, packages, bags, or accessories 

· Unique characteristics – Scars, birthmarks, or other identifying attributes

4. Evaluating Suspicious Substances or Packages

If a suspicious substance or package is identified by a Your Community Transit employee, the driver or other employee who has found the item is to conduct a visual examination to determine if protective action is necessary. The following procedure applies: 

Evaluate each questionable situation to determine whether an unknown substance or suspicious package is actually something harmless. It may be harmful if any of the following questions can be answered with a “yes.” 

· Is there an unexplained odor or are human illness symptoms present? 

· Is it a solid or powder? Are there granules much finer than sand (and is the material of a consistency or a size that could be easily inhaled)? 

· Was a specific threat made or a possible dissemination device found that coincides with the discovery of the unknown substance? Or both? 

· Are colored residue, dead foliage, dead insects, or dead animals visible in the vicinity? 

· Are there unusual wires or batteries visible (which may indicate an explosive)? 

· Are tanks, bottles or bags visible (which may indicate that a chemical is present)? 

· Is there a message attached to the article? 

· Is there a suspicious cloud, mist, gas, or vapor? 

· Is anything seeping from the article? Is it oily? 

· Is the unattended article in an out-of-the-way place? 

· Was anyone observed abandoning the article and quickly leaving the scene? 

· Are people in the area showing signs of sickness or distress? 

· Did you or a rider observe a patron acting or behaving in a suspicious manner (e.g. a patron in a long coat with bulges on a hot summer day or a rider attempting to ignite a substance or package)?

If you can answer “yes” to any of the above, immediately contact dispatch and implement the agency policy on coping with unknown substances or packages. Further, if two or more patrons suddenly become ill, collapse, or complain of dizziness, immediately pull over (if the vehicle is in motion) and evacuate the transit vehicle. 

The above list is not all-inclusive. Many different scenarios could arise in the event of a terrorist attack. Ultimately, the employee’s instinct and common sense may be the factors that determine whether a situation warrants immediate attention. As when confronted with any criminal activity, the employee should feel free to contact dispatch any time he/she feels there is a potential threat.

5. Handling a Suspicious Package, Device, or Substance

If a suspicious package, device, or substance is observed, follow Your Community Transit’s procedure of isolate, evacuate, and get help. 

Isolate 
The driver should instruct customers to move away from the potentially contaminated area, suspicious substance, or suspicious package. Although not always practical, when attempting to react as quickly as possible, the driver should attempt to find a safe location in which to pull over. If given the choice between stopping in front of a shopping mall or next to a city park, for example, the less populated area is usually the best choice. However, this decision should be made as quickly as possible to limit potential harm to passengers. 

Evacuate 
Remain calm and await further instructions from the dispatcher. Evacuations should only be considered when the driver feels his/her life or the lives of his/her passengers are threatened. If instructed to evacuate by dispatch, follow these procedures: 

· Find a safe location 

· Stop the vehicle in a safe location and notify dispatch of your location

· Shut off the HVAC 

· Evacuate your vehicle, making sure that your passengers take their possessions with them 

· Close the doors to the vehicle to prevent reentry 

· Have your passengers move at least 1,000 feet from the vehicle (preferably upwind) 

Get Help 
· Do not reenter the vehicle 

· Do not use the radio or phone from any closer than 1,000 feet away (this only applies if the hazard is a suspected bomb or explosive device)

· Try to collect names and phone numbers of all passengers 

· Await further instructions from dispatch or the emergency response coordinator 

· Provide as much information regarding the incident as possible to dispatch and to emergency responders 

6. Radio Usage Policy

To ensure the safety of our drivers and passengers and to enhance the performance of our operations, all Your Community Transit employees will be familiar with two-way radio operations. Basic procedures are as follows:

· Staff using the two-way radio will follow the standard practices of the FCC. Profanity, abusive language, or other inappropriate transmissions are not allowed and could result in disciplinary action. 

· All base stations and vehicle units shall be tuned to the appropriate assigned frequency at all times. 

· Staff should initiate communications by first stating who they are calling, and then who is making the call (e.g., “Base, this is unit 102”). At the completion of the transmission both parties will indicate that the transmission is completed by stating their call sign and “clear” (e.g., “102 clear”).

· Except in the event of an emergency, all staff should listen for five seconds before transmitting to ensure there are no transmissions in progress. Other units’ transmissions should not be interrupted unless it is an emergency. 

· In the event of an emergency, establish communications on the primary frequency and immediately shift to the secondary frequency. State the nature of the emergency and what assistance you are requesting. To ensure that appropriate help arrives promptly, you should transmit the following items as soon as possible: 

· Who you are and your location, in detail. Specify what city you are in, since some streets carry the same name throughout our area. Give cross streets and local landmarks if appropriate. 

· State what assistance you need (supervisor, police, EMS, etc.). 

· State how many passengers you have, and what their status is at the time. 

· If you are not involved with the emergency, stay off the radio; communications should be between dispatch and the unit requesting assistance. After initial contact, emergency communications may also take place between a supervisor and the unit, or between dispatch and a supervisor. 

7. Cell Phone Usage Policy

In general, dispatchers, drivers, and others are not permitted to use personal cellular phones during their shifts, except during scheduled breaks. In an emergency, if an employee is unable to use the radio (e.g., he is separated from the vehicle due to a need to evacuate or the radio is inoperable due to lack of coverage or other malfunction), a personal cellular phone may be used to contact the agency. The direct line to the dispatcher should be used for this purpose.

8. Aborting or Changing Route Due to a Hazard

To the extent possible, Your Community Transit avoids sending vehicles out in conditions that might pose a hazard. It is the responsibility of the shift supervisor to check weather and other relevant conditions at the beginning of a shift, and on an ongoing basis, to safeguard the well-being of passengers, employees, and others. If a hazard is encountered that causes it to be unsafe to continue on a route, agency policy is as follows:

· If the hazard is noted by the driver, he or she must call the dispatcher, describe the situation, and await further instruction.

· If the hazard is noted by staff other than the driver (e.g., the dispatcher becomes aware that a tornado is approaching), the dispatcher will contact the driver and provide direction.

Direction may be as follows:

· To abort the route and drive the passengers to the nearest emergency drop point (see policy on emergency drop points)

· To abort the route and return to the agency (particularly if there are no passengers on the vehicle)

· To drop off some or all passengers at the next stops and to then abort the route, following the instructions of the dispatcher (returning to the agency or using an emergency drop point)

With most hazards or emergencies, it is the primary policy of Your Community Transit that the driver must, first, communicate with the dispatcher, describe the situation, and await instruction. Policies are in place for a range of situations. There is the potential to create further hazards for employees and passengers by attempting to take heroic measures to continue with service. Avoiding such risks is paramount.
9. Policy for Filing an Incident Report

For voice notifications of incidents, the employee receiving notification must fill in a standard form or log to note specific information. Typical information to be collected at the initial reporting of the incident is shown in the form below. More than the minimal information is not immediately necessary, particularly since its collection could slow the response at the very time when speed is most needed. Assistance must not be delayed to compose paperwork.

	Incident Report



	Please supply the following information
about the incident you are reporting:



	Date:
	____ / ____ / ____
	

	Time:
	____ : ____
	am

pm
	

	Vehicle:
	__________________________
	

	Location:
	___________________________________________________
	

	Description of Incident



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	When you have completed the report, sign your name below and take the form to your supervisor. The supervisor should sign this report, as received, in front of the driver.



	
	
	
	
	
	
	

	
	Driver Signature
	
	Supervisor Signature
	
	Date


	


10. Notification of Emergency

The following information (as appropriate) is to be collected by dispatch from on-scene personnel reporting an emergency at Your Community Transit:

Type of emergency

· Fire

· Accident/derailment/collision

· Death or injury in the right of way

· Right-of-way intrusion

· Hazardous material spill/leak

· Earthquake

· Tornado

· High-velocity winds

· Flooding

· Explosion

· Hostage/barricade situation

· Bomb threat

· Other

Location of emergency

· Highway mile marker

· Street address

Other

· Type of structures/vehicle involved

· Bus number and route

· Size of area involved

· Number of additional transit personnel required

· Assistance required from external agencies (e.g., ambulance, law enforcement, fire, public utility)

· Number and type of casualties/injuries

11. Bomb Threat Checklist

The following checklist is to be used in the event that a bomb threat is received at Your Community Transit. The information will be given to the 911 operator after the call is over.

	Exact time and date of call:
	

	Exact words of caller:
	

	Is the caller male or female?
	

	Can you tell what race or ethnicity the caller is?
	

	Can you tell what region of the country the caller is from?
	


Voice


Accent

Manner

Background Noise

 FORMCHECKBOX 
 Loud

 FORMCHECKBOX 
 Local

 FORMCHECKBOX 
 Calm

 FORMCHECKBOX 
 Factory machines

 FORMCHECKBOX 
 High pitched
 FORMCHECKBOX 
 Not local

 FORMCHECKBOX 
 Rational

 FORMCHECKBOX 
 Bedlam

 FORMCHECKBOX 
 Raspy

 FORMCHECKBOX 
 Foreign

 FORMCHECKBOX 
 Coherent

 FORMCHECKBOX 
 Music

 FORMCHECKBOX 
 Intoxicated




 FORMCHECKBOX 
 Deliberate

 FORMCHECKBOX 
 Office machines

 FORMCHECKBOX 
 Soft





 FORMCHECKBOX 
 Righteous

 FORMCHECKBOX 
 Mixed

 FORMCHECKBOX 
 Deep




 FORMCHECKBOX 
 Angry

 FORMCHECKBOX 
 Street traffic

 FORMCHECKBOX 
 Pleasant




 FORMCHECKBOX 
 Irrational

 FORMCHECKBOX 
 Trains

 FORMCHECKBOX 
 Other




 FORMCHECKBOX 
 Incoherent

 FORMCHECKBOX 
 Animals







 FORMCHECKBOX 
 Emotional

 FORMCHECKBOX 
 Quiet







 FORMCHECKBOX 
 Laughing

 FORMCHECKBOX 
 Voices










 FORMCHECKBOX 
 Airplanes










 FORMCHECKBOX 
 Party atmosphere

Language

Speech

Familiarity with Threatened Facility


 FORMCHECKBOX 
 Excellent

 FORMCHECKBOX 
 Fast

 FORMCHECKBOX 
 Much



 FORMCHECKBOX 
 Fair


 FORMCHECKBOX 
 Distinct

 FORMCHECKBOX 
 Some



 FORMCHECKBOX 
 Foul

 FORMCHECKBOX 
 Stutter

 FORMCHECKBOX 
 None



 FORMCHECKBOX 
 Good

 FORMCHECKBOX 
 Slurred





 FORMCHECKBOX 
 Poor

 FORMCHECKBOX 
 Slow





 FORMCHECKBOX 
 Pleasant

 FORMCHECKBOX 
 Distorted





 FORMCHECKBOX 
 Other

 FORMCHECKBOX 
 Nasal








 FORMCHECKBOX 
 Lisp








 FORMCHECKBOX 
 Other


Questions to Ask the Caller

	When is the bomb going to explode?

	Where is the bomb?

	What does it look like?

	What kind of bomb is it?

	What will cause it to explode?

	Did you place the bomb?

	Why did you place the bomb?

	Where are you calling from?

	What is your address?

	What is your name?

	Observations

	If the voice is familiar, who did it sound like?

	Were there any background noises?

	Telephone number call received at:

	Person receiving call:

	Any additional remarks:


12. Checklist to Use When Contacted by the Designated Local Emergency Manager

When an outside emergency occurs in the community that requires transit agency participation, response, or awareness, the local emergency manager (e.g., the fire chief or a designee) will contact Your Community Transit. When this individual contacts Your Community Transit in an emergency, the dispatcher or other individual receiving the call is to use the following first responder checklist:

First Responder Checklist

(Keep this form by dispatch telephone and primary telephone operator)
· Obtain the contacting official’s name and telephone number. Write them down here:

· Assign someone to call off-duty drivers, mechanics, and managers to work during the emergency; the phone list is posted on the wall in the dispatch office. 

· Assign someone to send out the press release to notify off-duty drivers to come to work.

· Contact any drivers on duty and give instructions that they are to drop off their passengers at a safe location (see list of emergency drop points).

· Tell all drivers on duty where they are to go to help in the disaster.

· Make sure someone is assigned to open the garage.

· Make sure a phone line is open so the emergency manager can contact you, and give this phone number to the individual calling.

· Write down drivers’ names, the vehicles they are using, and when they will start working. (Use the mobilization list in part 15)

· Take some time to calm down and think things through. 

· Read through these instructions one step at a time to make sure you covered everything.

13. Normal Hours Emergency Response Policy

When an outside emergency occurs in the community that requires transit agency participation, response, or awareness, the local emergency manager (e.g., the fire chief or a designee) will contact Your Community Transit. During normal operating hours, the following policy is to be followed:
· Initial contact will be made by the emergency manager or his or her designee, using the first responder checklist maintained in the Local County Emergency Management Office. 

· The general manager or the next most senior person on duty will be the initial Your Community Transit emergency response coordinator (ERC). The ERC must give the individual calling a telephone number to use (or other means through which the ERC will remain constantly available for communications during the emergency).

· The ERC will perform the following functions: 

· Contact all on-duty vehicles (by radio) to notify them that they are needed for an emergency response

· Direct all drivers to unload their passengers at the nearest emergency drop point

· Direct all drivers to proceed to the staging area designated by Your Community Transit
· Record an estimated time of arrival (ETA) at that staging area

· The ERC will assign personnel to call employees on the emergency phone list, informing them that Your Community Transit is responding to a community emergency. During this stage, the ERC must

· Assign additional personnel to make initial call-out phone calls, dividing the employee phone list to more quickly mobilize personnel

· Establish a Your Community Transit command post at the agency’s maintenance facility or other available location (as circumstances may dictate)

· Distribute the press release via fax or phone to local media to assist in calling out Your Community Transit personnel

· Accurately account for resources available for use in the emergency (e.g., personnel and vehicles)

· The ERC will remain in charge of all Your Community Transit response activities throughout the emergency unless relieved by personnel higher on the first responder list.

· The ERC will have the authority to allocate all Your Community Transit personnel and equipment as necessary to respond to the emergency at hand.

· The ERC will have the emergency authority to procure parts, fuel, and other essentials necessary to continue and sustain Your Community Transit’s emergency response activities. 

· The ERC shall continue to make efforts to contact all Your Community Transit personnel, as well as Your Community Transit board members (as time and response efforts may permit, to inform them of our participation).

· The ERC shall provide personnel and resources in the quantities requested and to various locations as may be directed by the emergency manager or his/her designee.

· The ERC shall remain on duty in an active status until relieved or directed by the emergency manager or his/her designee that the transit agency’s participation in the emergency response is no longer required.

14. After Hours Emergency Response Policy

When an outside emergency occurs in the community that requires transit agency participation, response, or awareness, the local emergency manager (e.g., the fire chief or a designee) will contact Your Community Transit. After normal operating hours, the following policy is to be followed:
· Initial contact will be made by the emergency manager or his or her designee (e.g., the fire chief), using the first responder list you have supplied to them. 

· Either the person receiving the call or the most senior person available will be the initial YOUR COMMUNITY TRANSIT emergency response coordinator (ERC). The ERC must give the individual calling a telephone number (or other means) by which the ERC will remain available for communications during the emergency. 

· The ERC will begin to call persons listed on the employee phone list, informing them that YOUR COMMUNITY TRANSIT is responding to a community emergency. During this stage, the ERC must

· Coordinate the opening of the garage or other facility where YOUR COMMUNITY TRANSIT vehicles are located

· Assign additional personnel to make initial call-out phone calls (dividing the employee phone list to more quickly mobilize personnel)

· Establish a YOUR COMMUNITY TRANSIT command post at the maintenance facility or other available location (as circumstances may dictate)

· Distribute the press release via fax or phone to local media to assist in calling out YOUR COMMUNITY TRANSIT personnel

· Accurately account for resources available for use in the emergency (e.g., personnel and vehicles) (Use the mobilization list in part 15)

· The ERC will remain in charge of all YOUR COMMUNITY TRANSIT response activities throughout the emergency unless relieved by personnel higher on the first responder list.

· The ERC will have the authority to allocate all YOUR COMMUNITY TRANSIT personnel and equipment as necessary to respond to the emergency at hand.

· The ERC shall have the emergency authority to procure parts, fuel, and other essentials necessary to continue and sustain YOUR COMMUNITY TRANSIT’S emergency response activities.

· The ERC shall continue to contact all YOUR COMMUNITY TRANSIT personnel, as well as YOUR COMMUNITY TRANSIT board members (as time and response efforts may permit) to inform them of our participation.

· The ERC shall provide personnel and resources in the quantities requested and to various locations as may be directed by the emergency manager or his/her designee.

· The ERC shall remain on duty in an active status until relieved or directed by the emergency manager or his/her designee that the transit agency’s participation in the emergency response is no longer required.

15. Mobilization Resource List

The dispatcher or ERC will use this table to account for and track resources (vehicles and personnel) used during an emergency. 

If an emergency occurs in which drivers need to be recalled, complete the table by assigning vehicles to those individuals who have agreed to report to duty. Also, note the time each driver is expected back at the agency to take his or her post. Once a driver arrives, complete the last column, noting that the driver is now on duty. 

Mobilization/Resource List
(Personnel and Equipment Available
for Deployment by ERC during Emergency)

	Driver Name
	Assigned 

Vehicle
	ETA for

Availability


	Reported for and

Currently on Duty

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


16. Emergency Press Release

In the event of an emergency in which employees need to be recalled to YOUR COMMUNITY TRANSIT to assist in an emergency response, the following press release will be used, modified to suit the details of the situation. An individual assigned by the emergency response coordinator will complete the press release and distribute to the press.

	Emergency Press Release

Your Community Transit  1234 Main Street  Hometown, YS 00000

For Immediate Release

Date: THURSDAY, JULY 29, 2004
Contact: YOUR COMMUNITY TRANSIT, EMERGENCY RESPONSE COORDINATOR
This is an emergency response activation notice for YOUR COMMUNITY TRANSIT employees. All employees of YOUR COMMUNITY TRANSIT are requested to report for duty at this time. Employees should report to:

Location:

Employees should contact the emergency response coordinator to confirm their availability as soon as possible by calling _______________ ____________ 

Phone number:

The public is hereby informed that regular bus service shall be suspended until further notice. Current passengers will be delivered to various indoor locations with telephones and public facilities. Please do not call the YOUR COMMUNITY TRANSIT offices during this emergency. This has been an emergency response activation notice for YOUR COMMUNITY TRANSIT employees and customers.


17. Evacuation Procedures

Once THIS PLAN is activated, YOUR COMMUNITY TRANSIT will provide evacuation and transportation support to the designated incident command post and to those parts of the community affected by the disaster.

· General

· Drivers will prepare separate log sheets and track their time, mileage, and passengers throughout the course of the response.

· At the direction of incident command or the transit base station, drivers will pick up evacuees from specifically designated locations and transport them to designated shelters or secure locations.

· To the maximum extent possible, drivers will track where special needs passengers are delivered.

· General Manager

· Report to the incident command post.
· Provide drivers with assembly points and conduct briefings.
· Determine the location of all shelters and identify the logistical support required.
· Communicate this information to the transit base station and to supporting buses.
· As directed by the incident command post, respond to changing requirements for transportation and evacuation support.
· Identify support facilities for drivers.
· Dispatcher

· Establish communications and provide support to the general manager and the incident command post as requested.
· Notify supported social service and contract agencies of disruptions and/or cancellations of service.
· Activate “in place” maintenance and support agreements, as directed by the general manager.
· Sustain whatever level of routine operations is feasible.
· Begin contingency planning for driver replacement, rest, and recycling.
· Bus Drivers

· Communicate with dispatch.

· Follow guidance provided by the transit manager, dispatch, and the incident command post.

· Do not take risks that place driver, passengers, or vehicles at significant risk.

· As needed, help passengers that have visual, hearing, or mobility impairments to get on or off the bus.

· Rest, refuel, and eat when possible. If fatigue becomes an issue, notify management immediately.

18. Policy for Requesting Outside Assistance for Security Incidents and Other Hazards

For more serious events that require assistance from outside agencies (such as law enforcement, fire, or emergency medical technicians), YOUR COMMUNITY TRANSIT’S policy is as follows:

It is not the responsibility of the employee to apprehend a criminal. It is the responsibility of the driver to stop the activity if it is safe and reasonable to do so.

If a serious incident occurs, the employee must note the circumstances surrounding the incident. This should include the following information:

· The number of persons involved, and their physical descriptions

· Location

· Who or what was affected, and to what degree 

· The sequence of events

· What actions were taken by the YOUR COMMUNITY TRANSIT STAFF during the course of the incident

The role of the employee is to collect and route the information accurately. It is important that the information relayed by the employee be accurate, clear, concise, and complete. Each individual contacted must be told of the nature of the problem, the urgency required for response, and what actions the individual is expected to take. It is a good emergency operating procedure to have the information repeated by the person receiving it to ensure that it is understood.

19. Short-Term Response

YOUR COMMUNITY TRANSIT is responsible for short-term response to certain major events until emergency responders arrive on the scene. Short-term response begins after the security or other emergency incident has been resolved and any persons directly affected have been helped. Its purpose is to limit and overcome the impact to the system, collect evidence while it is still available, and file the initial reports. This period is critical to ensure that the incident is resolved with as little impact on the rest of the system as possible. 
Limiting the impact can include evacuating people from the scene, arranging for alternative transportation, or arranging for support activities for passengers. YOUR COMMUNITY TRANSIT will endeavor to ensure that there are no residual problems that will affect other parts of the system. Routes may have to be altered or additional buses activated to restore service. The system will continue to provide service to the community, despite problems at a particular site, if it is safe to do so. 

In the case of minor incidents, such as graffiti or other vandalism, the goal will be to get the area cleaned and the damage repaired as soon as possible. In cases where the incident requires passengers to be rerouted, implementing temporary routes will require more planning and the commitment of additional operational resources. And in cases where the incident is not fully resolved (which could happen if a criminal has not yet been apprehended), the system may have to alter schedules and change routes for an extended period. The principal goal is to prevent personal injuries. Additional assets will have to be committed as necessary to keep the system functioning.

20. Emergency Escape Procedures and Routes

Emergency escape procedures and route assignments have been posted in each work area in YOUR COMMUNITY TRANSIT, and all employees have been trained by designated supervisors in the correct procedures. New employees are trained when assigned to a work area. (A sample escape procedure and escape route sheet of the type posted in work areas should be developed for each discrete work area and especially those with no outside doors or windows.)

Each supervisor is responsible for accounting for all assigned employees (personally or through a designee). The procedure is to have all such employees report to a predetermined rally point, and then conduct a head count. Each assigned employee must be accounted for by name. All supervisors are required to report their head count (by name) to the emergency evacuation coordinator. This procedure is also included in new employee training, the employee manual, and in annual drills.

E. Recovery

“Recovery activities” refers to those policies that YOUR COMMUNITY TRANSIT has implemented to assist in recovering from incidents that have occurred. 

After an incident, whether it is a simple security event (such as vandalism) or a major emergency, it is necessary for YOUR COMMUNITY TRANSIT to begin restoring service to the public as quickly as possible and to repair any damage that resulted from the event. Recovery involves restoration of infrastructure, vehicles, and personnel to their normal status. 

The table that follows lists the nature of each recovery activity, the frequency with which the activity is to be performed (daily, weekly, monthly, quarterly, annually, or other), and who is to perform the activity. Following the table is a description of each specific activity.
Recovery Activities

	
	Frequency
	Responsibility
	Action

	1. 
	Annually
	Management staff
	Review Insurance Policies: Management is to provide an annual review of insurance policies to ensure that the policies are adequate for agency recovery after an incident.

	2. 
	Annually
	Management staff
	Review the HSP: Management is required to perform an annual review of the plan for succession and to update information as appropriate.

	3. 
	Annually
	Management staff
	Review Backup Plan: Management is responsible for coordinating with designated backup locations that are to be used for operational relocation during an emergency, ensuring they are cognizant of agreements in place.

	4. 
	After an emergency 
	All employees, as appropriate
	Cleanup/Inspection: After an emergency, all employees, as appropriate to their job function and the nature of the emergency, must inspect facilities, vehicles, and agency property for damage or need for cleanup.

	5. 
	After an emergency 
	Management staff
	Document Vehicle Use: After an emergency, management must document vehicle use during the emergency in order to facilitate repair and maintenance of vehicles.

	6. 
	After an emergency
	Management staff
	Evaluate Response: Following an incident covered by the HSP, management must complete an emergency evaluation form to evaluate staff response.

	7. 
	As required/ appropriate
	Supervisors
	Oversee Recovery/Restoration: On an as-needed basis, supervisors are to contact city services to remove graffiti or vandalism or otherwise repair the effects of crimes/hazards at city-maintained bus stops.


1. Review Insurance Policies


On an annual basis, the ADMINISTRATIVE STAFF OFFICER is required to review agency insurance policies. Being properly insured helps YOUR COMMUNITY TRANSIT recover from an incident, whether it is a minor crime (such as vandalism) or a major hazard (such as a tornado or serious crime). Specifically, this individual is required to audit assets, update insurance records of assets, and make appropriate changes to insurance policies. In addition, on an annual basis, the HSP will be presented to the current insurance agent for the purpose of receiving advice and suggestions for improvement and consistency with insurance company policies.

2. Review the HSP
Annually, management will review the plan for succession of key agency employees (as outlined in the HSP). The order of succession, as well as specific employee names, will be updated to reflect changes in policy and personnel.

3. Review Backup Plan
Annually, YOUR COMMUNITY TRANSIT management will review the plan for backup locations of key agency functions in the event that primary locations are not available during a hazard or emergency. Management should communicate with organizations that are to provide backup locations to ensure they are aware of the agreements in place.

4. Cleanup/Inspection

After an emergency, all employees, as appropriate to their job function and the nature of the emergency, must inspect facilities, vehicles, and agency property for damage or need for cleanup. The purpose of this activity is to restore the agency and its assets to the state that existed before the emergency. Some recovery activities may be immediate. Some may be long term (e.g., replacement of vehicles or facilities).

5. Document Vehicle Use

After an emergency, YOUR COMMUNITY TRANSIT management will record use of vehicles during the event—as well as the status and the condition of the vehicles—in order to begin the process of maintaining the assets and bringing them back in service.

[image: image2.png]Vehicle/Equipment Record Form

Date and time acquired:
Odometer/hour mefer reading:

Vehicle type: Vehicle ID # License #

Operator provided: Yes __No _

Operational status: Good __ Fair __ Poor_

Acquired from:

Vehicle owner (if known)

Maintenance performed, if any

Date and time vehicle returned:
Odometer/hour meter reading:

1. Operational status: Good _ Fair _ Poor_

Remarks;





6. Evaluate Response
Following an incident (or incident drill), management will complete a form to assess the responses of personnel during the incident. This information will be used to modify policies, provide additional training, and give feedback to those involved to enhance future incident responses. A sample evaluation form is provided in the appendix. It is designed to collect the following information: 

Evaluator’s Name, Address, and Phone:

· Time exercise initiated?
· Method of notification to fire departments, police, ambulance service, EMS, hospitals, etc.?
· Upon arrival at the scene, how was the command post established? 

· Was there adequate radio communication equipment? 

· When responding units arrived on the scene, did they report to the command post? 

· Principal weaknesses observed? 

· Principal strengths observed? 

· Additional remarks? 

· Recommendations?
7. Oversee Recovery/Restoration
It is the policy of YOUR COMMUNITY TRANSIT to quickly ensure that all evidence of vandalism/graffiti or other incidents is removed from bus stops. In most cases, items at the stops (such as signs, trash cans, and benches) are maintained by the Department of Public Works. Drivers are to report evidence of crimes such as vandalism and graffiti to Dispatch or to a supervisor. It is the responsibility of the supervisor to call the Department of Public Works for assistance with the matter.

Section 4

Plan Maintenance

A. Review and Changes
B. Assessment
C. Distribution
This section contains details of how YOUR COMMUNITY TRANSIT keeps its plan up to date over time, from the initial implementation to review and updates. This section also describes how to keep other documents necessary to the operation of the organization available should a security event occur. 

A. Review and Changes 

The HSP must be thoroughly reviewed periodically—at least every year. And any information that changes, such as contact names, should be updated on an as-needed basis. At YOUR COMMUNITY TRANSIT, THE ASSISTANT GENERAL MANAGER is responsible for updating the HSP at least annually, or as dictated by circumstances. The ASSISTANT GENERAL MANAGER, on an as-needed basis, receives inputs on the draft (e.g., the YOUR COMMUNITY TRANSIT insurance carrier, the local sheriff, and the county emergency coordinator).

The review will include the following actions:
· Reviewing factual information, especially names and phone numbers included in the plan

· Reevaluating employee knowledge and awareness (training assessments, for example)

· Revising programs and procedures included in the HSP 

· Performing an annual review of the plan for succession and updating information as appropriate

· Coordinating with designated backup locations that are to be used for operational relocation during an emergency, ensuring that the other locations are cognizant of agreements in place
In addition to regular, periodic reviews, certain events may require revision to the HSP, including, for example, the following: 

· The addition of new members of the organization and outside the organization with specific roles outlined in the HSP (e.g., a new general manager or a new local fire chief)

· New operations or processes that affect the HSP (e.g., a new bus line)

· New or renovated sites or changes in layout (e.g., a new bus garage or office building)

· Changes with outside agencies, new suppliers, vendors, etc. (e.g., a new memorandum of understanding signed with the local sheriff’s department)

Following use of the HSP in emergency situations (a major security event, a natural disaster, or a training exercise), the ASSISTANT GENERAL MANAGER will review the organization’s response against the procedures and requirements outlined in the plan. In addition, this individual will identify areas that can be improved or adjusted in the plan to ensure more effective responses in the future. 

Once a draft is developed by the ASSISTANT GENERAL MANAGER and reviewed by the GENERAL MANAGER, it is sent to the transit agency board for approval.

The following specific actions will be taken:

1. An automatic reminder will be set on the personal computer of the ASSISTANT GENERAL MANAGER to remind administration to review the HSP and perform this update.

2. Management shall review its contact list to make sure it is current and up to date.

3. Management shall review all policies and procedures in the HSP to make certain they are up to date. 

4. The ASSISTANT GENERAL MANAGER shall ensure that all policies and procedures contained elsewhere (training, employee manuals, hiring practices) match those contained in the HSP. 

5. Administration shall provide the LOCAL COUNTY REGIONAL 911 CENTER with a copy of this revised HSP, particularly if any changes to the plan affect the manner in which 911 would activate YOUR COMMUNITY TRANSIT to respond to an emergency.

B. Assessment

In addition to reviewing HSP contents and accuracy, as described above, YOUR COMMUNITY TRANSIT will critically assess agency progress in achieving its goals of providing secure service within the community it serves. It is essential that the HSP is actually implemented in practice. It is more important that the agency develop and implement a simple set of policies rather than design a complex series of practices that are not put into use.

The agency will complete the checklist below
 as a guide to ensuring that the policies set forth in the HSP have been communicated and implemented by agency employees, local first responders, and county emergency officials and, moreover, that they have been integrated into normal operating practices. 

PREVENT

	Activity
	Check appropriate category
	Assessment

	TECHNOLOGY TO PROTECT SYSTEM

	System Itself
	 FORMCHECKBOX 
 Interoperability

 FORMCHECKBOX 
 Redundancy

 FORMCHECKBOX 
 Reliability

 FORMCHECKBOX 
 Back-up energy plan
	Has the agency done the following:

· Provided equipment, as appropriate, to protect the agency (radio, dispatch, alarms, fences, locks, cameras, AVL)

· Investigated how the equipment will function in the event of a disaster

Explain what type of systems are used by the agency and the equipment interoperability and redundancy plans in the event of a disaster or if another lead agency takes charge.      

	Equipment
	  FORMCHECKBOX 
 AVL

  FORMCHECKBOX 
 GPS

  FORMCHECKBOX 
 Radio 
  FORMCHECKBOX 
 Communications

  FORMCHECKBOX 
 Dispatch

  FORMCHECKBOX 
 Security cameras

  FORMCHECKBOX 
 Covert alarm

  FORMCHECKBOX 
 Video/audio records
	Briefly explain what type of communication equipment is utilized by the agency.      
Explain how the equipment will function in the event of a disaster.      
How has the agency performed the following:

· Implemented procedures to safeguard agency employees, passengers, vehicles, facilities, and other assets

· Developed policies to increase awareness and understanding of these procedures

· Trained employees on these policies

· Established a communication network that is linked to the county and local plan



	INCREASE TRAINING AND AWARENESS

	Overall


	 FORMCHECKBOX 
 Communication network established

 FORMCHECKBOX 
 Linked to county plan


	What is the communication network and how are you avoiding information overload?     
 FORMCHECKBOX 
 Others (describe):

	Training and Communications
	 FORMCHECKBOX 
 All responders trained


	What training has been given?      
Who has been trained?     
Who did the training?      


MITIGATE

	Activity
	Check appropriate category
	Assessment

	TECHNOLOGY TO PROTECT SYSTEM

	System Itself
	 FORMCHECKBOX 
 Interoperability

 FORMCHECKBOX 
 Redundancy

 FORMCHECKBOX 
 Reliability

 FORMCHECKBOX 
 Back-up energy plan
	Has the agency done the following:

· Provided equipment, as appropriate, to limit the impacts of situations that do occur 

· Investigated how the equipment will function in the event of a disaster

Explain what type of mitigation systems are used by the agency and the equipment interoperability and redundancy plans in the event of a disaster or if another lead agency takes charge.      

	Equipment
	  FORMCHECKBOX 
  Radio  

  FORMCHECKBOX 
  Communications

  FORMCHECKBOX 
  Dispatch

  FORMCHECKBOX 
  Covert Alarm

  FORMCHECKBOX 
  Other Alarms


	Briefly explain what type of communication equipment is utilized by the agency for mitigation.      
Explain how the equipment will function in the event of a disaster.      
How has the agency performed the following:

· Implemented procedures to limit the consequences of events

· Trained employees on these procedures


PREPARE

	Activity
	Check appropriate category
	Assessment

	IDENTIFY PARTICIPANTS

	Transit System

Itself
	Does the agency have:

 FORMCHECKBOX 
 List of employee names and phone numbers in one location

 FORMCHECKBOX 
 List of emergency personnel numbers

 FORMCHECKBOX 
 Protocol in place for security events, hazards, and emergencies

 FORMCHECKBOX 
 Comprehensive list of assets
	Has there been:

 FORMCHECKBOX 
 Security survey performed by local police

 FORMCHECKBOX 
 Employee training in security awareness

 FORMCHECKBOX 
 Employee training in system security

 FORMCHECKBOX 
 Management training in system security

	Outside Sources
	Have you had contact with:

 FORMCHECKBOX 
 County emergency coordinator

 FORMCHECKBOX 
 Local fire

 FORMCHECKBOX 
 Local police

 FORMCHECKBOX 
 Emergency medical services 
	Who/what is the transit system’s emergency contacts:      
Supply a copy of the transit system’s HSP. 

	Who is in the core planning group?
	  FORMCHECKBOX 
 County emergency coordinator

  FORMCHECKBOX 
 Local fire

  FORMCHECKBOX 
 Local police

  FORMCHECKBOX 
 Emergency medical services

  FORMCHECKBOX 
 Other transit services

  FORMCHECKBOX 
 Volunteer organizations

 
	Does the agency have mutual aid agreements with any co-participants? 

If so, with whom does the agency have them? And if not, does the agency need to? Please explain:      
 


	ESTABLISH COMMUNICATIONS

	Does the system have?
	 FORMCHECKBOX 
 Master list of key emergency personnel

 FORMCHECKBOX 
 Tools for mobilizing employees in an emergency or in response to a hazard

 FORMCHECKBOX 
 Phone list of emergency contacts

 FORMCHECKBOX 
 Plan for tracking evacuees and supplies
	Does the HSP address the agency’s communication plan in written format, and has it been rehearsed? Please explain and attach a copy of it in written format.      



 RESPOND

	Activity
	Check appropriate category
	Assessment

	IDENTIFY ASSETS

	What resources does the organization have?
	 FORMCHECKBOX 
 Vehicles 

 FORMCHECKBOX 
 Facilities

 FORMCHECKBOX 
 Personnel

 FORMCHECKBOX 
 Other equipment
	Has the agency identified non-physical assets that must be maintained in an emergency (transit provides a “lifeline” to the community)?

Has the agency submitted this list to its insurance agent?      

	What resources can the organization provide in case of a community emergency?
	 FORMCHECKBOX 
 Vehicles 

 # of accessible vehicles      
 # of non-accessible vehicles      
 FORMCHECKBOX 
 Radio equipment       
 FORMCHECKBOX 
 How many drivers?      
 FORMCHECKBOX 
 How many dispatchers?      
 FORMCHECKBOX 
 How many mechanics?      
	Has the agency submitted this list of resources to the county emergency?      

	CLARIFY CHAIN OF COMMAND

	What is the organization’s chain of command when responding to emergencies?
	 Number in order

  FORMCHECKBOX 
 General manager

  FORMCHECKBOX 
 Dispatcher

  FORMCHECKBOX 
 Driver

  FORMCHECKBOX 
 Fire

  FORMCHECKBOX 
 Police

  FORMCHECKBOX 
 Other

 
	Has this chain of command been reviewed with the county emergency coordinator?      
Has the agency identified which emergency responders are notified depending on the type of emergency situation?      
Has the agency developed backup procedures for key agency assets and information?



	Who is the public information point of contact?
	 FORMCHECKBOX 
 General manager 

 FORMCHECKBOX 
 Operations supervisor

 FORMCHECKBOX 
 Other
	Is this person known to all emergency responders?      



RECOVER

	Activity
	Check appropriate category
	Assessment

	ASSESS 

	Was there an impact to the agency’s resources?
	Capital equipment

 FORMCHECKBOX 
 Vehicles

 FORMCHECKBOX 
 Buildings

 FORMCHECKBOX 
 Electronic Communication/equipment
	Did the agency document the expenses incurred while dealing with the event? What were the costs both monetarily and physically?      
Were there additional resource needs identified as a result of the incident? What are they?      

	
	Staff resources

 FORMCHECKBOX 
 Employee assistance program (EAP)

 FORMCHECKBOX 
 Community resources
	What type of staff debriefings will you hold after the event?      


	Was there an impact to the agency’s processes and/or procedures?
	 Which ones were affected? And how?      
 
	Has the agency adequately performed the following:

· Developed procedures to assess impacts to agency resources

· Developed tools for documenting the expenses incurred while dealing with an event

· Developed tools for recording resource needs identified as a result of the incident

· Implemented procedures for reviewing preparation plans in the event of events

What process will the agency use to review preparation plans in the event of another event?      

	Who will review the processes and/or procedures?
	 FORMCHECKBOX 
 Agency staff 

 FORMCHECKBOX 
 Transit director

 FORMCHECKBOX 
 Core planning group

 FORMCHECKBOX 
 Other?
	How will the changes to the processes and/or procedures be conveyed to staff and partners?      

	FUTURE PLANNING

	Does the agency need to?
	 FORMCHECKBOX 
 Adjust long-term goals?

 FORMCHECKBOX 
 Adjust finances and budgets?

 FORMCHECKBOX 
 Build in redundancies?

 FORMCHECKBOX 
 Increase documentation?


	Did the agency take the “lessons learned” back to the Planning element and reassess the plan with the county emergency coordinator or the emergency response personnel?      


C. Distribution 

The HSP is a sensitive document, and a list of who has a copy of the HSP is maintained by the GENERAL MANAGER.

The following persons will receive a copy of the updated HSP, which will include a revision number and date of revision on the cover page (revised sections will be highlighted either in the text of the HSP or in summary form in a distribution memo attached, as appropriate):

A. General manager

B. Assistant general manager

C. Dispatcher

D. Shift supervisors

E. Human resource manager

F. County emergency coordinator

For interim updates of the HSP, which may occur from time to time, addendums will be distributed that will allow recipients to replace individual pages of their copy of the HSP.

In addition, all employees shall receive copies of the sections of the HSP or policies documented in the HSP that relate to their job functions.

Note that information contained in the HSP is generally available to the public in response to requests under the Freedom of Information Act or open records laws of each state or locality. State-by-state exceptions exist with respect to the requirement to disclose certain security-sensitive information, which may include specific terrorism prevention tactics, location of security equipment, or public safety data. 
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Glossary 

Act of extreme violence – A major crime against a person or persons that does not meet the definition of a terrorist event.

APTA – American Public Transportation Association.
Assault – An unlawful attack by one person upon another for the purpose of inflicting bodily injury.

Biohazard – A biological agent or condition that constitutes a hazard to humans or the environment.

Bomb threat – The threatened discharge of an explosive or incendiary device.

Burglary – The unlawful entry of a structure to commit a felony or a theft. 

CDL – Commercial driver’s license.

Countermeasure – An action or strategy implemented to address a potential hazard.

Crime prevention through environmental design (CPTED) – A multidisciplinary approach to deterring criminal behavior. CPTED strategies rely upon the ability to influence offender decisions that precede criminal acts.

CTAA – Community Transportation Association of America.

DHS – Department of Homeland Security.

Disaster – An occurrence of a natural catastrophe, technological accident, or human-caused event that has resulted in severe property damage, deaths, or multiple injuries. 

Earthquake – A sudden motion or trembling that is caused by a release of strain accumulated within or along the edge of earth's tectonic plates.

Emergency – An unforeseen combination of circumstances or the resulting state that calls for immediate action.

Emergency alert system – A digital technology (voice/text) communications system consisting of broadcast stations and interconnecting facilities authorized by the Federal Communication Commission. The system provides the president and other national, state, and local officials the means to broadcast emergency information to the public before, during, and after disasters.

Emergency medical technician (EMT) – A trained, state-credentialed practitioner who is authorized to appraise and initiate the administration of emergency care for victims of trauma or acute illness before or during transportation of the victims to a health care facility via ambulance or aircraft. 

Emergency operating center – The protected site from which state and local civil government officials coordinate, monitor, and direct emergency response activities during an emergency.

Emergency operations plan (EOP) – A document that describes how people and property will be protected in disaster and disaster threat situations. It details who is responsible for carrying out specific actions; identifies the personnel, equipment, facilities, supplies, and other resources available for use in the disaster; and outlines how all actions will be coordinated. 
EMI – Emergency Management Institute.
EMS – Emergency medical service.

ERC – Emergency response coordinator.

ETA – Estimated time of arrival.

Evacuation – Organized, phased, and supervised dispersal of people from dangerous or potentially dangerous buildings, facilities, or regions.

FCC – Federal Communications Commission.

Federal Emergency Management Agency (FEMA) – Agency created in 1979 to provide a single point of accountability for all federal activities related to disaster mitigation and emergency preparedness, response, and recovery. FEMA is now part of the Department of Homeland Security.

FedEx – A trademark used by FedEx Corporation, an express shipping service.

Field drills – exercises characterized by an activity that tests, develops, or maintains skills in a single emergency response procedure. 
 

First aid – Emergency care given before regular medical aid can be obtained.

First responder – Local police, fire, and emergency medical personnel who first arrive on the scene of an incident and take action to save lives, protect property, and meet basic human needs.

Flood – A general and temporary condition of partial or complete inundation of normally dry land areas from (1) the overflow of inland or tidal waters, (2) the unusual and rapid accumulation or runoff of surface waters from any source, or (3) mudflows or the sudden collapse of shoreline land.

FTA – Federal Transit Administration.

Functional drills – training intended to test or evaluate the capability of one or more functions, or complex activities within a function. The results are obtained when the activity or function can be effectively evaluated from other emergency management activities.
Hazard – A source of potential danger or adverse condition that has the potential to harm people or property.

Hazard event – A specific occurrence of a particular type of hazard.

Hazard identification – The process of identifying hazards that threaten an area.

Hazardous materials (HazMat) – Any material that is explosive, flammable, poisonous, corrosive, reactive, or radioactive, or any combination thereof, and that requires special care in handling because of the hazards it poses to public health, safety, or the environment. 
Hazardous materials incident – Uncontrolled, unlicensed release of HazMat during storage or use from a fixed facility, or during transport outside a fixed facility, that may affect public health, safety, or the environment.

Homeland Security Advisory System (HSAS) – A system designed to measure and evaluate terrorist threats and to inform and to facilitate actions appropriate to different levels of government and to private citizens, either in their workplaces or in their homes, in a timely manner.

HSP – Hazard and security plan.

Hurricane – An intense tropical cyclone, formed in the atmosphere over warm ocean areas, in which wind speeds reach 74 miles per hour or more, and blow in a large spiral around a relatively calm center or "eye." Hurricanes develop over the north Atlantic Ocean, the northeast Pacific Ocean, or the south Pacific Ocean east of 160°E longitude. 

HVAC – Heating, ventilation, and air conditioning.

ID – Identification.
Incident – An occurrence or event, natural or human-caused, that requires an emergency response to protect life or property. Incidents can, for example, include major disasters, emergencies, terrorist attacks, terrorist threats, wildland and urban fires, floods, hazardous materials spills, nuclear accidents, aircraft accidents, earthquakes, hurricanes, tornadoes, tropical storms, war-related disasters, public health and medical emergencies, and other occurrences requiring an emergency response.
Incident Command System (ICS) – A standardized on-scene emergency management construct specifically designed to provide for the adoption of an integrated organizational structure that reflects the complexity and demands of single or multiple incidents, without being hindered by jurisdictional boundaries. ICS is the combination of facilities, equipment, personnel, procedures, and communications operating within a common organizational structure, designed to aid in the management of resources during incidents. It is used for all kinds of emergencies and is applicable to small as well as large and complex incidents. ICS is used by various jurisdictions and functional agencies, both public and private, to organize field-level incident management operations.
Incident Commander (IC) – The individual responsible for all incident activities, including the development of strategies and tactics and the ordering and the release of resources. The IC has overall authority and responsibility for conducting incident operations and is responsible for the management of all incident operations at the incident site.
Joint Terrorism Task Force (JTTF) – A section of the United States Federal Bureau of Investigation charged with taking action against terrorism.

Man-made event – A hazard caused by the actions of individuals (e.g., terrorist acts) rather than by nature (e.g., a blizzard).

Mitigation – Sustained actions taken to reduce or eliminate long-term risk from hazards and their effects.

Memorandum of understanding (MOU) – A nonbinding statement that defines the duties, responsibilities, and commitment of the different parties or individuals; provides a clear statement of values, principles, and goals; and establishes an organizational structure to assist in measuring and evaluating progress.

Mutual aid agreement – Arrangements to provide emergency assistance between organizations in the event of disasters or other crises. These agreements often are written, but occasionally are arranged orally after a disaster or emergency occurs.

National Incident Management System (NIMS) – A nationwide standardized approach to incident management and response. Developed by the Department of Homeland Security and promulgated in March 2004, it establishes a uniform set of processes and procedures that emergency responders at all levels of government will use to conduct response operations.
National Transit Database (NTD) – A reporting system, by uniform categories, to accumulate transit financial and operating information and a uniform system of accounts and records. The reporting and uniform systems contain appropriate information to help any level of government make a public-sector investment decision.
National Weather Service (NWS) – A federal agency that prepares and issues all hazards warnings and watches, including flood, severe weather, and coastal storms; NWS also provides technical assistance and data to federal and state entities, the private sector, and the public.

Natural disaster – A naturally occurring event with catastrophic consequences for persons or property.

Planning – The act or process of making or carrying out plans; the establishment of goals, policies, and procedures for a social or economic unit.
Policy – A course of action or specific rule of conduct to be followed in achieving goals and objectives.
Preparedness – Steps taken to decide what to do if essential services break down, developing a plan for contingencies, and practicing the plan. Preparedness ensures that people are ready for a disaster and will respond to it effectively.

Recovery – The long-term activities beyond the initial crisis period and emergency response phase of disaster operations. Recovery efforts focus on returning all systems in the community to a normal status, or reconstituting these systems to a new condition that is less vulnerable.

Resources – The people, materials, technologies, money, etc., required to implement strategies or processes. The costs of these resources are often included in a budget.

Response – Those activities and programs designed to address the immediate and short-term effects of the onset of an emergency or disaster.

Risk – The estimated impact that a hazard would have on people, services, facilities, and structures in a community; the likelihood of a hazard event resulting in an adverse condition that causes injury or damage. Risk is often expressed in relative terms such as a high, moderate, or low likelihood of sustaining damage above a particular threshold due to a specific type of hazard event. It also can be expressed in terms of potential monetary losses associated with the intensity of the hazard.

Security – Freedom from intentional harm.

Security-sensitive information (SSI) – Sensitive, but unclassified information

developed in the conduct of security or research and development activities, the unauthorized disclosure of which would be detrimental to transportation security.
SSEPP – System security and emergency preparedness plan.

Standard operating procedures (SOPs) – Directions, detailing task assignments, and a step-by-step process of responsibilities relating to each emergency support function standard operating procedures and emergency operating procedures.

Surface Transportation Intelligence Sharing & Analysis Center (ST-ISAC) – Originally developed, informally, for the American Association of Railroads (AAR), but currently used for other modes such as transit, the system was developed for the specific purpose of sharing cyber and physical threats related to transportation infrastructure.

Tabletop exercises – Training that presents a simulated emergency situation. It is intended to evaluate plans and procedures, then resolve questions of coordination and assignments of responsibility.
Terrorism – The unlawful use of force or violence against persons or property to intimidate or coerce a government, the civilian population, or any segment thereof in furtherance of political or social objectives.

Theft – The unlawful taking, carrying, leading, or riding away of property from the possession or constructive possession of another. 

Thunderstorm – A weather disturbance accompanied by lightning.

Tornado – A violently rotating column of air, extending from a thunderstorm to the ground.

Trespass – Wrongful entry on real property.

UPS – United Parcel Service.

USPS – United States Postal Service.
Vandalism – Willful or malicious destruction, injury, disfigurement, or defacement of any public or private property, real or personal, without consent of the owner or persons having custody or control. 

Vulnerability – The degree to which an asset is exposed or susceptible to damage. Vulnerability depends on an asset's construction, contents, and the economic value of its functions. 

Vulnerability assessment – A determination of the extent of injury and damage that may result from a hazard event of a given intensity in a given area. 

Weapon of mass destruction (WMD) – A WMD is any device, material, or substance used in a manner, in a quantity or type, or under circumstances evidencing an intent to cause widespread death or serious injury to persons, or significant damage to property. 


Wildfire – An uncontrolled fire spreading through vegetative fuels, exposing and possibly consuming structures.
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Appendix A: YOUR COMMUNITY TRANSIT 
Visitor Sign-In Sheet
	Date
	Name
	Company
	Purpose of Visit
	Person Visited
	Badge Number
	Time In
	Time Out

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Appendix B: Transit Watch Information[image: image4.png]Be informed and have a transit plan of action:

® Familiarize yourself with station
entrances

® Do not block train or bus doors from
closing

@ Locate emergency intercoms to report
suspicious packages or activities

® Assist fellow passengers and follow the
Golden Rule: Watch out for the safety of
others just as you would have them

@® Remain calm and listen for station, train watch out for your safety

or bus announcements

@ Follow transit authority instructions in a
speedy but orderly fashion

Be on the alert for suspicious...
behavior:

If you spot any suspicious individuals engaged in
questionable activity, look for the following:

packages:

If you spot an unattended package, look for
the following:

@ Placement in an out-of-the-way location @ Visible signs of nervousness

® Individuals in the act of abandoning the package and
hastily departing the area

@ Excessive sweating

@ Sprayer bottles or aerosol canisters

@ Unusual attached batteries, wires, tanks, bottles or bags

that might contain chemicals @ Inappropriate clothing that is excessively
baggy or too heavy in warm weather

@® An attached message

Recommended course of action:

Do not confront suspicious individuals.

Contact a transit employee or the police immediately.
In the event of a suspicious package, do not use a
cellular phone until you are a safe distance away.

@ A suspicious cloud, mist, gas, vapor, odor or seeping
fluid

® Nearby individuals showing signs of illness or distress

Preparedness tips:

eeeccscceccsccesscceccscccessccessssssssssssssssesose
@ Create an advanced plan for maintaining @ Identify alternate routes and means of
contact with family members if separated reaching your meeting point in the event

AN/

Out-of-Town Contact

as a result of an emergency your main route is impassable Name:
Address:
@ Create an advanced plan for maintaining @ Keep a local map handy for reference
contact with close friends and colleagues Home Phone:(
during an extended emergency period @ Make sure your emergency information Cell Phone:
and contact numbers are with you at all Work Phone:

@ Keep a record of all contact and times

emergency information and update it

Emergency Family
Rendezvous Location

regularly as needed @ FILL OUT AND KEEP THIS Address:
EMERGENCY QUICK REFERENCE
@ Select a location outside your home as a CARD: Tear on perforated line and carry Phones:
family meeting point should your home with you at all times

need to be evacuated

Let's count on each other for a safe ride



 



Appendix C: Your Community Transit 
New Hire Check-Off List

	New Employee:


	Phone Number:



	Hire Date:
	Commercial Driver’s License (CDL) Physical Expiration Date:

	Driver’s License Number:


	CDL Class, with Endorsements:

	Birth Date:


	Social Security Number:


	Position Hired For:


	Full Time:
	Part Time:

	Payroll Change Notice:

	W-4:
	State Tax:
	Form I-9:
	ICMA:

	Number of Uniforms to Order:

	Uniform Size: 
	Pants:
	Shirt:
	Coat:

	Uniforms Ordered:
	Date:
	Picture Taken (Y/N):

	Add to Vehicle Insurance:
	Date:

	Add to LTD Insurance:
	Date:

	PEIA Life Insurance Booklet:
	Date:

	Add to Random Pool:
	Date:

	Report New Hire to State:
	Date:

	Lift Training:
	By Whom:

	I–9 Forms Completed: 
	(Y/N)

	Previous Employer D/A Check Signed:
	(Y/N)

	Requirement-to-Test Form Signed:
	(Y/N)


	Handouts to Be Given

	
	(please check)

	Personnel Policy Manual
	

	Route Announcement Script
	

	Dress Code Policy
	

	ADA Service Animals
	

	Substance Abuse Policy Manual
	

	Radio Operating Procedures
	

	Leave Policy
	

	Overtime/Over Budget Procedures
	

	Time Sheet
	

	Rider Count Sheet
	

	“10-Codes”
	

	Call-Off Procedure
	

	Railroad Crossing
	

	HIPAA Information Guide 
	

	Managing Security Incidents for Transit Vehicles
	

	Accident Training
	

	Master Driving Techniques
	


	Sign-Off Sheets to Be Returned

	
	Date Distributed
	Date Returned

	Direct Deposit
	
	

	ADA Service Animals
	
	

	ADA Information
	
	

	Pedal Procedures
	
	

	Boarding/Departing
	
	

	Brake Pedal Memo
	
	

	Substance Abuse Policy Sign-Off
	
	

	Radio Operating Procedure
	
	

	Overtime/Over-Budget Procedure
	
	

	Annual Physicals
	
	

	Pamphlet Sign-Off Sheet
	
	

	Vehicle Service/Vehicle Assign
	
	

	Route Announcement Script
	
	

	HIPAA Information Guide
	
	

	Managing Security Incidents for Transit Vehicles
	
	

	What Is a Suspicious Activity?
	
	

	Rollover Collisions
	
	

	Emergency Response Obligations
	
	


	VIDEOS

	
	Date Distributed
	Date Returned

	Drug-Free Workplace Program (2)
	
	

	City Driving Hazards
	
	

	A Driver’s Guide to ADA Compliance 
	
	

	Bloodborne Pathogen Awareness for Transit Professionals
	
	

	Rural Transit Assistance Program (RTAP) – Problem Passengers, Challenging Situations
	
	

	Commercial Lift 
	
	

	Drug and Alcohol Testing Policy
	
	

	Accident/Incident Reporting
	
	

	System Security Awareness
	
	

	Railroad Crossings
	
	

	Night Driving
	
	


Appendix D: Incident Report Form

	Incident Report



	Please supply the following information
about the incident you are reporting:



	Date:
	____ / ____ / ____
	

	Time:
	____ : ____
	am

pm
	

	Vehicle:
	__________________________
	

	Location:
	___________________________________________________
	

	Description of Incident



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	When you have completed the report, sign your name below and take the form to your supervisor. The supervisor should sign this report, as received, in front of the driver.



	
	
	
	
	
	
	

	
	Driver Signature
	
	Supervisor Signature
	
	Date


	


Appendix E: Evaluation Form for Transit Incidents
	

	Date(s) of Incident:
	____ / ____ / ____ to

____ / ____ / ____


	Please Check One:

____ Incident 
____ Drill



	Evaluator
	
	

	Name:
	
	

	Address:
	
	

	Phone Number:
	
	

	Time exercise initiated: 
	
	

	Method of notification to fire departments, police, ambulance service, EMS, hospitals:
	

	Upon arrival at scene, how was the command post established? 
	

	Was there adequate radio communication equipment? 
	

	When responding units arrived on the scene, did they report to the command post? 
	

	Principal weaknesses observed? 
	

	
	

	
	

	
	

	Principal strengths observed? 
	

	
	

	
	

	
	

	Additional remarks: 
	

	
	

	
	

	
	

	Recommendations:
	

	
	

	
	

	
	

	


Appendix F: HSP Emergency Action Cards

Under Section 3 of the HSP, new employees are to receive training in emergency procedures so they will be prepared to respond effectively whenever a security event or hazard arises. However, many employees could be away from the office when an emergency erupts (particularly bus drivers, maintenance personnel, and security officers). HSP emergency action cards are one way to help these employees respond effectively from the field. Each card should provide essential data only, such as basic emergency procedures and contact information. (More detailed explanations appear in the HSP and in training materials.) 

A sample card is shown below. Cards should be laminated for durability, and sized to fit a normal shirt pocket. 


	Accident

1. Move vehicle to safe location

2. Check status of passengers

3. Notify police/fire/EMS if needed

4. Notify dispatch

5. Evacuate uninjured passengers (if safe and necessary to do so)

6. Follow dispatch/police/EMS instructions


	Telephone List

Police/EMS/fire 
911

Dispatch 

(000) 545-2233

Maintenance
(000) 545-3344

Public works
(000) 593-4455

Weather alerts
(000) 572-3259

Emergency Radio Frequencies 

(contact dispatch first on 154.725)

Dispatch emergency
155.940

Highway patrol

  32.340

Police


154.875

Fire


153.805

Public works

154.040

(over)

	Suspicious Package

1. Isolate: Move passengers away from item/substance

2. Evacuate: Stop vehicle in a safe location, remove passengers (only if in imminent danger, or at the direction of dispatch)

3. Get Help: Move 1,000 feet away before using the radio; do not reenter the vehicle
	






NOTE





Before using this template, remember to save and rename this document as a new file:





Open the template in Microsoft Word.


Go to File > Save As...


Rename the file appropriately, e.g. “Your Community Transit Hazard and Security Plan (September 2005).doc”.


Save the file in a desired location on your disk, network, or hard drive.








Width: ( 4"





Length: ( 6" 





HSP Emergency Action Card – Security 





HSP Emergency Action Card – Drivers








� Based on an emergency preparedness template in the Transit System Safety/Security Workbook, Minnesota Department of Transportation, Office of Transit, Spring 2004.
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State 00000
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Hometown, Your State 00000







Employee Badge







Visitor Badge
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Hometown, Your State 00000
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KATHERINE D.
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Hometown, Your State 00000







007
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