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1.5 American Institute of Certified Planners Certification Maintenance 
Credits

You must attend the entire webinar

Log into the American Planning Association website to claim your 
credits

Contact AICP, not TRB, with questions



Learning Objectives

• Improve the cyber resilience of their agency

• Assess cyber risk and cybersecurity at their agency or organization
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Questions and Answers

• Please type your questions into your webinar 
control panel

• We will read your questions out loud, and 
answer as many as time allows
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EMERGING TRENDS
IN 

TRANSPORTATION CYBERSECURITY

TRB Webinar
November 17, 2022

David Fletcher 



Webinar Agenda
• Overview of emerging cybersecurity 

trends and innovative approaches

• Summary of current state of 
cybersecurity in transportation

• Updated national cybersecurity trends 
and the Cybersecurity and Infrastructure 
Security Agency advisor program

Download the Synthesis:
https://nap.nationalacademies.org/catalog/26475/cybersecurity-in-transit-

systems

https://nap.nationalacademies.org/catalog/26475/cybersecurity-in-transit-systems


The future is already here; it's just not evenly 
distributed.

William Gibson (2013)

There are decades where nothing happens; 
and then there are weeks where decades 

happen. 
attributed to Vladimir Lenin (~1913)



Global Cybersecurity Trends
… [P]re-pandemic cybersecurity technologies, approaches 
and skill sets are no longer adequate to effectively 
minimize vulnerability, defend against ever-more effective 
attacks, and rapidly recover and restore agency services 
and internal operations.
Next-generation cybersecurity approaches are being 
introduced in other industries and infrastructure sectors and 
are being promoted by Federal regulators and the cyber 
insurance industry. 
However, agencies report that a lack of funding, the 
complexity of their existing environments and a lack of 
expertise are substantial inhibitors to the implementation of 
these approaches. 



Emerging Cybersecurity Trends
• Overview of emerging cybersecurity practice trends 

across both IT and OT environments, focusing on 
• Focus on cyber resilience, including cyber insurance
• Third-party cyber risk management, including cyber supply chain 

risk
• Cybersecurity of location-agnostic access (e.g., remote 

work/teleworking/"work-from-home”)
• Zero-trust computing architectures supporting contactless customer 

applications, including real-time and on-demand information and 
services

• Cybersecurity governance and workforce challenges



Cybersecurity and cyber resilience
• “… cybersecurity encompasses the combination of policies, business 
processes and practices, and technologies, designed to protect digital 
assets (e.g., data, software, systems, networks, and equipment) from 
unauthorized access, exploitation, damage or loss.

• In contrast, cyber resilience refers to a transit agency’s ability to 
preserve or restore uninterrupted digital services, as expected. These 
services include both operational systems and information systems.”

TCRP Synthesis 158



Cyber resilience
Cyber resilience is not a “thing”, but 
is instead a consequence of 
political, strategic and operational 
decisions made by elected officials 
and senior agency managers that 
are reflected in agency business 
policies, plans, processes and 
workflows. These decisions 
integrate multiple, often competing 
and conflicting interests and 
influences.



Cyber Insurance Trends
• Finding and negotiating deals is taking longer
• Insurers have less capacity and are providing more restrictive 

coverages with lower caps
• Deductibles are increasing
• Premiums are rising steeply, in some cases 100% year-over-year
• Many new policies are now excluding ransomware.
• Underwriters are taking a much more aggressive posture in auditing 

agencies for minimal standards, including adoption of the NIST 
cybersecurity framework, use of multi-factor authentication, 
segregated backups, and documented incident response plans. 
Weak adoption of these practices may result in restricted coverage 
or in canceled coverage.



IT Supply Chains and Other Risks
• The true risks associated 

with third and fourth party 
vendors and digital goods are 
unknown but assumed to be 
both large and growing. 

• Almost no industry-specific 
guidance exists to assess, 
manage and mitigate this 
risk. Consequently. each 
agency must perform its own 
due diligence investigations

• 96% of the software stack 
use open-source codes



Location-agnostic computing
Employees, suppliers, customers and other stakeholders appear to 
want to sustain some degree of a new style of working where 
enterprise data, information services, and cyber resources are 
accessed, delivered and enabled irrespective of where they are 
physically located. i.e., anything, anywhere, anytime

The aggregate effect of this demand is to abandon location-centric 
network architectures where the enterprise controlled the type, 
configuration, location, access, and security of all of its computing 
devices for an approach where the employee (and the customer) 
chooses where their access to enterprise resources happens and 
increasingly chooses the remote device itself.



Zero-trust computing trends
• “Trust nothing; verify everything.” Access to system resources is strictly 
limited to only those known/trusted users, systems and networks with an 
clearly identified and limited need.

• ZT assumes that all environments are inherently risky and that potential 
attackers can be present in any environment. 

• There is no distinction between enterprise environments and non-
enterprise ones; the computing environment is continuously monitored and 
adaptively protected. 

• The goals of ZT are twofold 1) prevent unauthorized access to enterprise 
data, services and resources; and 2) make access decisions and 
enforcement processes as granular as possible while minimizing 
transaction costs including authentication (i.e., you are who you say you 
are) and authorization (i.e., you have permission to use this resource or 
service) overheads.



Cybersecurity governance trends
1. There is a limited amount of up-to-date, specific cybersecurity 

guidance available for agencies, particularly as it relates to 
operational technology.

2. Current metrics used to measure the success of their organization’s 
IT security team are insufficient in a mature cybersecurity-conscious 
organization.

3. While agency use of cyber insurance is increasing, this tactic may 
be used to avoid making internal cybersecurity investments. Insurers 
are aware of this behavior and are raising underwriting requirements 
and premiums to discourage it.

4. Recruiting, onboarding and retaining qualified cybersecurity 
employees will continue to be a significant challenge for all 
organizations. Small and medium sized transit agencies may not be 
able to successfully compete in this environment and will need to 
develop more creative and flexible solutions to address this 
challenge.



Summary of Cybersecurity Trends
1. Very few transportation agencies were planning for or prepared for the 

scale, scope or timing of the recent digital transformation of the workplace. 
The ad hoc nature of this transformation exposed or created a number of 
previously unknown cyber vulnerabilities that in many cases have not yet 
been identified or mitigated.

2. In many transportation agencies, pre-transformation cybersecurity 
architectures, policies, training, tools, skillsets, and other resources do not 
and cannot provide inadequate protection against significant threats.

3. Critical infrastructures, including transportation, are not as reliable, resilient 
or secure as assumed by elected officials, regulators, operators or 
customers. 

4. As transportation-related services become even more digital, this lack of 
resilience and security will become even more apparent and may 
ultimately threaten health and safety, physical assets, and system 
availability.



THANK YOU

For additional information, contact:
David Fletcher, Principal

Geographic Paradigm Computing, Inc.
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Pat Bye



Today’s Topics
• Cyber vulnerabilities 
• Sources and types of cyber incidents 
• Cost of cyber incidents
• Cybersecurity guidance available
• Cyber workforce



Transit Cyber Vulnerabilities

Fare



More Potential Transit Vulnerabilities

(Jane Tyska/Bay Area News Group)

Ben Fractenberg/THE CITY



Perpetrators of Cyber Incidents

Nation States

Cybercriminals

Hackers

Hacktivists

Insiders

CYBER ACTORS



Source: Accenture, 2020

https://acn-marketing-blog.accenture.com/wp-content/uploads/2020/06/Exhibit-1-Transit-blog.png


Incident Motive Trends
• Growing financial 
motivation



Common Types of Incidents
• Many different types
• Most common

• Ransomware
• APTs
• Social Engineering





Cost of Ransomware 
$4.62 million average cost not including ransom

$214,000 average ransom in state and local government

$3.86 million average cost of recovering from other types of incidents
$4.24 million average cost of data breach 

Public sector data breech costs doubled from $1M in 2020 to $2M in 2022

34% of those who paid ransom could 
not recover data



Advanced Persistent Threats (APTs)
Skilled attackers 
Patience & Stealth
Linger & Lurk



Social Engineering
Many types including physical breaches

Common types
• Phishing
• Email hacking
• Scareware and Baiting
• DNS spoofing



Cybersecurity Guidance

• Rich body from IT 
perspective

• Growing body for 
control system 
cybersecurity 



Transit Cybersecurity Guidance



Transit Cybersecurity Guidance



DHS/CISA Transportation Guidance



“Cybersecurity is not a 
priority in many transit 
agencies as evidenced 
by the lack of 
investment or 
additional staffing.” 

2020 SJSU/MTI Survey



Transit Cybersecurity Staffing
Levels are low relative to 
other industries

Does not correlate with
• agency size
• whether agency 

reported having incident 



Transit Agency Skills Gap

Cybersecurity 
Professionals

Transportation
Professionals



THANK YOU

For additional information, contact:
Pat Bye

patriciabye@gmail.com



Mike Tetreault – RI CSA
Tuesday, November 15, 2022
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Mike Tetreault – RI CSA
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Key Concepts

• People, Process and Technology
• Confidentiality, Integrity & Availability
• Leadership and Policy are essential
• Resilience & Risk Management

(Risk = Threats * Vulnerabilities)
• There is no “silver bullet”! It is a team effort!

• Cybersecurity Myths
• You can write a check for resilience. False!
• Cyber Insurance is a cyber security program. False!
• Cloud based does not need cybersecurity! False!



Mike Tetreault – RI CSA
Tuesday, November 15, 2022

Action Steps
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Our goal is to have everyone implement these four action steps to increase online security: 

▪ Enable Multi-Factor Authentication: You need more than a password to protect your 
online accounts, and enabling MFA makes it 99% less likely you will get hacked

▪ Use Strong Passwords: Use passwords that are long, unique, and randomly generated.

▪ Recognize and Report Phishing: If a link looks a little off, think before you click. It could be 
an attempt to get sensitive information or install malware.

▪ Update Your Software: Don’t delay – if you see a software updated notification, act 
promptly. Better yet, turn on automatic updates.



Mike Tetreault – RI CSA
Tuesday, November 15, 2022 11

Latest Updates
Guidance for All organizations
• Reduce the likelihood of a damaging cyber intrusion
• Take steps to quickly detect a potential intrusion
• Ensure that the organization is prepared to respond if an intrusion occurs
• Maximize the organization's resilience to a destructive cyber incident

Recommendations for Corporate Leaders and CEOs
• Empower the Chief information Security Officer (CISO)
• Lower Reporting Thresholds
• Participate in a Test of Response Plans
• Focus on Continuity
• Plan for the Worst



Mike Tetreault – RI CSA
Tuesday, November 15, 2022 12

Ransomware Response - CISA
• Checklist
• Ransomware Guide
• StopRansomware.gov
• StaySafeOnline.org
• I’ve Been Hit by Ransomware! page
Steps You Can Take to Protect Yourself & Your Family
• Implement multi-factor authentication
• Update your software 
• Think before you click
• Use strong passwords
Additional Resources: Cybersecurity Advisories, Preparedness Tools, 
CISA Tools, Mal-information and Emergency Communications



Mike Tetreault – RI CSA
Tuesday, November 15, 2022 13

Cyber Resource Hub

• Assessments and Evaluations
• Vulnerability Scanning
• Cyber Resilience Review & Downloadable Resources
• External Dependency Management & Downloadable Resources
• Cyber Infrastructure Survey
• Web Application Scanning
• Cyber Security Evaluation Tool (CSET)
• Free Public and Private Sector Tools and Services



Mike Tetreault – RI CSA
Tuesday, November 15, 2022 14

Training & Exercises
Critical Infrastructure Entities
• Assessment Evaluations and Standardization
• Continuous Diagnostics and Mitigation
• CISA Tabletop Exercise package
• Industrial Control Systems

Cybersecurity Professionals & General Public
• Cybersecurity Exercises
• Federal Virtual Training Environment (FedVTE)
• Certification Preparation
• NICE Cybersecurity Framework
• Workforce Training Guides
• Incident Response Training



Mike Tetreault – RI CSA
Tuesday, November 15, 2022 15
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Upcoming events for you
December 12, 2022

TRB Webinar: Expanding 
Microtransit Services and Improving 
the Rider Experience

December 13, 2022

TRB Webinar: Trends in Transit 
Ridership—Analysis, Causes, and 
Responses

https://www.nationalacademies.org/trb/
events
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https://www.nationalacademies.org/trb/events


Register for the 2023 TRB Annual Meeting
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https://www.trb.org/AnnualMeeting
/Registration.aspx

https://www.trb.org/AnnualMeeting/Registration.aspx


Subscribe to TRB Weekly

Each Tuesday, we announce the latest:

• RFPs

• TRB's many industry-focused webinars 
and events

• 3-5 new TRB reports each week

• Top research across the industry

4

If your agency, university, or 
organization perform transportation 
research, you and your colleagues need 
the TRB Weekly newsletter in your 
inboxes!

Spread the word and subscribe!
https://bit.ly/ResubscribeTRBWeekly

https://bit.ly/ResubscribeTRBWeekly


Discover new 
TRB Webinars weekly

Set your preferred topics to get the latest 
listed webinars and those coming up soon 
every Wednesday, curated especially for 
you!

https://mailchi.mp/nas.edu/trbwebinars

And follow #TRBwebinar on social media
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https://mailchi.mp/nas.edu/trbwebinars


Get involved 
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• Become a Friend of a Standing Technical 
Committee 

Network and pursue a path to Standing Committee 
membership

• Work with a CRP 

• Listen to our podcast

https://www.nationalacademies.org/podcasts/trb

https://www.nationalacademies.org/trb/get-involved

https://www.nationalacademies.org/podcasts/trb
https://www.nationalacademies.org/trb/get-involved


We want to hear from you
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• Take our survey

• Tell us how you use TRB Webinars in your work at 
trbwebinar@nas.edu
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