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Purpose Statement

This webinar will provide an introduction to quality assurance components; discuss
variability, risks, and pay factors; and identify indicators of material certification testing
fraud.

Learning Objectives

At the end of this webinar, you will be able to:

« Explore the basics of quality assurance and explain why it should be implemented by
agencies.

« Understand the variability, risks, and pay factors from both the agency's and contractor's
perspectives.

 Identify indicators for material certification and testing fraud.



Questions and Answers

» Please type your questions into your webinar
control panel

« We will read your questions out loud, and
answer as many as time allows

Questions

No questions yet

Cluestions you send and answers from the staff

will appear here

Enter your question

Your question will be sent to staff
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Introduction to
Quality Assurance Components

Dennis Dvorak



Sources of Variability

Matend\  Process  Sampling  Testing

Composite
Variability




Risk Management

Testing and Material Quality
Inspection Costs and Performance
Risk




23 Code of Federal Regulations
(CFR) (1938)

Section 1.9 Construction
b) Unless otherwise

TITLE 25—HIGHWAYS

stipulated in writing by the CHAFTER. |_BURGAU OF PUBLIC ROADS
Secretary or his authorized . o S g

representative, materials for
the construction of any |
project shall be tested, prior BT

I th hrek Agmoln Wl

to use, for conformity with the FHEE o e
specifications, according to S s E LR

methods prescribed or
approved by the Bureau of
Public Roads.




Special Committee on the Federal-aid Highway
Program

House of Representatives Committee on Public Works
Commonly known as the Blatnik Committee
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23 CFR 637 (1975)

B Subpart B — Sampling and Testing of Materials
and Construction added to 23 CFR 637

B Each State DOT required to develop sampling
and testing program including:
» Acceptance samples and tests by State DOT
» Independent Assurance (IA) samples and tests

» Project materials certification for all Federal-aid
construction projects
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FHWA Federal-aid Program Manual
(FHPM) 6-4-2-10 on Quality
Assurance (QA) Program (1981)

B QA Program could include process control
sampling and testing by contractor
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23 CFR 637 (1995)

B Subpart B revised to allow the use of
contractor QC tests as part of the acceptance
decision

B State QA Program required to be approved by
FHWA (Approval delegated to Division Office)

» Frequency guide schedule for sampling and testing
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Applicability of 23 CFR 637

B Applies to projects on the National
Highway System (NHS)

B State administered and locally

administered projects administered
under 23 CFR

B Includes Design-Build projects
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Core Elements of a Quality
Assurance Program

Technician
Qualification

Source;: FHWA

Lab
Accreditation
Quialification

Agency
Acceptance

QA

Program

Contractor
Quality
Control (QC)

Dispute
Resolution

Independent
Assurance



Contractor Quality Control (QC)

B Materials sampling & testing
B |f part of acceptance decision
» Independent of agency verification
» Qualified technicians
» Qualified laboratories
» Independent assurance evaluation

1-11



Agency Acceptance

B Verification sampling & testing
B Acceptance & payment

» May include contractor test results if
validated
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States using Contractor QC test
results in the Acceptance Decision

Key: 'Source: FHWA QA |§

C] Use Contractor QC test results Assessment PR 77
:] Use State Tests for Acceptance



Independent Assurance (IA)

B Evaluate all acceptance sampling & testing
B Separate from acceptance testing

B Technician procedure evaluation
» Observation
» Split samples
» Proficiency samples

B Testing equipment evaluation
» Calibration checks
» Split samples
» Proficiency samples
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IA Approaches

B Project Approach

B Systems (Program)
Approach

1-15 -



Type of Independent Assurance
Program Used

.e &%HI |
; Project (16) . | E
| System (31) Source: FHWA QA

Hybrid (5) Assessment PR




Technician Qualification

B Required for all sampling & testing in
acceptance decision

B Qualification programs
» State programs
» Regional partnerships
» National programs

Note: Technician qualification requirement '
can be found at 23 CFR 637.209(b).
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Personnel Qualification and
Certification
B Programs that certify are not materially

different from programs that qualify
personnel
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Requirements for Personnel
Qualification/Certification

B Recommended program guidelines:
» Formal training; hands-on training
» On-the-job training
» Written and performance examinations
» Periodic re-qualification (typically 2-5 years)

» Process to remove personnel performing
procedures incorrectly, falsifying statements
or data

1-19



Laboratory
Accreditation/Qualification

B Accreditation required
» Agency central lab
» Consultant dispute resolution labs
» Consultant independent assurance labs

B Qualification required
» Testing labs used in acceptance decision
“* Agency verification testing
¢ Contractor QC testing

1-20
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Dispute Resolution

Formal system designed to address significant
differences between partners data of such
magnitude to impact payment

Required when contractor data used In
acceptance decision

Can be performed within the State DOT
Accredited third party laboratory can be used.
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Note: See 23 CFR 637.207(a)(1)(iii)) and 23 CFR 4
637.205(a) for more information.



Consultants for Testing and
Inspection

B Agency retains project responsibility
B Conflict of interest — exclusive project roles
» Agency verification
» Independent assurance

» Contractor QC
» Dispute resolution

Note: See 23 CFR 637.209(c) for more information.
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Random Sampling

B All samples used in the acceptance
decision for quality control and
verification sampling and testing
shall be random samples

» All materials will have an equal
probability of being sampled

» Removes Bias
» Reduces potential for fraud

Note: See 23 CFR 637.205 for more information.

1-23
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Acceptance plan risk

Richard Weed:
Determinmmgrisk 1s “an absolutely vital step”

Chuck Hughes:

“Averyimportant ingredient m calculatingrisk is to get a
reasonablyaccurate measure of variability.”




Four sources of variability

Materials

Construction

J

Composite
Variability

Sampling

Testing




Maternals variability Material

501.02 Conform to the following Section and Subsections:

* Components used to produce

. Coarse aggregate for concrete 703.02
item o fWO rk E'unc:relegfurf'ng material and additives 711
o Example S: Fine aggregate for concrete 703.01
Hydraulic cement 701.01
¢ Aggre gate S Pozzolans 701.03
. Reinforcing steel 709.01
* ASphalt bmder Sealants, ﬁgllizr&:~ and seals 712.01
e Cement Water for cementitious materials 725.01(a

e Additives

e Fach has some level of
variability



Construction
variability

e Also called “Process
variability”
e Convert materials into
a product
* Proportioning

Installation &
Finishing




e Variabilitybetween test results on the same material
* Repeatability—Same technician &equipment
* Reproducibility—Different technicians &equipment

| Testing variability

* Precision estimates published in test methods

Table 2—Precision Estimates

Acceptable Range of
Standard Deviation Two Test Results
Condition (1s)" (d2s)?
Single-operator precision
Asphalt binder content (%) 0.069 0.196

Multilaboratory precision
Asphalt binder content (%o) 0.117 0.330




Sampling variability

* Variability m physical
sample collection
* Location
* Equipment
* Personnel

* Variability mherent in
sampling a population
* Sample size affect

n=3 n=>5 n=10




Evaluatmg sampling variability — Computer Simulation

0.3

LSL=92.0 USL=97.0

0.25

89 91 93 95 97 99

Dataset 1
N=10,000
Mean =94.5%
s =1.40
Actual PWL=90

LSL=92.0 USL=97.0

Dataset 2
N=10,000
Mean =92.0%
s =1.40
Actual PWL=50



Acceptance risk—90 PWL

I I I T BT AT

Average Lot mean 94.5 94.5 94.5 94.5 94.5
Min. Lot mean 91.3 91.9 92.5 93.0 93.5
Max. Lot mean 98.1 97.4 96.4 95.9 95.5
Range of Lot means 6.8 5.5 3.9 2.9 2.0
Average Lot PWL 89.5 89.9 90.1 90.3 90.4
Min. Lot PWL 0 40 58 68 71

Max. Lot PWL 100 100 100 100 100
Probability ofrejection 1.1% 0 0 0 0

Based on 10,000 replicates at each sample size



Acceptance risk—50 PWL
| 03 | =5 | n=10 | n=20 | n=30

Average Lot mean 92.0 92.0 92.0 92.0 92.0
Min. Lot mean 88.7 89.2 90.1 90.8 91.1
Max. Lot mean 95.4 94.3 93.7 93.2 93.0
Range of Lot means 6.7 5.1 3.6 2.4 2.1
Average Lot PWL 50.3 50.8 50.8 50.7 50.8
Min. Lot PWL 0 0 1 14 25
Max. Lot PWL 100 100 98 82 77
Probability ofacceptance 10.1% 2.8% 0.2% 0 0

Based on 10,000 replicates at each sample size



Payment risk—90 PWL

I I N AT O AT

Actual Lot Pay Factor 1.00

Average Lot Pay Factor 1.004 1.006 1.006 1.009 1.009
Min. Lot Pay Factor 0.55 0.77 0.84 0.885 0.915
Max. Lot Pay Factor 1.05 1.05 1.05 1.05 1.05
Pay Factor Range 0.50 0.28 0.21 0.16 0.14

PF=PWLXO0.5 +55

0 PWL=0.55 50 PWL=0.80 90 PWL=1.00



Payment risk—50 PWL

I I N AT O AT

Actual Lot Pay Factor 0.80

Average Lot Pay Factor 0.801 0.804 0.803 0.804 0.803
Min. Lot Pay Factor 0.55 0.55 0.555 0.615 0.645
Max. Lot Pay Factor 1.05 1.05 1.045 0.965 0.94
Pay Factor Range 0.5 0.5 0.49 0.35 0.30

PF=PWLXO0.5 +55

0 PWL=0.55 50 PWL=0.80 90 PWL=1.00



Pay Factor Distribution —90 PWL
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Pay Factor Distribution —90 PWL
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Pay Factor Distribution — 50 PWL
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Count

Pay Factor Distribution — 50 PWL
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Reducing risk

* Increase sampling rate
* Smaller sublot size
* Balance sampling v. cost
* Testing time (lab throughput)
* Nondestructive tests
* Large data sets
* Rapid data collection

* Increase Lot size
* Watch for process shifts




Questions? * Contact info
Richard.Bradbury@maine.gov
207-624-3482




Indicators for Material Certification and
Testing Fraud

Mike Copeland

Construction & Materials Quality Program Manager

Idaho Transportation Department




Why Commit Fraud?

* Opportunity: Lack of oversight or weak controls.
* Rationalization: Justifying unethical behavior.

* Motivation: Pressure or incentive to commit fraud.

Motivation

Weak verification processes create opportunity, an incentive or need drives motivation, and rationalization justifies

unethical actions.
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Motivation

FRAUD

OTIVATIOR

RATIONLIZATION



Hidden Visible
SPEC IFICATION (91 -96) (91 - 96)
JMF (TARGET) 93.00 93.00
TEST NOD., MAT % DENSITY MAT % DENSITY
AVERAGE 91.7 93.0

Motivation




Rationalization
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Why Commit Fraud?

* Opportunity: Lack of oversight or weak controls.
* Rationalization: Justifying unethical behavior.

* Motivation: Pressure or incentive to commit fraud.

Motivation

Weak verification processes create opportunity, an incentive or need drives motivation, and rationalization justifies

unethical actions.



Traditional Fraud
Prevention Practices

Surprise Inspections

Random Sampling

Material Verification

Documentation Rigor




Visual and
Electronic .

FC?P for AASHTO T 166 Bulk Specific Gravity of Compaeted Mix (Method A)

Record to (0.1) Dry Puck Puck in Water Puck SSD
Mass (g) Mass (g} Wt. (g} Wt (g)

Indicators

specimen1 | Y% 0 s.} ’z:'&'q’L N "’\ %,..?‘ 0.,, ‘

weann: | W05 | WSS | UFINIY

FOP for AASHTO T 166 Bulk Specific Gravity of Compacted Mix (Method A)

Specimen 1 Specimen 2

Surface Temperature 75 *F ™ *F A
Water Bath Temperature 77 *F 77 *F Gmp = B—C
Mass of Puck Dry (A) 4705.7 4705.0 0.7
Submerged Weight of Puck in Water (C) 2742.4 2743.3
Wt. of Puck SSD (B) 47101 47114
G, (Bulk Specific Gravity) 2.391 2.391
Average G, 2.391

Range 0.001 (Within d2s precision?) YES




L

FOP for AASHTO T 308 Asphalt Content by Ignition Method
Date on Ticket Ticket AC %

02821 |63 |le: 53"
Basket Assembly Y ?ﬂ 4

Time on Ticket

&)

. 1F'urrga<:& 18]

FOP for AASHTO T 308 Asphalt Content by Ignition Method
Date on Ticket

Time on Ticket

Ncket AC %

(Aiach fgrition Furnace ID
Fumaca Printed il i il - r
\/ . | Tickel) EZL?‘:}Z 09/05 {1! 6% l *B‘:lli%i'o,#;;zm ' €
I S u a a n ( j Basket & Initial I S i
Record to Sattiphe 503‘6 _l} Basket Assembly 314.0 p 1 52 Aggregate
i (0.1) u - 5
Mass (g) Calculated Initial ':1 % L Basket & Final
Sample v Aggregale 3
~ ~-~ |FOP for AASHTO T 208 Theoretical Max Specific Gravity (Bow| Method By 4
: ) ; é C.ﬂ q | Sample
Bowl Bowl & Sample : Sub Bowl & SHrIIpleé Sub Bowl |
Wi {g) We (g} 28,4
Pan & Sample Dry After

epard fo (0.7)
Mass {g)

Indicators i |
(Z3M5 | Bou3 fe4o

Specimen 1 ZD%Lisl B'}‘«bbls
sweomenz | 7694.5 1 30,2 T G

Wash

Source documents missing key records.




Visual and
Electronic
Indicators

Different Fonts or layered images on PDFs
Overwritten Information

Handwritten and Typed

Highlightable and Non-Highlightable Text
Dates out of Order

Item(s) Description Spec. References Cuantity
MILEPOST TY 1 617.02, 708.16.2,
(E-1POSTS 2" x 2" x 12-ga.) 708.17 e
BRKAWY STL SIGNPOSTTYE 616.02, 708.17, 200-b
(E-1 POSTS 2.5"x2.5"x 10-ga.) —

Supplier's Company Name

| Address

= . '] - . - T e

[ Bunnline Rerwnaarilahe's Shrnoh re Nat=



The Power of Metadata in Detecting Fraud

Submerged Weight Adjustments for Sample 3 - AASHTO T 209

2390 —8— Submerged Weight (grams)

2380 -

2370 4

]
w
[=1]
o

Weight (grams)

]
w
w
o
lb\‘

2340

2330 A

2320 A

T T T T T T T T T
1 4 8 12 16 20 24 28 32

Change Attempts (over Time)

This graph highlights how metadata captured a single submerged weight value entered 32 times in 25
minutes, showing patterns of trial-and-error adjustments.

14



Metadata and

Artificial
Intelligence




* Real-time analysis
 Automated detection
e Scalable to 100% real-

time review
* Reduced manual labor
) and errors
Itemi(s) Description Spec. References Quantity
MILEPOSTTY 1 617.02, 708.16.2,
(E-1 POSTS 2" x 2" x 12-ga.) 708.17 o-Each
BRKAWY STL SIGNPOSTTY E 616.02, 708.17, 200b
(E-1 POSTS 2.9"x2.5"x10ga.) -1DS




Emerging Risks: Al-Driven Data
Manipulation and Fraud

-DRIVED
UNDETECTABLE DATA N|iANT|P]|_AT|ON AUTOMATED

- TAMPERING H1GHWAYCONSTRUCTION FRAUD

ro ] |

o \\ ik ‘ 7 AAUTOMATED
TAMPER|NG L \ _ F AN . FR AU D
Key Risks {CA'-E L’*\\ 2 ' ‘ATSQE

* Undetectable Tampering

e Automated Fraud at Scale

( .“ o — R o
i
0.0.0.
P ==

e Accessible Fraud Tools L.




Data
Integrity at
Risk

Non-Programmer
Less Than 2 Hours
Testers Unaware
Retained Metadata

IRI Value

160

140 A

120 -

100

80 4

60

40 -

20 4

IRl Transformation: 0% Complete

145.1

4 6 8
Sample Index

18



Data

Integrity at
Risk

Motivation

19



Conclusion

Key Takeaways
* Data Integrity Is Fundamental

* Fraud Is Driven by Human and

Systemic Vulnerabilities

e Al Offers Powerful Solutions —

But Also New Risks
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Upcoming events for you

February 19, 2025

TRB Webinar: Collaborative Metrics
for Strategic Freight Demand

Performance Management

February 25, 2025

TRB Webinar: Integrating Non-
Destructive Evaluation in Bridge
Preservation and Management
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Subscribe to TRB Weekly

If your agency, university, or organization e

i TRB Weekly
perform transportation research, you and A
your colleagues need the TRB Weekly
newsletter in your inboxes!

PR TRANSPORATON FESEARC

TRB

N
B Weekly covers the latest in transportation

Each Tuesday, we announce the latest:
« RFPs

« TRB's many industry-focused webinars
and events

* 3-5 new TRB reports each week
*  Top research across the industry Spread the word and subscribe!
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Supply Chain Risk and Resilience—Linking
Transportation and Economic Models

Thursday, October 6,2:30- 4 PMET

Disruptions to transportation supply chains can cause
cascading effects globally and socioeconomically. This
webinar will discuss leading-edge technologies and the
impacts logistics modeling with artificial intelligence and
resilience analytics can have on a larger scale.
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