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1.
Problem Title
Targeted Guidance and Information Support to State DOT CEOs on Cybersecurity Issues and Protection Strategies
How can state DOTs use case studies and lessons learned checklists to prepare for, prevent, respond to, and recover from various forms of cyber-attacks?  
2.
Background
Cyberattacks against financial/credit agencies, health organizations and military establishments have occurred more frequently over the past several years.  What is less known to the general public, and perhaps to transportation officials, is that the transportation sector is a prime target for such attacks.  As noted in an influential insurance business magazine, "transportation is now the third most vulnerable sector exposed to cyberattacks."
 
Over the past two years cyberattacks against the Colorado DOT and Maersk have highlighted the challenges that public and private transportation organizations could face with such threats.  The magazine article continues, "the transportation sector has a lot more risk in the operational technology side … how the transportation sector is deploying technology and how technology is infused in the system operation …. GPS tracking, used within the transportation network to identify the location of goods and trucks, the computer networks themselves, and automation are all specific vulnerabilities within this industry."  This portrayal does not mention the other functions of state DOTs that could also be highly vulnerable …. human resource and employee databases, data storage, enforcement records (in some cases), legal/contract documents and the like.
It is informative to note that the US General Accountability Office (GAO) has also identified cyber security as a national challenge.

This research focuses on the current and likely future challenges facing state transportation agencies with respect to cybersecurity. A lot of material is available on the technical aspects of protecting agency operations, but very little is aimed at DOT agency leadership that explains how the agency can prepare/prevent such attacks, what to do when they occur, and how to recover from the attack.  Given the increased likelihood of future cyberattacks against transportation assets, this research addresses a critical need in a DOT's security and continuity of business strategies and protocols.  Importantly, the research will provide a comprehensive examination of all the functions, services, data-focused activities, and sensitive data storage that could be a target of a cyberattack.  It will provide DOT officials with an easy-to-use assessment guide on how to identify the greatest risks to the agency, and what types of strategies might be considered.  
This research is directly related to the strategic plans/work plans for the Committee on Transportation Security and System Resilience (CTSSR) and the Committee on Data Management & Analytics (CDMA). 
3.
Literature Search Summary
NCHRP has devoted considerable resources to physical security challenges facing transportation agencies. There is also a proposed NCHRP project NCHRP 20-124, "Deploying Transportation Security Practices in State DOTs" that will focus on developing and implementing a comprehensive deployment and change management strategy assisting states that wish to more effectively evaluate and implement the revised security guidelines recommended in the updated Security 101 primer. This proposed effort will review the current physical and cybersecurity practices of transportation agencies.  
A summary of the literature in this area shows many studies and efforts that highlight the need for public agency attention to cybersecurity.
  This literature, however, has focused primarily on raising awareness of how important cybersecurity is to both the day-to-day operations of transportation agencies as well as the long-term evolution of stable agency operations based on command and control technologies. Another focus of the literature is how cybersecurity concerns relate to different technologies of transportation, such as connected/autonomous vehicles,
 for different modes,
 and to specific types of transportation assets.

Key cybersecurity capabilities described in the 2015 AASHTO Fundamental Capabilities report include:
 

· Integrate cybersecurity decision making into business processes and investments

· Evaluate and manage agency-specific cyber risks

· Implement industry standards and best practices

· Facilitate discussion and interaction between information technology, engineering, and operational groups to ensure that all systems are adequately addressed.
· Coordinate cybersecurity and cyber incident planning across the enterprise. 
The TRB Cooperative Research Programs are supporting several research projects relating to this proposed research.  Some of these projects are focusing on the general area of risk management of which cyberattacks will be part of the investigation (for example, Synthesis of Information Related to Airport Practices. Topic S01-19. Data Acquisition and Protocols for Risk Management).  As noted earlier, NCHRP 20-115 "Deploying Transportation Security Practices in State DOTs" comes closest to the proposed research, but consists of a more general update of security practices, of which cybersecurity is just one emphasis.  NCHRP 03-127 "Cybersecurity of Traffic Management Systems" is an example of an asset-specific research project.  A review of the literature and on-going research did not find any DOT leadership-oriented type of research underway or completed.  
Another important resource includes the NCHRP 20-59 51(A) Protection of Transportation Infrastructure from Cyber Attacks: A Primer (NCHRP 221/TCRP 67). In addition, NCHRP 20-59(54), is producing a white paper on cybersecurity issues and associated research.  Research is also available from the American Public Transportation Association (APTA) and FHWA; frameworks such as the NIST Cybersecurity Framework, Control Objectives for Information and Related Technology (COBIT); and standards and guidance from International Organization for Standardization, Information Systems Audit and the Control Association and other sources that can be used to create cyber resilience metrics.
4.
Research Objective 
Recent experience with cyberattacks suggests that state governments in general are not well prepared to handle such incidents.  Much of the research conducted to date on cybersecurity has produced important reports and guidance for developing technical and operational strategies for cyber protection.  Quite frankly, these reports are cumbersome and not presented in a user-friendly manner.  
The purpose of this project is to identify the information needs of high-level state DOT officials with respect to cybersecurity prior to, during and after a cyberattack.  These information needs would then be the framework for developing targeted information materials aimed at letting DOT leadership know how they should be preparing their agency for these incidents.  It is expected that the project would include a variety of multimedia outreach strategies.  Another key element of this research would include identification of best practices in terms of training and maintaining a level of awareness of the criticality surrounding cybersecurity.
5.
Implementation Planning
In addition to a checklist or easily-understood written materials, the implementation of the research results would include webinars, role playing exercises, session presentations, peer exchanges and incorporation of the research results in new state DOT CEO training efforts.  Funds would be provided in the project for such efforts.
6.
Estimate of Problem Funding and Research Period
Recommended Funding:  $250,000
Dissemination Funding:  $100,000

Research Period:

18 months
7.
Urgency and Potential Benefits
Given the vulnerability of state DOTs to cyberattacks, this research will provide significant benefits to an agency's ability to prepare for, respond to and recover from such attacks. It provides state DOT leadership with the right questions to ask, and an exposure to the circumstances they may face (e.g., a case study of what the Colorado DOT went through).  The research results would be disseminated widely among state DOTs and could serve as a benchmark for establishing high level support for cyber protection in the state transportation sector.  

Given the focus of the research, the project has a very high likelihood that research objectives can be successfully achieved and that it will produce implementation-ready products.  The focus on highly relevant concerns and vulnerabilities to state DOTs suggests that the research results will be implemented by these agencies. 
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