
l

l

1

I

i

l

I

i

l

l

NATToNAL coopERArrvE HrcHwAy RESEARcH ri::ååi 
317

TRANSIENT PROTECTION, GROUNDING, AND
SHIELDING OF ELECTRONIC

TRAFFIC CONTROL EQUIPMENT

H. W. DENNY and J. p. ROHRBAUGH
Georgla Tech Research lnstitute
Georgia lnstitute of Technology

Atlanta, Georgia

RESEARCH SPONSORED BY THE AMERICAN
ASSOCIATION OF STATE HIGHWAY AND
TRANSPORTATION OFFICIALS IN COOPERATION
WITH THE FEDERAL HIGHWAY ADMINISTRATION

AREAS OF INTEREST:

Maintenance

operations and Traffic Control
(Highway Transportation)

TRANSPORTATION RESEARCH BOARD
NATIONAL RESEARCH COUNCIL

WASHINGTON, D.C, JUNE 1989



NATIONAL COOPERATIVE HIGHWAY RESEARCH
PROGRAM

Systematic, well-designed research provides the most effec-

tive approach to the solution of many problems facing high-
way administrators and engineers. Often, highway problems

are of local interest and can best be studied by highway de-

partments individually or in cooperation with their state

universities and others. However, the accelerating growth
of highway transportation develops increasingly complex
problems of wide interest to highway authorities. These

problems are best studied through a coordinated program of
cooperative research.

In recognition of these needs, the highway administrators of
the American Association of State Highway and Transpor-
tation Offrcials initiated in 1962 an objective national high-
way research program employing modern scientihc tech-
niques. This program is supported on a continuing basis by
funds from participating member states of the Association
and it receives the full cooperation and support of the Fed-
eral Highway Administration, United States Department of
Transportation.

The Transportation Research Board of the National Re-
search Council was requested by the Association to admin-
ister the research program because of the Board's
recognized objectivity and understanding of modern research
practices. The Board is uniquely suited for this purpose as:

it maintains an extensive committee structure from which
authorities on any highway transportâtion subject may be

drawn; it possesses avenues of communications and cooper-
ation with federal, state, and local governmental agencies,
universities, and industry; its relationship to the National
Research Council is an insurance of objectivity; it maintains
a full-time research correlation staff of specialists in high-
way transportation matters to bring the hndings of research
directly to those who are in a position to use them.

The program is developed on the basis of research needs

identified by chief administrators of the highway and trans-
portation departments and by committees of AASHTO.
Each year, specific areas of research needs to be included in
the program are proposed to the National Research Council
and the Board by the American Association ol State High-
way and Transportation Officials. Research projects to fulfill
these needs are defined by the Board, and qualified research

agencies are selected from those that have submitted pro-
posals. Administration and surveillance of research contracts
are the responsibilities of the National Research Council
and the Transportation Research Board.

The needs for highway research are many, and the National
Cooperative Highway Research Program can make signifi-
cant contributions to the solution of highway transportation
problems of mutual concern to many responsible groups.
The program, however, is intended to complement rather
than to substitute for or duplicate other highway research

programs.
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FOREWORD
By Staff

Transportation
Research Board

Transportation engineers and technicians responsible for the design, specification,
installation, and maintenance of traffic signal and related types of electronic equipment
will be interested in the fìndings and recommendations of this report. The research
reported herein addresses the problem of damage to trafhc control equipment caused
by electrical noise and transients (voltage spikes and surges) due to lightning, switching,
and radiated electromagnetic interference (EMI) from radio and TV stations, radar,
and mobile radio transmitters.

The research reported herein provides procedures, practices, test methods and
specifications for the protection of not only traffrc control equipment but also other
types of equipment operated by transportation agencies such as trafflrc counters de-
ployed for planning purposes, vehicle classifiers, weigh-in-motion systems, warning
devices, and the like, In short, the material in this report can be applied to almost
any type of electronic hardware that is exposed to damaging transients.

The problem of electrical transient damage to electronic control equipment may
be minimized and, in most cases, eliminated by proper application of existing tech-
nology; in other words, currently available devices may be able to provide sufhcient
protection against equipment malfunction and deter damage. However, there are
currently no widely accepted specifications or procedures for the transient protection
of traffic control equipment. NCHRP project 10-34, ,.Transient protection, Ground-
ing, and Shielding of Electronic Traffic Control Equipment," was initiated in response
to this need. Researchers at the Georgia Tech Research Institute, Atlanta, Georgia,
conducted the study, drawing on their extensive experience with protection of equip-
ment in the flrelds of residential and industrial electrical power, computers and tele-
communications, and military and aerospace applications.

The researchers began their work with an examination of typical trafhc con-
trollers, breaking them down into subparts of equipment cabinet, terminal blocks,
internal components, and associated input and output wiring. This was followed by
an in-depth review ofprotection devices and grounding, shielding, and bonding tech-
niques currently employed in the traffic control field and in related fields. Existing
specifications of the Institute of Electrical and Electronics Engineers (IEEE) and the
National Electrical Manufacturers Association (NEMA) were reviewed for their ap-
plicability and appropriateness for traffrc control equipment. Discussions were held
with traffrc system operating personnel in high lightning incidence areas such as
Atlanta, Georgia, and rampa and sarasota, Florida. Manufacturers of protection
devices were surveyed and descriptive material, costs and performance data were
obtained.



This report is comprised of six chapters and an appendix which contains rec-
ommended modifications to the NEMA standards Publication TSI-1983, Traffic
control systems, The main body of the report is a comprehensive state-of-the-art
document expected to serve as an in-depth technical reference for years to come. The
appendix recommends changes that would be appropriate to allow equipment com-
plying with NEMA TSI-1983 to meet a nominal lightning protection requirement.
Readers are cautioned that the recommended modiflrcation to NEMA TSI-1983 may
not be the most appropriate for their particular case because many localities do not
have the lightning problems that others do. Imposing a stringent transient requirement
on NEMA equipment would create added expense for many that may be unjustified.

Another product ofthe research, expected to be available late in 1989, is a video
training tape including both user's and instructors' notes. These materials are intended
to provide (non-electrical) engineers and traffic control technicians with practical
advice and guidance that will facilitate implementation of the wealth of technical
information contained in the report. Availability, cost, and ordering information may
be obtained by writing to: Director, cooperative Research programs, Transportation
Research Board, 2l0l Constitution Avenue, N.W., Washington, D.C. 20418

Implementation of the findings of this research should help to improve the
reliability of electronic equipment in both new and existing transportation installations.
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SUMMARY

TRANSIENT PROTECTION,
GROUNDING, AND SHIELDING

OF ELECTRONIC
TRAFFIC CONTROL EQUIPMENT

Electronic traffic control equipment is subjected to a wide range of electromagnetic

threats, including lightning, electrostatic discharge, internally and externally generated

inductive switching transients, and radiated electromagnetic interference (EMI) from

radio, TV, radar, and mobile communication transmitters. Lines providing electrical

power and cables interconnecting equipment to sensors, communications systems, or

peripheral hardware provide a direct path for the conduction of disruptive and dam-

aging electrical transients and other EMI into traffic control equipment.

The objectives of the research program under which this report was prepared are:

(1) review current practices and develop recommended procedures for the transient

and electromagnetic interference protection, grounding, shielding, and filtering of
power and signal conductors, cabinets, and equipment associated with trafhc control

to assure the proper operation and extended life of the electronic equipment, and (2)

develop and document recommended performance specifications and test methods for

protective devices and traffic control equipment. Additionally, the research effort was

to develop video training tapes and user's and instructor's notes based on the material

developed and documented in this report. The.video tapes and the user's notes require

no special background in electrical engineering or electronics to be applied. The video

tapes are a summary of the basic information contained in this report.

The material is organized into two sectionsr the main body of the report contained

in Chapters One through Six, and the Appendix. The main body of the report is

intended as a technical reference document and is addressed to trafltc system engineers

and skilled trafflrc controller technicians. Although the majority of the key information

should be readily usable by individuals without an electrical engineering or electronics

background, some portions do presume basic familiarity with electrical technology.

This document is the compilation of the necessary technical information for protecting

electronic trafhc controllers against transient and electromagnetic interference.

The Appendix presents recommended modihcations to the National Electrical

Manufacturers Association (NEMA) Standard TS 1-1983 to cover lightning and

transient protection.

The most severe electromagnetic threat to traffic control equipment is lightning.

To determine the level and extent of protec.ion required against lightning-induced

transients, the traffrc control professional loust know the lightning threat levels at

traffic controller inputs, the rates-of-occurrence oflightning transients, and the effects

of the lightning discharges on electronics within trafltc control equipment. The light-

ning threat levels will vary depending on the type of interface, the length of the

interconnecting lines or cables, and whether the lines are shielded or not. The approach

taken in establishing the lightning threat levels at traffic controller inputs and outputs

was to determine what measurements and analyses have been performed in related



2

areas and extrapolate the results to traffic control interfaces. This approach was
necessary because no measurements to determine the incident lightning voltages,
currents, or waveforms on trafhc controllers were identified.

The Institute of Electrical and Electronics Engineers (IEEE) Standard 587-1980
(now ANSI C-62.41-198O), "Guide for Surge Voltages in Low-Voltage AC Power
Circuits," was used as a guide for defining the lightning threat levels at ac power
inputs. IEEE Standard C62.31-1984, "IEEE Standard Test Specification for Gas-
Tube Surge-Protective Device," and "Part 15, Subpart J of the Code of Fede¡al
Regulations, Title 47(47CFR)" were used to establish the lightning threat levels at
telephone and dedicated communication terminals of traffic controllers. The lightning
threat levels at sensor and other inputs and outputs were determined by analysis and
by extrapolation from equipment experiences in similar situations.

In addition to establishing the lightning threat levels, methods of predicting the
lightning rate-of-occurrence from geographic location and local thunderstorm activity
are given. Also presented are the effects of lightning on traffic control equipment,
particulady the effects on solid state electronics within traffic control equipment.

Recommended modifications to the National Electrical Manufacturers Association
(NEMA) Standard TS 1-1983 to add lightning and transient test specifications are
presented in the Appendix. The modifications are a suggested starting point for
establishing a test specification for traffic control equipment. NEMA TS l-1983 was
chosen primarily because of its wide use in the traffic control community. It is
recognized that NEMA TS 1-1983 may not be the optimum document to employ to
impose lightning and transient test specifications and that a separate document may
be required. The recommended changes illustrate a possible form for the specihcations,
however.

An in-depth review of electromagnetic protection practices for traffic control equip-
ment is given. Topics covered include: (l) grounding, (2) shielding of equipment and
cables, (3) bonding and corrosion control, (4) terminal protection using filters and
amplitude limiters, (5) communication interface practices such as the use of balanced
inputs (shielded-twisted-pairs) to provide hígh common-mode interference signal re-
jection and the use of fiber optics to eliminate conductor penetration paths, and (6)
guidelines for configuration control and retrofitting.

CHAPTER ONE

INTRODUCTION

1.1 PROJECT STATEMENT

Electronic traffic control equipment is highly susceptible to
disrupted operation and even permanent damage caused by elec-
trical noise and transients (voltage spikes and surges) associated
with connected service and signal lines. Lines providing elec-
trical power and cables interconnecting equipment to sensors,

communications systems, or peripheral hardware provide a di-
rect path for the conduction of disruptive and damaging elec-
trical transients from externally generated electrical noise.

Lightning, switching transients, and other electromagnetic in-
terference (EMI), including radio frequency interference (RFI),
may be conducted on electrical and signal lines connected to
trafflrc control equipment. Some disruptive noise may even orig-
inate from companion equipment located within the traffrc con-
trol cabinet.

The problem ofelectrical transient damage to electronic con-
trol equipment may be minimized and in most cases eliminated
by proper application ofexisting technology, i.e., currently avail-
able devices may be able to provide suffïcient protection against



equipment malfunction and deter damage. However, there are

no widely accepted speciltcations or procedures for application
of such devices to the control equipment cabinet, terminal
blocks, and associated wiring. There is a need to develop such

specihcations and procedures and to make them available to
operating agencies to obtain maximum benefit from the protec-

tion devices.

1.2 oBJECTTVES

The overall objectives of NCHRP Project 10-34, "Transient
Protection, Grounding and Shielding of Electronic Trafhc Con-

trol Equipment," are to: (l) review current practices and de-

velop recommended procedures for the transient protection,
grounding, shielding, and hltering of power and signal conduc-

tors, cabinets, and equipment associated with traffic control to
assure the proper operation and extended life of the electronic

equipment; (2) develop and document recommended perform-

ance speciltcations and test methods for protective devices and

trafftc control equipment; and (3) develop video training tapes

and user's and instructor's notes based on the material developed

and documented in this report.
The objectives were accomplished and the results are docu-

mented as follows.

1,3 ORGANIZATION OF REPORT

The main body ofthe report is addressed to the traffic engineer
with a background in electrical engineering or a skilled elec-

tronics technician. It is intended as a summary technical ref-

erence document on transient and electromagnetic interference
control for trafftc control applications. Chapter Two discusses

how the traffrc control system's configuration affects its exposure

and susceptibility to transient and electromagnetic interference.
Chapter Three describes and defines the electromagnetic threat
to traffrc control equipment. The electromagnetic threat in-

.cludes: (l) lightning, (2) electrostatic discharges, (3) internally
and externally generated inductive switching transients, and (4)
radiated interference from radio, TV, radar, and mobile com-
munications transmitters. The flrnal chapter, Chapter Four, dis-
cusses methods and techniques to protect traffic control
equipment from upset or damage due to the electromagnetic
threats discussed in Chapter Three. Topics covered in Chapter
Four include: (l) grounding, (2) shielding of equipment and
cables, (3) bonding and corrosion control, (4) terminal protec-
tion using filters and amplitude limiters, (5) communication
interface designs using balanced inputs (for example, shielded
twisted-pairs) to provide high common-mode interference signal
rejection and the use of fiber optics, and (6) guidelines on
configuration control and retrofìtting.

The Appendix provides recommended modifications to the
National Electrical Manufacturers Association NEMA TS 1-

1983 (1.1) to include lightning test requirements. The modih-
cations presented are based on the material in Chapter Three
and represent a starting point for establishing a lightning test
specihcation for traffrc control equipment. NEMA TS l-1983
was chosen primarily because of its wide use in the traffic control
community. It is recognized that an alternative to modifying
NEMA TS 1-1983 may be the preparation of a separate doc-

J

ument on lightning testing, although the responsible organiza-
tion (e.g., the Institute of Electrical and Electronics Engineers
(IEEE), NEMA, American National Standards Institute
(ANSI)) has not been identified.

1,4 GLOSSARY

ANSI
CATV
CMOS
CMR
CMRR
DIP
ECL
EMF
EMI
ESD
IC
IEEE
ILD
LED
LPF
MOV
NEC
NEMA
PC
RF
RFI
SAS

SCR
TPD
TTL

American National Standards Institute
coaxial cable

complementary metal oxide semiconductor
common-mode rejection
common-mode rejection ratio
dual inline package

emitter-coupled logic
electromotive force; also electrochemical series

electromagnetic interference
electrostatic discharge
integrated circuit
Institute of Electrical and Electronics Engineers

inductive loop detector
light emitting diode
low-pass filter
metal-oxide varistor
National Electrical Code
National Electrical Manufacturers Association
printed circuit
radio frequency
radio frequency interference
silicon avalanche suppressor
silicon-controlled rectiflrer

terminal protection device

transistor-transistor logic

1.1

r REFERENCE T

"Traffic Control Systems." NEMA TS l-1983, Revision
No. 2, Nationai Electrical Manufacturers Association,
Washington, D.C. (Oct. 1985).



CHAPTER TWO

TRAFFIC CONTROL SYSTEM

2.1 SYSTEM DESCRIPTION

Traffic control systems provide regulation of vehicle and pe-
destrian movement through one or more intersections. Although
some traffic engineers reserve the word "system" for an inter-
connected series of two or more signals, herein the practice of
the National Electrical Manufacturers Association (NEMA) is
followed by using the term more broadly.

A traffic-control system can range widely in complexity. Sim-
ple, stand-alone, fixed-time, controllers with motors and gears
have been used for decades. Unlike solid-state models, they are
highly resistant to electrical disturbances. Typically such a con-
troller will regulate but one intersection from its cabinet on the
street corner. At the other extreme, a sophisticated, computer-
based system may use a state-of-the-art distributed-processing
scheme to control hundreds of interconnected intersections
traffic, responsively.

A typical, noninterconnected ("isolated") signalized inter-
section is illustrated in Figure 1. It is more than one-half mile
from the nearest signalized intersection, so no improvement in
trafhc operation would be gained by going to the considerable
expense of installing an interconnect and a coordinator. The
traffic control equipment is located in a cabinet mounted on a
pole or on a concrete pad or base. At busy intersections, the
cabinet is typically base-mounted because a pole-mounted model
would not be large enough to hold the needed equipment. The
control cabinet has lines coming in from ac power fed from
overhead or buried distribution transformers, the four loop de-
tectors, and the eight pedestrian detectors. Field wires to the
overhead signals are the output lines from the cabinet.

In Figure I each vehicle loop detector, or ..inductive loop
detector" (ILD), is made up of several turns of insulated wire
sealed into a rectangular slot sawed a few inches deep into the

CONTROL CABINET

PEDESIRIAN PUSHBUTTONS

xl
)r+j

SUPPORT POLT

VEHICLE LOOP
DETECTOR

UTILITY
POLE

Figure L Typical
intersection.

o-
AC POWER

traffic
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Figure 2. Centralized
traffic-signal system.

pavement. The loop is connected to the curbside cabinet by
means of electrical cable running overhead or underground.

The figure makes it clear that the intersection equipment is

subject to electrical disturbances that could enter the cabinet

through the ac power lines, the loop-detector wire, the pedestrian

detectors, or the held wiring. Protection is needed at or near

the points where these lines enter the cabinet.

Figure 2 shows the major components of a centralized traffic
signal system. A car approaching a signalized intersection has

just passed over a sensor buried in the road several hundred
feet from the intersection. The sensor electronics, actuated by

the passage of the car over the loop, inputs the call to com-

munications equipment, which may be based on a time-division-
multiplexing arrangement. The call is sent over miles of leased

telephone lines or city-owned cable to a master computer that

could be located at a control center at City Hall or a signal

shop. There the computer processes input from many other
sensors and selects a signal-timing plan intended to minimize

stops and delay. The master communicates back to the inter-
section the appropriate commands to make the signal change.

The potential for transient-induced damage is greater in Figure

2 than in Figure I because of the longer lead-in cable from the

sensor to the cabinet and because of the interconnect with its
long communication lines. They are long because the intersec-

tion may be miles from the control center, and because the

system may include hundreds of intersections spread over many

square miles of the community. Like ac power lines, commu-

nication lines will be routed overhead or buried, depending on

local ordinances and local surroundings. The wiring can be

affected by the electromagnetic fields created by the various

industries, tall buildings, and rail-transit lines, in the areas

through which the signal system extends.

Figure 2 shows that a curbside cabinet may contain much

equipment in addition to the controller, or "controller unit,"
that uses a timing mechanism of one kind or another to make

the signals change. The complete electrical mechanism' includ-

ing the electronics for the sensors, communications, load relays,

and conflict monitor, constitutes the "controller assembly" and

is mounted in the "controller cabinet."
By the mid-1980's many communities had determined that it

was not cost-effective to install the centralized systems so pop-

ular in the 1970's. Smaller "closed-loop" systems became pop-

ular for arterials and even grid networks. A typical design

(Figure 3) includes a local system supervisor unit, along with
the controller unit, at the intersection. Dedicated (full-time)
communications lines connect that location to an on-street mas-

ter in another field cabinet. Only a standard dial-up telephone

service connects the master to an inexpensive microcomputer
or personal computer at the office and/or the signal shop. The

communication links between controllers, and from controller
to master, can take a variety of forms. The most common links
use metallic, shielded, twisted pairs. Coaxial cables (CATV) are

also used.
The traffrc control system can extend over large geographical

areas, ranging up to several miles in all directions. Hundreds
ofindividual intersections and controllers can be involved. Con-

sequently, a particular controller could be exposed to electro-

magnetic signals that range from the intense RF radiation
produced by an airport radar to the benign power line excursions

likely to occur in a distant residential suburb. In between these

extremes are the environments associated with high rise down-

town offrce buildings, heavy industry such as electric furnaces

and rolling mills, light industry, shopping centers, and suburban

offrce parks. The characteristics of the electromagnetic signals

CURESIDE EQUIPMENI

COMMIJNICATIONS
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incident on the controllers will vary markedly, depending upon
the location. For example, those controllers located in heavy
industrial areas are likely to experience large fluctuations in the
ac supply voltage; in addition, large transients from electro-
mechanical and electronic circuit breakers, switches, regulators,
and speed controllers can be expected. Even in light industrial
areas, and near offrce parks and shopping centers, large numbers
of power and signal line transients can be anticipated. In sub-
urban and rural residential areas, transients and other forms of
electromagnetic energy will also be seen by the controller, al-
though the severity is likely to be less than in built-up metro-
politan areas.

2.2 LIGHTNING AND ELECTROMAGNETIC
INTERFERENCE

Lightning is a serious threat to traffrc control equipment. A
traffrc control system's degree of exposure to lightning varies

with its relative geographic location. As shown later, the dif-
ferent regions of the United States vary significantly in the
annual number of thunderstorms, with the Southeast having the
greatest number. Lightning poses a particularly severe threat to
the traffrc control equipment because a single discharge to a
building, tower, or tree may damage one or more controllers in
the general vicinity of the strike. If the affected equipment
happens to be a master controller, several intersections may be
disrupted. Over the general metropolitan area, there are likely
to be tens or even hundreds of strikes to earth during a typical
thunderstorm. Thus, the potential is high that several controllers
will be disrupted or damaged during a single thunderstorm.

The type and degree of protection required against these elec-
tromagnetic threats depend on several factors. The factors that
must be considered include the criticality of an intersection to
maintaining effrcient traffrc flow, the safety degradation as a
result of the loss of the intersection, the cost-to-repair versus
the cost-to-protect the control equipment, and the relative se-



¡

ì

verity of the threat. For a critical intersection the cost-to-repair

versus the cost-to-protect consideration may be irrelevant, For
most systems, a trade-off analysis to determine whether protec-

tion devices should be installed on some or all controllers within
the system is likely approPriate.

The lightning and EMI threat severity varies widely across

the nation and, possibly, even within a local control district.

During a single thunderstorm, the probability of any single

controller being affected is likely to be quite low. However, if
a large number of controllers are involved in the system and a

large number of severe thunderstorms are likely to be experi-

enced, the probability of several controllers being upset or dam-

aged during any given storm season is likely to be high' Ifonly
a few storms occur in a yeat ot if very few controllers are

present in the system, the cost-to-repair may be less than the

cost-to-protect. The type of protection required may also vary

widely between different portions of a system' For example,

controllers located in industrial areas or near TV, radio or radar

7

transmitters may experience upset on a daily basis, and may

require substantial protection to achieve reliable performance.

2.3 SUMMARY

Traffrc control systems can range in complexity from a few

stand alone controllers operating independently in a low trafïic

density area to a fully distributed network control system in-

volving hundreds ofcontrollers. The need for protection against

lightning and other electromagnetic threats depends on the se-

verity ofa threat and its likelihood ofoccurrence, the criticality

of the equipment to maintaining traflic flow and safety, and the

cost-to-repair versus the cost-to-protect. Information presented

in the following chapters is intended to aid in determining the

EMI threat to traffrc control equipment and the protection

techniques that can be emPloYed.

CHAPTER THREE

THE ELECTROMAGNETIC THREAT

3.1 SOURCES OF ELECTROMAGNETIC THREATS

Electromagnetic threats to traffrc control equipment can arise

from a wide variety ofsources. As illustrated in Figure 4, sources

of electromagnetic interference include lightning, power line

transients, power system faults, electrostatic discharges, radiated

emissions from mobile and flrxed communications equipment,

radar, and radiated and conducted interference from electronics

within the traffrc control equipment itself' These sources may

be present at all times or may occur intermittently. Examples

of continuously present sources include emissions from internal

electronics and nearby fixed communications equipment and

radar sites. Lightning, static discharges, emissions from mobile

communications equipment, power line transients and power

system faults will occur intermittently. It is diffrcult to predict

and measure accurately the voltages and radiated electromag-

netic field levels from intermittent sources.

3,2 NONLIGHTNING THREATS

In this section, electromagnetic interference from RF trans-

mitters (hxed and mobile), electrostatic discharges, inductive

switching transients, and power system faults will be discussed.

Lightning-induced interference is treated in Section 3'3.

3.2.1 RF Transmitters

Table I gives various sources of radiated continuous wave

(CW) and transient interference, the frequency rânges of con-

Figure 4. Sources oÍ electromagnetic and transient interference'

cern, and the typical field strengths for each' Note that near

airports the radiated held strength from radar transmitters can

approach 1,400 volts,/meter (V,/m)' Although trafftc control

equipment does not operate at radar frequencies (with the ex-

ception of radar vehicle detectors), the high frequency radar

pulses can couple into sensitive electronics by coupling to in-

terconnecting cables, through holes in shields, and so on. Once

the radar signal reaches a sensitive piece of electronics, the high

frequency radar pulses can be rectified at semiconductor device

PNjunctions as illustrated in Figure 5. The rectified pulse train

can have a repetition rate comparable to the digitâl data rate
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Table 1. External electromagnetic fields. (Ref,3.1)

Source Frequency Distance
(meters) F¡eld StrenEth

Broadcðst S¡gnat

AM (Commercial) 535 - 1605 kHz 160 40 v/m @ 50 kw
FM (Commercial) 88 - 108 MHz r60 10 V/m @ 100 kW
TV (UHF) 470 - 806 MHz 160 76.1vtrî @ 5000 kw

Radar 1 - l0GHz

Military 310 200 V/m

Airport 600 1378Vlm

Mobile Radio

HF. VHF 25 - 50 MHz 2 27 V/m @ 100 W
VHF 150-174MHz

UHF 406 - 512 MHz

Powe¡ Transmis¡ion
Lines 20 Hz to 1 kHz

underneath
the line

greaterthan 1 V/m
(values as hiqh as

1000 V/m @ 6-0 Hz)

lndustrial Sources

Arc Welderç 2-3MHz 300 0.1 mv/m
Wood Gluer 10 - 20 MHz 300 1.0 mv/m
Fluorescent Lamp '10 kHz 1 0.1 V/m

Lightning I kHz - l8 kHz 500
1 000

1700 V/m
1000 V/m

ïJ\i\ /L ->-
COUPLED RADAR

PULSE

Figure 5. Illustration of RF rectifcation in a pN junction.

exceed 30 mW with a resultant high likelihood of causing upset
to controller logic circuitry.

3.2.2 Electrostatic Discharge

An electrostatic discharge (ESD) occurs when a statically
charged body touches or closely approaches another oppositely
charged, grounded, or conductive object. ESD transient rise
times of a few nanoseconds and peak voltages as high as 35
thousand volts are possible (3.4). An electrostatic discharge can
occur during maintenance, repair, installation, or oper¿tion of
traffrc control equipment. ESD can be particularly hazardous
to high impedance, low current solid state components such as
CMOS digital integrated circuits. CMOS devices are so suscep-
tible to static discharge damage that they can be destroyed
simply by mishandling during maintenance activities. protection
against ESD-induced damage includes the use of transient pro-
tection devices at sensitive inputs (normally incorporated by the
IC manufacturer), the use of effective grounding, and the fol-
lowing of proper handling procedures. Normal grounding tech-
niques are adequate for ESD protection when circuits are
energized. During maintenance and repair, personnel should use
grounded tools, discharge themselves and tools prior to touching
printed circuit boards and IC's by simply touching the grounded
control cabinet, and by transporting PC boards and IC's in
conductive foam. ESD-sensitive IC's can be damaged by simply
touching unpowered PC boards or the individual IC,s. Addi-
tional information on how to handle ESD sensitive devices and
proper maintenance and shop procedures can be found in Ref.
3.4.

3.2.3 lnductive Switching Transients

Transient voltage spikes on l2O Yac power lines can range
in amplitude from harmless values just above the normal op-
erating voltage to thousands of volts. Transients on ac power
lines are caused by motor startups, relay and switch closures,
transformer energization and deenergization, and various other
inductive charging,/discharging actions. Energy stored in an
inductive load produces transient overvoltages according to the
time rate of change of current through the inductor and the
inductance value. Traffrc controllers located near large industrial
sites are frequently subjected to numerous transients from in-
ductive load switching. In addition, there are many inductive
loads within the traffic control equipment cabinet itself. Typical
loads such as relays, fan motors, and flashers function as internal
noise sources. Adequate protection of sensitive devices against
the various offending sources must be incorporated to prevent
system upset or damage.

-R
PN JUNCÍION RECÍIFIED / FILIERED

OR OTHER RESPONSE
NONLINEÀRITY

Hz = Hertz (one cycle per second)
Khz = kilohertz(onethousandcyclespersecond)
MHz = r¡gg¿hsrtz (one million cvcles oer second)'
GHz = g¡gahertz (one billion cycies per second) 

'

V/M = y6115 pg¡ ¡s1at
mV/m = millivolts per meter
kW = kilowatts(onethousandwatts)

in the traffrc control equipment. The rectified radar signal can
be added to the normal data stream causing upset, or even
damage, depending on the rectified signal level and the sensi-
tivity of the electronics.

As a further example of how RF can couple to traffrc con-
troller circuits, consider the case of a 1@ watt (W) land mobile
transmitter operating at 900 megahertz (MHz) and feeding an
antenna mounted on the trunk of an automobile. The closest
approach distance between an automobile passing through an
intersection and the traflic control cabinet can be taken to be
2mand thus the field strength given in Table I applies directly.
Assuming that the traffrc control cabinet provides 30 decibels
(dB) of shielding (a reduction factor of 31.6), then the held
strength is reduced to 0.85 V,/m at internal circuits. The power
delivered to a specific IC can be estimated by considering the
input pin to be connected to a tuned dipole antenna (3.2). ^llte
power level is then given by:

Pr: (V2/377) (0.13XI) : 0.028 mW (l)

where À : wavelength in meters, and V : field strength in
volts per meter.

The power to cause upset in TTL integrated circuits which
are solid state devices typical of those employed in trafhc con-
trollers has been estimated to be 10 milliwatts (mW) (3.J/).
(Upset power level is a function of frequency ând varies with
IC technology, i.e., TTL, CMOS, ECL, etc.) In this situation,
upset is not likely to occur. On the other hand, consider a
controller located near an airport radar where field levels greater
than 1,000 Y/m can occur. Coupled levels in this case could



To illustrate inductive switching transients, consider the relay

switching circuit shown in Figure 6(a). The peak voltage drop
across the relay coil during transistor switching is given by the

time rate of change in current, di/dt, and the coil inductance,

I, according to:

diV: L-
dt

If the coil inductance is I milliHenry (mH) and the current
through the transistor changes at the rate of 100 milliampere,/
microsecond (mAlpsec), the peak voltage across the coil is

given by:

I/: (10-)(100X10 3/10-9 : 100 volts (3)

This peak voltage far exceeds the dc supply voltage of 24 Y. A
breakdown voltage of 40 V to 60 V is typical of low power

switching transistors that are used in applications such as the

one shown in Figure 6(a). The 100-V transient could destroy
the drive transistor unless a protective amplitude limiter is

placed across the relay coil or drive transistor as shown in Figure
6(b) and (c).

3.2.4 Power System Faults

A power system fault is either a direct short or an arc in a

power distribution system and its associated electrical equip-
ment. Power faults can result from a number of causes including
water infiltration, moisture in combination with dirt on insulator
surfaces, breakdown ofinsulation caused by thermal cycling and

overloads, environmental contaminants, damage during instal-
lation or repair, and system age deterioration. A fault can cause

potentially hazardous potentials to exist between equipment

chassis and earth if a power lead touches the equipment chassis

and if the earth electrode resistance is not low enough to cause

the fuse or breaker to trip. A power fault can induce a high
amplitude surge directly in circuits ifit occurs to printed circuit
traces or interconnect wires within an equipment chassis. Upset

and damage can occur from overvoltages on a faulted line or
from excessive voltage differentials occurring between equip-
ment grounds if the fault occurs to a ground trace.

3.3 LIGHTNING

Of the various transient threats to trafhc control equipment,
lightning-induced transients on ac power, communications and
sensor leads will likely be the most severe. Lightning can be

coupled directly into sensitive controller electronics by a direct
strike to the system, an indirect strike to power or communi-
cation lines, or by radiated coupling to exposed power, com-
munication or sensor cables. The need for protection against
lightning depends on component susceptibility levels, the light-
ning rate-of-occurrence, equipment criticality, and the cost-of-
protection versus the cost-of-repair. If lightning occurrences are

rare, as for example in Southern California, the cost ofprotecting
equipment against lightning-induced upset or damage may be

more than the cost-to-repair equipment that may only rarely be

damaged by lightning.

(b) Limiter Across Relay Co¡l (c) L¡m¡ter Across Transistor

Figure 6. Example of relay switching circuit with and without
transíent limiter.

3.3.1 Characterist¡cs

Lightning is a short duration, high-current electric discharge

to equalize charge distributions between clouds or between

clouds and the earth. A typical discharge between cloud and

ground starts in the cloud and terminates to a point or object

on the earth's surface. The total discharge is called a flash and

lasts about one-halfsecond. A flash is made up ofvarious charge

components, among which are 3 or 4 high-current pulses called

strokes. Each stroke lasts about 1 millisecond (msec) and the

separation time between strokes is typically 40 to 80 msec (light-
ning often appears to "flicker" because the human eye can just

resolve the individual light pulses associated with each stroke)'
The sequence of events in a multiple-stroke flash is illustrated

in Figure 7. The initial path for the discharge is established in
50 psec. Intermediate return stroke currents of about 1 kiloam-
pere (kA) follow the initial return stroke and last for a few

milliseconds. Subsequent strokes occur at intervals of 40 to 80

msec. The return stroke interval may include a continuing cur-
rent of approximately 100 A which flows for several milliseconds

or until the start of the next return stroke.
The lightning discharge involves the transfer of large amounts

of electric charge between the cloud and the earth. The typical
flash transfers 15 to 20 coulombs (C) (1 coulomb equals 6'2

X 1018 electrons) with some flashes involving as much as 400

C ofcharge. The energy per flash oflightning has been estimated

to be as high as 108 W-sec. Table 2 summarizes the range of
values for selected lightning parameters.
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Figure 7. Illustration of events and currents that occur during
a lightning flash to ground. (Ref, 3.5)

Note that the peak current per return stroke can be as large
as 250 thousand amperes in magnitude. Strokes of this mag-
nitude are somewhat rare, and protection against such extreme
currents would be difficult. Protection against the typical level

t

of 20,000 A is more often recommended because such protection
can be achieved at reasonable cost in most instances,

A sketch based on actual photographs of a typical lightning
flash is shown in Figure 8. In addition to the usual downward
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Figure 8. Drawings of lightning stríke characteristics from streak camera and ordinary camera photographs: (a)
the luminous features of a typical lightning flash as would be recorded by a streak camera; and (b) the same
lightning flash as recorded by an ordinary camera.

Table 2. Range of values for lightning pårameters. (Ref. 3.6)

Pârameter Minimum Typical Maximum

Number of return strokes
per flash

1 zto 4 26

Duration of Flash (s) 0.03 0.2 2

Time between strokes
(ms)

3 40 to 60 100

Peâk Current per return
stroke (kA)

1 10 to 20 250

Charge per flash (C) 1 15to20 400
Time to peak current

(ps)
0.5 1.5 to 2 30

Rate of rise (ka/ps) 1 20 2r0
Time to half-value (us) 10 40 to 50 250

Du¡ation of continuino
€urrent (ms)

50 150 500

Peak continu¡ng current 30 150 1600

Charge in continuing
current lC)

3 25 330

A
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moving, negatively charged stepped leader, lightning may also
be initiated by a positive downward-moving stepped leader. Pos-

itive discharges are rather rare, but the peak currents and total
charge transfers can be extremely large (3.8 to 3.15). Further-
more, lightning can be initiated at the ground, usually from tall
structures or mountains, by upward-going stepped leaders that
can be either positively or negatively charged (3.8 to 3./0). The
upward-going leaders branch in an upward direction.

3.3.2 Rate-of-Occurrence

The likelihood of a lightning strike occurring at or near a
particular traffic controller is dependent on its geographical
location and its proximity to taller structures. If a controller is
located near a tall structure, such as a building, it will enjoy a
substantial degree of protection against a direct strike because

the tall structure serves to attract lightning strikes.
The number of total flashes to which a traffrc control system

is exposed is related principally to local thunderstorm activity.
Local thunderstorm activity can be projected from isokeraunic
maps similar to that shown in Figure 9. Isokeraunic maps show

l,*ì;.1

l1

the number of thunderstorm days per year for various geo-
graphical regions. Maps of worldwide keraunic levels can be
obtained (3.1ó).

A thunderstorm day is dehned as a local calendar day on
which thunder is heard irrespective of whether the lightning
flashes are nearby or at some distance away. To an observer at
a specific location, the average distance at which lightning may
occur and thunder will be heard is about l0 kilometers (km)
(3.ó). Therefore, a thunderstorm day means that at least one
lightning discharge has occurred within an area of about 300
sq km surounding the position of the observer. The actual
number of strikes in the immediate vicinity of the observer may
be considerably higher or lower than the number of thunder-
storm days might indicate, depending on the duration and in-
tensity of a specific storm or series of storms.

In spite ofthe relative inexactness ofa prediction ofa lightning
strike to a specific object that is based on the keraunic level,
the thunderstorm day is the only parameter related to lightning
incidence that has been documented extensively over many
years. Its primary value lies in the qualitative information which
it provides. This information can be used to assist in the deter-
mination of whether lightning protection should be provided in

I

!

\ XE.AN 
'ANNUAL 

NU}IBEIi OF DAYS IVITH TI{U¡IDI

OOURTESY OF Í{ATIONAL OCEANIC AND ATMOSPHERlC Af'fÚIT{]STRATIOT

Figure 9. Mean number of thunderstorm days per yearfor the United States. (Ref, 3.16)
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those situations where there is serious doubt as to the relative
need for such protection. In an area offrequent thunderstorms,
such as the west coast of Florida, the number of outages in
areas without protection could be so high as to be unacceptable;
in an area of few thunderstorms, for example, Southern Cali-
fornia or Alaska, the expected outage from lightning might be
once every few years (and could be significantly less than outages
from normal failures).

The number of lightning flashes per unit earth surface area
increases with the number of thunderstorm days per year,
though not linearly. Empirical evidence indicates that the num-
ber of flashes per square kilometer, cy, can be reasonably pre-
dicted from (3.ó):

ar: 0.00772, (4)

where Ç is the number of thunderstorm days per year. Out of
the total number of flashes per unit area, the number of dis-
charges to earth increases with increasing geographical latitude
(3.17). The proportion, p, of discharges that go to ground in
relation to the geographical latitude, Â, can be represented as
(3. /8):

p : 0.1[ + (Lßo)2] (5)

Thus in a given location the flash density cr* i.e., the number
of discharges to earth per square kilometer per year, is:

c)s: pc, (6)

To calculate arrfor a specific location, hrst determine Trfrom
the isokeraunic map of Figure 8. The number of thunderstorm
days at points between lines may be estimated by interpolation.
Using this value of T, caløtlafe the total flash density using
Eq. 4. Next obtain the geographical latitude of the site from a
map of the area and calculate p from Eq. 5, Then determine
the number of strokes to earth per year per square kilometer
using Eq. 6.

As an example, consider the Atlanta area. From the isoker-
aunic map, the number of thunderstorm days {, is between 50
and 60. For convenience, ! is chosen to be 55, which results
in the number of flashes per square kilometer being given by:

ø, : 0'007 (5Ð2 : 21.175 (7)

Atlanta is located at a latitude of approximately À : 33". This
results in

p : 0.1[1 + (33ß0)2] : 0.22r (s)

The number of discharges to earth per square kilometer per
year is thus given by:

ar, : (0.22r)(2t.175) : 4.68 (9)

The City of Atlanta traffrc control system encompasses an
area of approximately 150 sq mi or 388 sq km. The total number
of flashes to ground per year then is approximately 1,800. With
almost 1,000 traffic controllers located within this area, the
probability of a controller being affected by lightning is very
high and the cost of protection can be justihed.

To aid in the determination of the lightning threat severity,

Table 3. Lightning incidence for various cities.

Low Medium High Very High

the number of discharges to earth per square kilometer, ør, for
a number of major cities is given in Table 3. To complete the
analysis, multiply arrby the surface area of concern in square
kilometers, This will give the total number of flashes to earth
in a particular system.

In addition to geographic location, another factor influencing
the probability of a lightning strike occurring at or near a fiaffic
controller is its proximity to tall objects. The concept of at-
tractive area reflects that an object extending above its sur-
roundings is more likely to be struck by lightning than its actual
cross-sectional area might otherwise indicate. For example, thin
metallic structures such as flag poles, lighting towers, antennas,
and overhead wires offer a very small cross-sectional area; yet,
they are frequently struck by lightning.

The ability of tall structures or objects to attract lightning to
themselves serves to protect shorter objects and structures. In
effect, a taller object establishes a protected zone around it.
Within this protected zone, other structures and objects are
protected against direct lightning strikes. As the heights of sur-
rounding objects increase, the degree of protection provided to
these shorter objects increases. Likewise, as the separation be-
tween tall and short structures increases, the protection afforded
by the tall structure decreases. The protected space surrounding
a lightning conductor'is called the zone (or cone) of protection.

The concept of attractive area has a number of consequences
to the traffrc system. First, if an intersection is in an isolated,
flaf region with little or no tall objects in the vicinity, it is
possible that the traffrc signals mounted on posts and utility
poles in the vicinity can be struck directly. A direct strike poses
a high probability of damage occurring because of energy cou-
pling to power, communication, or sensor leads also in close
proximity to the attractive objects. On the other hand, a con-
troller located in a downtown area with many tall buildings in
the vicinity is not likely to experience a direct strike because
the buildings will serve to attract and shunt the lightning dis-
charges directly to earth.

3.3.3 Effects

Lightning discharges frequently cause damage to electrical
and electronic equipment. The voltages developed by the fast
rise time, high amplitude current pulse are high enough to break

C¡ty
Flashes to Earth

per Year per
Square Kilometer

lncidence
Rating

Los Angeles 0.04 Low

Chicago 3.30 High

New York 2.46 H¡gh

Atlântâ 4.68 Hiqh

Orlando 12.00 Very High
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down insulation, and cause component and device failure. These

voltages are produced by: (l) potential drop across equipment
interfaces resulting from the lightning pulse traveling down
power lines or signal lines, through structural members, along
down conductors or overhead ground wires, or through the
resistance of the earth connection; (2) magnetic induction; and
(3) capacitive coupling. Lightning surges in power, signal, and
control circuits are generally the result of some combination of
these three effects.

Because of the fast risetime ( 1 to 2 psec) and high amplitude
(20,000 A) characteristics of the current pulse produced by the
lightning discharge, the inductance and resistance of even rel-
atively short conductors causes extremely high voltages to be

developed on the conductor. The voltages frequently are high
enough to exceed the breakdown potential ofair and insulation
materials and cause flashover to other conductors.

To illustrate the development of voltages on conductors by
lightning discharges, consider a 5-m (16 ft, 5 in.) length of No.
6 AWG wire as might be used for power pole grounding. The
resistive drop generated by a current level of 20,000 A in 5 m
of No. 6 AWG wire (1.30 X 10-3 ohms per meter) will be:

v : (2)Qor(1.30X10-)(5) : 130 volts (10)

which is insufficient to cause flashover or to pose a serious
threat to personnel. Assuming that the conductor is a straight
round wire, its inductance can be determined from:

c 0r{ 0ucT0 R

r., r^ = SEPAßATlOlt 0F AFFECTED ClECUlf
' t FRoM oowfil cot{DUcroR

Figure 10. Inductive coupling of lightning energy to nearby cir-
cuin. (Ref 3.5)

11 tt{ FE€l 
loo

Figure 11. Normalized voltage induced in a single+urn loop par-
allel to a discharge path. (Ref. 3.5)

discharges occurring parallel to long cable runs, either above
ground or buried (3.20).

Consider a single-turn loop parallel to a lightning down con-
ductor such as the ground wire on a power pole. Figure 10

illustrates this situation. The voltage .E'magnetically induced in
the loop is related to the rate of change of flux produced by
the changing current in the down conductor. The voltage in-
duced in the loop is dependent on the dimensions of the loop
(!, r2r), its distance from the down conductor (r1), and the
time rate ofchange ofthe discharge current (di/dt). Figure ll
is a plot of normalized voltage per unit length that would be

developed in a single turn loop of various widths.

L : o.oo2!(2.303 log ! - o.rt> (1 1)

where Z is the total inductance in microhenries, ! is the length
in centimeters, and d is the diameter in centimeters. The voltage,

Z developed across this inductance is given by:

V: (t2)

A 5-m length of No. ó conductor, which has a diameter of
0.416 cm, will exhibit an inductance of 7.74 pH. From Table
2 the rate of rise of the typical lightning stroke is 20,0N L/
¡,r.sec which corresponds to a di/dt of 2 X 1010 A/sec. Thus,
the voltage developed by the discharge pulse through this 5-m
conductor is:

Y : (7.74)(10-9(Z¡tOto¡ : (r.54)(r0s) volts (13)

Although the duration of this voltage is typically less than 2

psec, the voltage generated is high enough to cause flashover
to conducting objects as near as 5 in. to this conductor, assuming
air breakdown of 30 kVlin.

Circuits not in direct contact with the lightning discharge
path can experience damage even in the absence of overt cou-
pling by flashover. Because the high current associated with a

discharge exhibits a high time rate of change, voltages are elec-

tromagnetically induced on nearby conductors. Extensive evi-
dence (3.19) shows that the surges thus induced can easily
exceed the tolerance level of many components, particularly
solid state devices. Surges can be induced by lightning current
flowing in a down conductor or structural member, by a stroke
to earth in the vicinity of buried cables, or by cloud-to-cloud
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These hgures suggest the steps that should be taken to min-
imize the voltage induced in signal, control, and power lines by
lightning discharges. First, because no control can be exercised
over di / dt because it is determined by the discharge itself, -E

must be reduced by controlling l, ry and 12. The variable / is
a measure of the distance that the loop runs parallel to the
discharge path; thus, by restricting 4 the induced .E can be
minimized. Thus, cables terminating in traffic control devices
or equipment should not be routed for long distances parallel
to conductors subject to lightning discharge currents if at all
possible. If parallel runs are unavoidable, Figure I 1 also shows
that the spacing, rl, between the loop and the lightning current
path should be made as large as possible.

Another observation to be made from Figure 1l is that 12

minus 11 should be as close to zero as possible. In other words,
the distance between the conductors of the pickup loop should
be minimized. One common way of reducing this distance is to
twist the two conductors together such that the average distance
from each conductor to the discharge conductor is the same.

Another protective measure is to reduce the flux density
within the pickup loop by providing electromagnetic shielding.
Because the coupling field is primarily magnetic in nature, a

shielding material having a high permeability such as iron or
nickel should be used. Steel conduit is excellent.

The damage-threshold levels of solid state components used

in modern trafftc control equipment is substantially lower than
that exhibited in older, electromechanical devices. Figure 12

shows the relative damage threshold levels of various solid state

and electromechanical devices. Because most solid state logic
operates at levels less than 5 V and draws only milliamperes of
current, it is not surprising to find the damage threshold only
slightly higher than these levels. Note that the damage levels

for inductors (relays) are six orders of magnitude greater than
those of TTL and CMOS logic devices commonly employed in
traflic controllers. Even low level transients from energizing and
deenergizing relay coils can cause severe damage to these devices

and, therefore, protection may be required even in nonlightning
environments.

3.4 SPECIFIC TRAFFIC CONTROLLER THREATS

The lightning and electrostatic discharges, the RF flrelds, the
industrial and power system switching transients, and the in-
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ternally generated switching spikes pose serious threats ofdam-
age to the components used in traffic control equipment. To
achieve desired levels of system performance, adequate protec-
tion against these threats must be provided. In order to identify
the most cost-effective protective measures, the nature of the
transient and electromagnetic interference waveforms at the in-
dividual controller must be known. Unfortunately, no well-doc-
umented studies of the total electromagnetic environment at the
various elements of a trafhc control system have been identihed.
But, fortunately, measurements of selected elements of the en-
vironment have been made on other systems. For example,
several studies have been performed to determine the charac-
teristics of lightning-induced transients on 120 and 240 Yac
power lines in residential and commercial installations. The
results of these studies have been incorporated into the Institute
of Electrical and Electronics Engineers (IEEE 587-1980,
"Guide for Surge Voltages in Low-Voltage AC Power Cir-
cuits"(3.22). This document has become the American National
Standards Institute (ANSI) C62.41-1980. Because the rraffic
controller normally operates on 120 or 240Yac, the IEEE 587-
1980 recommended waveforms and amplitudes are appropriate
as a design and measurement requirement for traffic control
equipment.

Telephone systems are exposed to frequent lightning surges.
Several studies have chancterized the nature of lightning tran-
sients on both open wire and coaxial lines. Inasmuch as com-
munication and data lines feeding traffic controllers are similar
in nature to telephone lines, published lightning data for tele-
phone lines can be used to postulate the transient threat for
trafftc cont¡oller communication ports. The test levels set forth
in Part 15, Subpart J of the Code of Federal Regulations, Title
47 (47CFR) can be applied to telephone and communication
line inputs (3.23).

Lightning threat levels at other inputs such as inductive loop
detector and pedestrian crosswalk switch inputs must be esti-
mated because no data specifically measured on these inputs
were identifred. The levels and waveshapes from IEEE Std
C62.31-l984, "IEEE Standard Test Specihcation for Gas Tube
Surge Protective Devices," (3.24) are used for non-ac power
and non-telephone-type inputs. 

r

Because the NEMA TS l-1983 (1.1) document is intended
for assessing the performance of trafhc controllers against
switching transients, it is used as a guide for dehning this par-
ticular threat.

Electromagnetic interference from RF emitters and electro-
static discharges are more diffrcult to specifically cbaructeúze.
These threats must be addressed on a case-by-case basis.

With this approach, characteristic electromagnetic threat
waveforms for traffrc control equipment can be defined. These
threat waveforms can then be used as the basis for selecting
protective measures and for evaluating their effectiveness.

3.4.1 Lightning

The controller circuits most susceptible to lightning are those
terminating long input/output lines. The lightning energy that
couples to traffic control input/output terminals will depend
on the length ofthe interface cable and its location. For example,
overhead ac power and communication lines will be more likely
to experience high transient current levels than pedestrian cross-
walk switch interface cables. Lightning discharges miles away

AC STRVICE

SICONDARY
ARRISTOR

Figure 13. Typícol lightning current distribution after coupling
to an oc power line. (Scaled from Ref 3.26)

can produce large transients on power or communication lines
at trafftc control equipment. Therefore, the two controller ter-
minals of primary concern are ac power and communications
inputs.

In most cases, traffic control equipment located at an inter-
section will be fed by commercial ac power from overhead lines
and a secondary arrestor will be provided by the utility company
at the distribution transformer. Secondary arrestors on ac power
lines with ratings between 10,000 and 20,000 A can reduce the
lightning transient voltage amplitude to between 12,000 and
27,000 V, respectively, depending on the secondary arrestor
rating (3.25). Figure 13 shows the manner in which the surge
current is distributed among the various paths from the trans-
former. An upper limit on the transient voltage is afforded by
the clearance sparkover (arcing) of the transformer windings
and interconnect wiring breakdown levels. The typical clearance
sparkover for most 120 to 240 Vac systems is 6,000 V. Con-
sequently, IEEE 587-1980 (3.22), recommends 6,000 V as a

typical amplitude limit of transients in 120 to 240 Vac power
systems.

IEEE 587-1980 classihes equipment into categories A, B, or
C. Category C levels, open-circuit voltages greater than 10,000
V and short circuit current in excess of 10,000 A, apply if(l)
the controller cabinet is located in an isolated area, (2) power
is supplied lrom lines not equipped with secondary arrestors
rated at 10,000 A or greater, and (3) a utility watt-hour meter
is not installed. Based on the guidelines of IEEE 587-1980, most
traffic control equipment at intersections can be classified as

category B equipment as illustrated in Figure 14. Central control
equipment can be considered to be either category A or B,
depending on the equipment location inside a building. Category
B transient waveforms are given in Figure 15, and include two
basic waveshapes, a damped sinusoid or damped exponential.
The damped exponential waveform represents the voltages typ-
ical at outdoor installations and at locations close to the service
entrances ofbuildings where substantial current is still available
in the transient discharge. Further, the lightning transient still

v^o*.\ "Y
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resembles the original "pulse" waveshape. Two different rise
and fall time specifications are recommended ( 1) for open-

circuit, high impedance device inputs; or (2) low impedance
device inputs. The damped sinusoid, or ring-wave, reflects the
ringing which occurs between impedance discontinuities, such
as at cable terminations and connection points. The relatively
fast, O.5-¡,r,sec rise time simulates the characteristics associated

with nonlinear voltage distributions in transformer windings and
tests the fast rise time susceptibility effects of semiconductors.
Faster rise-times exist in lightning and switching transients;
however, as the transients propagate through transformers and
wiring, the rise-times are slowed because of shunt capacitance
effects.

Because many controllers will not have the benefit of a sec-

ondary arrestor and a power meter installed before the controller
cabinet, the transient threat dehned for category C would be

appropriate. Inasmuch as this higher energy transient occurs
less frequently than the lower energy category B transients, it
is recommended that controllers be subjected to fewer repetitions
of the category C waveforms than the B conditions (see Ap-
pendix). The category C waveforms are identical to the category
B, damped exponential waveforms shown in Figure 14 except
the amplitude levels are 10,000 V into an open-circuit and 10,000
A into a short-circuit.

Of additional concern are the lightning-induced currents on
long communications lines. Most communications lines consist
of shielded-twisted pairs (single or multiple pairs) and coaxial
cable. The communications cables can be either suspended on
poles along with ac power or buried. It is very unlikely that
communication cables will receive a direct strike; however, part
of the lightning current from discharges to overhead power lines
or to the earth can couple indirectly to the cable shields. Though
the cable is shielded, protection to signal conductors is not
always assured because ofthe limited effectiveness ofthe shield.
Lightning currents are not usually harmful to the shield itself;
however, the high current induces surge voltages on the inner
conductors. Such induced surge voltages can be sufficient to
damage sensitive communication circuits.

An illustration of the induction of voltages on internal con-
ductors by shield current is shown in Figure 16 (3.27). As
lightning current flows through the resistance of the shield, an
electric held is established along the inside of the shield which
capacitively couples to the inner conductors. Because most com-
munication cable shields are very thin, the time required for the
lightning current and associated electric field to diffuse to the
inside surface of the shield will be short compared to the light-
ning current rise times of several microseconds. Therefore, the
internal electric field will have the same waveshape as the light-
ning current discharge.

For a typical lightning discharge current of 20,000 A, the
induced open- circuit voltage has been computed to be 3,680 V
and a short circuit current of 126 A. The short-circuit current
for a strike occurring 2.75 mi down the cable will decrease to
7lA (3.27). These values of short circuit current and open
circuit voltage can be used as typical values and linear extrap-
olation can be made to higher or lower coupled currents. The
risk and fall times are comparable to those of the original light-
ning pulse. Depending on the depth of burial and soil con-
ductivity, the voltages and currents induced on buried
communication cables can be comparable or less than these
values. Typically, the voltage induced on buried cables will be
less than that on overhead cable.

Figure 16. Lightning coupling to coøxiøl cable. (Ref. 3.27)

Measurements of cable plant surge voltages conducted by
Bodle and Gresh (3.28) and Bennison (3.29) suggest that the
voltage surges on paired, shielded overhead conductors typically
will not exceed 1 thousand volts for 99 percent of the surges.

This indicates that the 3.68 thousand volts prediction given
above may be somewhat high. Field experience on exposed rural
telephone lines indicates that voltages greater than I thousand
volts are routinely present, so that the 3.68 thousand volts value
is not unreasonable (3.27). (It should also be noted that these

measurements were made with protectors installed and, thus, it
is possible that the protectors themselves limited the peak voltage
levels on the lines (3.27).)

The FCC in 47 CFR (3.23) has adopted a lightning test
specification for telephone line inputs and it is recommended
that these levels and waveshape parameters be adopted for tele-
phone or long dedicated communication line inputs to traffic
control equipment. The waveshape parameters vary, depending
on the particular line pairs under investigation. Also, ac-powered
telephone equipment have a different ac input test specification
than IEEE Std 587-1980 (3.22). It is recommended that ac
power inputs to the telephone equipment be protected to the
levels specified by in 47 CFR. (Table 4 provides the specific
levels and waveshape parameters.)

Inductive loop vehicle detectors can serve as very efficient
loop antennas because of their large loop areas. The tuned fre-
quency over which the loops are designed to operate (20 K}lz
to 200 KHz) is also within the peak energy region of the radiated
lightning pulse (3.7). Because inductive loop detectors are buried
just below the roadway surface, very little protection is afforded
by the asphalt or concrete covering. By assuming the inductive
loop vehicle detector is a loop antenna, the voltage induced at
the detector output terminals can be calculated (3.2). The worst
case radiated coupling condition would occur in a large loop
tuned at 200 KHz. A close proximity lightning strike (within
1 km) can produce radiated field strengths of 1,000 V/m (Table
1). Using a 6 ft X 70 ft, l-turn loop and broadside illumination
results in V: 163 volts. For a typical 6 ft X 6 ft, 3-turn loop,
the peak voltage is reduced to 42 Y. The voltage of the worst

lnlernol Eleclric Field
D-L

Shield Currenl
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120 Volt
AC Power

Cotegory C

Phose -lo - Neulro I
1.25 I 50 20 3.2

Phose-lo-Ground 1.25 I 50 20 3.2

Neutrol -lo-Ground 1.25 8 50 20 3.2

120 Voll
AC Power

Colegory B

Phose-lo -Neulrol 1.25 8 50 20 6000 3000
( 30 t20 .5 .5 r00 5 6000 500 5 30 120 3.22

Phose-lo -Ground 1.25 I 50 20 6000 3000 30 120 .5 .5 100 6000 500 5 30 120 J, ¿t

Neulrol -to-Ground 1.25 I 50 20 6000 J000
E 30 120 .5 Ê

.J r00 6000 500
q 30 120 3.22

ïelephone
Line-lo-Ground t0 l0 160 r60 1500 200 30 120 3.23

Line-io- Line 10 10 560 560 800 200 30 120 3.25

Phose-to- Neutrol
(ÀC powered Eql. only)

2 2 10 10 6m J000
z 30 120 3.23

0lher
(rLD, PEDX)

Line-lo- Ground t0 l0 1 000 i 000 3000 100 E 30 120 3.74

Li ne-lo- Line 10 10 I 000 1 000 t000 100 5 50 120 3.?4
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Table 4. Recommended lightning test waveforms for traffîc control equipment.

" +/- 5% Toleronce

case condition of a 6 ft x 70 ft loop detector can produce

damage to sensitive inductive loop vehicle detector electronics,
while for a small loop upset may only occur (i.e., an inadvertent
count pulse). Though the radiated transient pick up is less than
that on ac po\ryer or communication lines, protection of ILD
inputs will be necessary because of the low damage and upset

levels of solid state detector amplifiers. ILD's may also indirectly
couple lightning current that is transferred to ground from
nearby overhead line down conductors, ground rods, etc. In the
absence of specific measured data, a requirement of 3,000 V
and 100 A should be imposed on ILD terminals.

Other inputs which must be considered include the pedestrian
crosswalk inputs and interconnect cables between remotely
mounted vehicle detector amplifiers and the controller equip-
ment. The pedestrian crosswalk switch interconnect cable is
often an unshielded, conductor pair. This wire pair can be over
100 ft long and can serve as a very efficient antenna for lightning
and other radiated noise sources. Measurements of coupled tran-
sient levels into pedestrian crosswalk inputs or lamp driver
cables have not been performed. It is possible that hazardous
transients could be induced on these cables from radiated energy
or indirect lightning strikes, and thus these terminals must be
protected. Recognizing that these exposed inputs will experience

transient energy pickup but will be less severely stressed than
power or communication lines, a reduced test specihcation of
3,000 V and 100 A similar to ILD terminals is recommended

to be applied to these terminals.
In summary, ac power and communication inputs will be

subjected to the most severe lightning threats because of the

long cables involved and the resultant increased probability of
a lightning discharge coupling to the line. Typically, other in-
puts, such as vehicle loop detectors and pedestrian crosswalk

switches, will be subjected to less serious threats. However, in
the case of strikes to nearby objects or to the earth, very high
amplitude transients, comparable to those present on ac power

or communication lines, can couple to these other inputs causing

damage to internal electronics. It is recommended that, in the

absence of substantial test and measurement data, the IEEE
C62.31-1984 (3.29) susceptibility waveforms be adopted for all
nonpower input,/output pins and that peak levels of at least

3,000 V and 100 A for ILD, pedestrian crosswalk switch, and

all other inputs, be adopted. Though higher level lightning tran-
sients can occur, achievemett ofthese levels ofprotection should

result in acceptable performance in most locations. Table 4

summarizes the recommended test levels for the various con-

troller inputs.



3.4.2 Radio Frequency lnterterence

The radiated levels coupled from nearby TV, radio, radar
sites, and mobile communications equipment are generally dif-
ficult to estimate. Because very few traffrc control installations
will be impacted by such electromagnetic interference sources,
a generalized definition of the threat levels due to them is not
deemed necessary. Instead, ifan operational problem is believed
to be caused by nearby TV, radio, ¡adar or mobile transmitters,
held measurements of the radiated and coupled levels should
be performed and corrective measures such as those described
in the next chapter should be undertaken. For example, addi-
tional shielding and hltering may be required.

3.4.3 Switching Trans¡ents

Power line switching transients can arise from relay and
flasher coil discharges within the equipment cabinet as well as

from industrial equipment sharing the same power distribution
lines. As noted earlier, transients due to relay and flasher coil
discharges can be significantly greater than the coil dc supply
voltages. Conducted power line transients from industrial load
switching can exceed several thousand volts (3.30).

The transient test levels and waveforms contained in NEMA
TS l-1983 (/./) realistically reflect most switching and con-
ducted power line transients. For example, the high repetition
noise transients of + 300 V, 2,500 W peak power, I psec rise
time and l0 psec pulse width with a repetition rate of 1/30 of
a second and a duration of at least 3 sec, adequately represent
most relay and flasher coil discharge transients. On the other
hand, the low-repetition, high-energy transients of 1600 V and
600 A represent the severe industrial switching and ground fault
transients which can occur. However, the nondestruct test spec-
ihcations of NEMA TS 1-1983, as now written, represent un-
realistic conditions. For example, ac power is not applied during
the test and the unit must simply operate properly once the unit
is powered up. Further, the nondestruct test amplitudes are not
severe enough to represent lightning discharges, and the wave-
form rise and fall times are not clearly defined.

3.4.4 Eleclrostatic Discharge

Electrostatic discharge (ESD) threat levels cannot be uniquely
specified because of the wide range of amplitudes and waveform
parameters which can occur. In general, protection against ESD
effects can be achieved through proper maintenance, repair, and
installation procedures and through the use ofproper grounding,
bonding, shielding and transient protection as detailed in the
next section. The devices which protect against lightning also
provide substantial ESD protection. For serious situations, the
reader is referred to Ref. 3.4 for specific ESD protection pro-
cedures and practices.

3.5 RECOMMENDED TEST SPECIFICATIONS

The electromagnetic interference threat levels and waveforms
described in the previous sections provide a basis for a rec-
ommended transient and electromagnetic interference test spec-
ification for trafäc control equipment. A review of the National
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Electrical Manufacturers Association (NEMA) TS 1-1983 in-
dicates that transients due to internal and external noise sources

are treated adequately with the exception of lightning-induced
transients. Recommended modifications to NEMA TS 1-1983

to add lightning test specihcations are given in the Appendix.
The modifications represent a starting point for establishing a

lightning test specification for traffrc equipment. NEMA TS 1-

1983 was chosen primarily because of its wide use in the traffic
control community. It is recognized that NEMA TS l-1983
may not be the final document ultimately selected to impose
lightning test specifications and that a separate document on
lightning protection may be required. The recommended
changes illustrate a possible form of the lightning test specifi-
cations, however, and can serve as the initiating document for
further efforts in this area.
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CHAPTER FOUR

EQUIPMENT PROTECTION TECHNIQUES

4.0 INTRODUCTION

To enhance the reliability of the traffrc control system and
to reduce maintenance costs, the energy levels of transient and
interference signals must be reduced to values that can be safely
handled by circuit components. Establishment of the necessary
protection involves both circumvention and limiting.

Circumvention, or the routing of threatening energy away
from susceptible devices, requires integrated grounding, bonding
and shielding of enclosures, cable shields, and electrical wiring.
Grounding establishes fault clearance and lightning or static
discharge paths and interconnects conducting objects to mini-
mize voltage differences during the faults and discharges. Bond-
ing is the process by which the conducting objects are electrically
joined with reliable, low impedance connections. Shields enclose
sensitive components and conductors inside a conductive cov-
ering to prevent the electromagnetic coupling oftransient energy
and electromagnetic interference via radiated and conducted
paths. These three circumvention techniques are described in
Sections 4.1, 4.2, and 4.3, respectively.

Limiters, discussed in Section 4.4, restríct to safe levels the
magnitude of transient and electromagnetic interference currents
and voltages on conductors entering the controller. Commonly
used current limiters include resistors, fuses, and voltage de-
pendent resistors. Voltage limiters usually have faster response
times than current limiters and also do not load down the
protected circuit. Common voltage limiters include spark gaps,
zener diodes, silicon avalanche suppressors (SAS), and metal-
oxide-varistors (MOV). Filters may be required for both current
and voltage limiting. Many situations require hybrid combina-
tions of these protectors.

Sêction 4.5 describes techniques for reducing the coupling of
interference and transient energy to penetrating conductors.
Topics covered include common-mode rejection through bal-
ancing and transformer isolation and the use of optical devices
to interrupt the coupling path.

Section 4.6 addresses configuration control methods and pro-
cedures to prevent system degradation from improper mainte-
nance and repair.



4.1 GROUNDING

The term "ground" evolved from words meaning bottom, or
foundation. Because the earth was generally that which was
underneath and provided the ultimate foundation, or bottom,
of most man-made structures, one of the meanings of the term
"grounding" became "to contact earth."

Historically, electrical grounding requirements arose from the
need to protect people, equipment, and buildings from lightning
and static electricity. Structures, as well as electrical apparatus,
were connected to earth, i.e., grounded, to provide the paths
necessary for lightning and static discharge. As electrical utility
systems developed, grounding to earth proved to be effective
for the protection of the system against electrical faults. All
major components of the system such as generating stations,
substations, and distribution networks were interconnected with
earth through a low resistance connection to provide fault clear-
ance paths back to the generator or substations.

The housings ofelectrical equipment were connected to earth
or other objects (e.g., metal structural members and water pipes)
in contact with earth. In this way, if an electrical conductor
touched a metal surface subject to human contact, the electrical
potential to which the person would be exposed was kept to a
safe level. Interconnecting all metal objects associated with the
electrical distribution network completed the fault return paths
internal to the building or equipment and caused breakers and
fuses to trip or blow rapidly. (Rapid clearance of the fault not
only limits human exposure to hazardous voltages, it also min-
imizes heating of the faulted conductors and thus lessens the
fire hazard.) This fault return network came to be referred to
as the grounding network whether it was connected with earth
or not, as for instance when installed in airplanes, spacecraft,
satellites, ships, or plastic-enclosed equipment.

Grounding in a traffic control system encompasses: (l) the
electrical contacts with earth at the central control facility and
at the individual traffrc controllers; (2) signal circuit referencing
internal to equipment and between equipment; and (3) the in-
terconnections inside the controller cabinet between the circuit
references, the enclosure, cable shields, terminal protection de-
vices, fault protection paths and the earth electrode.

The electrical contact with earth at the individual intersection
controller is important for limiting fault-caused voltage differ-
entials between the enclosure and earth, pavement, or other
grounded objects, such as fences, power poles, or buildings. As
a fault-clearance path, the earth connection is likely to be in-
adequate by itself. The amount ofreal estate necessary to achieve
a suffrciently low resistance to reliably clear an electrical fault
is not usually available at the typical intersection. Therefore,
the earth connection cannot be relied upon to be the only means
for clearing power supply faults: fault protection must be es-
tablished by installing the electrical supply system in accordance
with National Electrical Code (4.1) requirements. These re-
quirements include tying the ground system to the power system
ground, or "green wire" and using short, low inductance in-
terconnect lines. However, contact with earth is necessary to
help equalize potential differences between controller elements
during lightning strikes either to the system or to nearby objects;

As discussed in the previous section, lightning discharges to
earth are common in many areas. The power lines, in particular,
have considerable exposure to lightning. The power distribution
system, being an extensive grid of wires, exhibits a high like-
lihood of being struck by lightning and offers many lightning
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discharge paths to earth via the overhead ground conductors
and the many pole grounds. Even if the lightning does not strike
the power line directly, the difference in potential developed
between parts of the power distribution network by strokes to
nearby objects induces transients into the network. Thus, in a
typical thunderstorm, the power conductors serving the trafhc
control system are likely to experience numerous lightning-in-
duced transients. Because traffrc controllers are served by these
power conductors, the lightning transients will appear at the
signal and power terminals of the controllers. The voltage tran-
sients will be produced between conductors of the power line,
between conductors of communication and control cables, be-
tween cable conductors and the controller cabinets, and between
the controller cabinets and the earth. Inasmuch as the charge
equalization process of the lightning discharge occurs relative
to earth, an earth connection at the controller is needed to
minimize the voltage differentials between elements of the traffic
control system. In addition to the earth connection, other mea-
sures to control potential differences between circuits and de-
vices within the controller itself are also required. These
additional measures include using low inductance conductors
to interconnect all circuit signal grounds, cable shields, and
terminal protection devices within the enclosure and with the
ground rod (or other ground electrode, as available).

Although correct grounding is an integral part of protecting
equipment and personnel from lightning and electrical faults
and for the proper operation of terminal protection devices, it
must be emphasized that grounding alone will not protect cir-
cuits from transient damage nor from electromagnetic interfer-
ence.

4.1.1 Types of Grounds

Within the restricted boundaries of the traffic controller
equipment cabinet, there will be multiple "grounds,, present.
As shown in Figure 17, these various "grounds" include: safety
ground, arrester ground, cabinet ground, shield ground, circuit
(or signal,/logic,/electronic) ground, earth ground, and so on.
Confusion often exists as to whether these various ,.grounds',

should be kept separated from one another, whether all types
should be interconnected, or whether only like types should be
interconnected with the different groupings connected at one
single point.

4.l.l.l Electrical Safety or Fault Protection
Ground

For electrical fault protection, it is necessary that the various
metal objects subject to becoming energized and accessible for
human contact be interconnected with a conductor sized in
accordance with Table 250- 94 of the National Electrical Code
(a.1). This safety ground path can be serial, i.e., daisy chained;
laid out like the spokes of a wheel, i.e., a star conhguration; or
can have multiple possible paths, as in a grid. The configuration
is unimportant so long as a path of sufficiently low resistance
exists back to the main power breaker or fuse from the controller.
The safety ground should tie together the ac supply "green
wire," the enclosure, and the ground rod, as a minimum.
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Figure 17. Multiple "grounds"
within o typical traffic controller
equipment cabinet.

4.1.1.2 Signal or Circuit Ground

If an electronic circuit performs a stand alone task as, for
example, monitor some parameter and activate an indicator, its
signal (or logic or circuit) reference (usually in the form of
power supply common) can often be isolated to the board or
subassembly on which it is located. Typically, however, the
circuit sends or receives signals to or from other circuits either
internal or, in particular, outside the enclosure. The on-board
signal ground must be interconnected with the cable shield or
with the low side signal conductor of the incoming,/outgoing
Iines unless appropriate signal isolation devices are used. If the
cable shield is not bonded to the cabinet, then lightning-induced
transients or EMI signals can exist between the circuit,/shield
ground point and the incoming ac power conductors because
of the power safety ground connection to the cabinet. (Special
high voltage isolation transformers can be constructed which
would permit the circuit,/shield ground reference to be isolated

from the enclosure,/safety ground. However, such transformers
are of special design, are not readily available for large volume
use, and are much more expensive than standard power supply
transformers. ) Ifthe cable shield is bonded only to the enclosure,
the voltage transients will be developed between the signal con-
ductors themselves and the circuit reference as extended back
to the enclosure through the power supply. Therefore, individual
circuit/subassembly signal reference points need to be con-
nected to cabinet ground, or, if floated, need to have appropriate
surge suppressors installed between the circuit reference and the
enclosure. The suppressors need to be fast ¡esponse types suf-
ficient to protect the most sensitive components exposed to the
transient. In addition, fast response suppressors are also needed
across signal, data, and power supply buses. (Design guidance
on the selection of appropriate suppressors is contained in later
sections of this chapter.)

Two examples are given ofincorrect signal grounding. In the
first example, the pedestrian crosswalk pushbutton ground wire
is tied directly to logic ground at a printed circuit card edge
connector. Logic and earth ground are then tied together at the
printed circuit card edge connector. When the pedestrian cross-
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walk pushbutton wiring is exposed to a high level transient, a

significant voltage differential develops between the logic ground
and true earth ground because of line inductance associated

with the long path from the pushbutton and the typical 2 to 4
ft ofwire that ties the "earth ground" pin on the printed circuit
card and the earth ground bus or ground rod. The spacing

between an arbitrary printed circuit trace and the edge connec-
tion point is often less than a tenth of an inch. The transient
voltage level that is developed can exceed the dielectric break-
down strength of the printed circuit board material and arc over
to the arbitrary trace causing upset or damage to components
on the card. The solution to this problem is to tie the pedestrian
crosswalk pushbutton logic ground wire to the earth ground
bus bar or ground rod and then run a single wire to the printed
circuit card as shown in Figure 18.

The second problem is illustrated in Figure 19 where a long
shielded communications line is grounded at only one end to
prevent 60-Hz power frequency hum. A problem can occur if
the cable shield is struck by lightning, a fault occurs, etc., near

LOGIC GROUND

the ungrounded end of the shield. Because of cable shield in-
ductance, a very high amplitude voltage transient can exist
between the cable shield and the inner conductors resulting in
damage or upset. To prevent damaging voltage levels from oc-

curring, a limiter should be tied between the cable shield and
earth ground. This will provide a path for transient current
while allowing normal operation.

4.L1.3 Enclosure or Cøbínet Ground

Because the enclosure is the part of the controller to which
human contact is possible, it must be interconnected with the
earth ground, i.e., the ground rod, and with the electrical safety
grounding conductor. Because the typical controller enclosure
consists of solid metal panels welded to steel frame members,

it offers the lowest electrical impedance between any two points
within the controller. In addition to offering the lowest imped-
ance path for transient and fault currents, the extensive metal
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Figure 18. Proper grounding of logic ground to earth ground when logic ground must leave

the equipment cabínet,
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4.1.1.4 Surge Suppressor Grounds

The performance ofsurge suppressors, or terminal protection
devices (TPD's), is critically dependent on the impedance of
the current path to ground. The devices themselves exhibit some
nominal characteristic impedance which is generally low relative
to that associated with the inductance of the leads of the devices.
To take maximum advantage of the protection properties of the
devices, the total electrical path between the protected device
and the ground reference point should be as short as possible.
Not only should the device leads (both) be kept as short as
possible, the conducting path to their ground reference point
should be as short as possible also. Frequently, installers will
interconnect the low sides of several protectors with a common
bus wire of 10 to 12 gauge and extend this wire several inches,
perhaps a foot or two, before connecting to the cabinet or other
ground point. Such practices signihcantly reduce the effective_

of the enclosure offers the highest current carrying capacity of
any conductor within the enclosure. Therefore, the cabinet
should be used to advantage to minimize voltage differentials
between controller elements during transient events. For ex_
ample, rather than running separate grounding conductors be_
tween cable shields, circuit assembly commons, surge
suppressors, and the ground rod, these various grounded ele-
ments should be interconnected with the enclosure with short,
wide conductors. The enclosure serves as the primary common
path between the various ..grounds." In turn, the enclosure
bond to the ground rod should be as short as possible and should
consist of large gauge wire, such as No. 6 AWG, or wíde (l /
2 tn. or more) strips of 20 mils thick, or greater, copper, gal-
vanized steel, or aluminum as appropriate for electrochemical
compatibility with the enclosure base metal and with the ground
rod itself. Figure 20 shows examples ofappropriate connections
to the cabinet.
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ness of the protectors. The suppressor common should be con-
structed of wide metal strips and bonded to the cabinet at the
nearest feasible location. The suppressors themselves should be
as close as possible to the devices or circuits being protected
and should be attached with minimum length conductors.

4.1.2 The Earth Electrode

In most locations, the controller will sit on a concrete pad
with direct access to the soil underneath the pad. A ground rod
driven in this soil provides a connection with earth. Depending
on the soil conditions in the immediate vicinity of the site, the
effectiveness of this connection can vary greatly.

The basic measure of effectiveness of an earth electrode is the
value in ohms ofits resistance to earth. Because ofthe distributed
nature of the earth volume into which electric energy flows, the
resistance to earth is defined as the resistance between the point
of connection and a very distant point on the earth. Ideally, the
earth electrode system provides a zero resistance path between
true earth and the point of connection. Any physically reallzable
configuration, however, will exhibit a fïnite resistance to earth.

The National Electric Code (NEC) specihes in Article 250
that a made electrode, which is defined as ". . . a driven pipe,
driven rod, buried plate or other device approved for the pur-
pose. . ..", shall where practicable have a resistance to ground
not to exceed 25 ohms. Although the language of the NEC
clearly implies that electrodes with resistances as high as 25
ohms are to be used only as a last resort, this 25-ohm limit has
tended to set the norm for grounding resistance regardless of
the speciflrc system needs.

Twenty-five ohms is not low enough for reliable fault pro-
tection. For example, 25 ohms offers only marginal personnel
protection on 725 Yac systems where device fuses are rated for
currents greater than 5 A. With a total grounding resistance of
25 ohms, the maximum fault current would be only 4.8 A from
a l2O-Y line and 8.8 A from a 220-Y line. Neither value of
current is sufficient to clear a standard 15-A breaker or fuse.
It is thus obvious that a total fault path resistance of considerably
less than 25 ohms is necessary for reliable protection ofpersonnel
in the event of a fault to an object grounded only to the earth.
Thus, clearly a hard-wire connection back to the main discon-
nect for the controller must be supplied in order to assure
effective fault protection.

For lightning protection, it is diffrcult to establish a definite
grounding resistance necessary to protect personnel. The current
which flows in a direct lightning stroke is typically 20,000 A.
Such currents through even 1 ohm of resistance can easily pro-
duce hazardous potentials. It is impractical to attempt to reduce
the resistance from a traffic controller to earth to a value low
enough to absolutely prevent the development of these poten-
tials. Techniques other than simply achieving an extremely low
resistance to ground must be employed to protect the traffic
control system elements from the hazards produced by a direct
stroke. Experience has shown that a grounding resistance of 5

to l0 ohms gives fairly reliable lightning protection. At some
sites, resistances as low as I ohm or less may be achievable.
The lower the resistance, the greater the protection, and there-
fore attempts should be made to obtain the lowest economical
value of resistance.

Earth electrodes can be divided into two general types. The
first type includes incidental metal objects such as water pipes,

Side of
Co binel

Figure 20. Illustrations of acceptøble connections of the ground
rod to the equipment cabinet.

water well casings, metal frameworks of buildings, and other
metals imbedded in and in contact with the earth. Electrodes
in this category can provide a convenient low resistance ground
for the traffrc control facility. (Before any of them are used,
however, their resistance to earth must be carefully measured
(see Section 4.1.3) to assure that effective contact with earth is
made.)

The second type of earth electrode is defined by the NEC as

a "made electrode" and consists of buried and interconnected
bare metal rods, plates, strips, grids, and wires. Such alternatives
are likely to be the primary electrodes for individual controllers.

Vertically driven ground rods or pipes are the most common
type ofmade electrode. Rods or pipes are generally used where
bedrock is beyond a depth of l0 ft. Ground rods are commer-
cially manufactured in l/2-, 5/8-, 3/4-, and l-in. diameters
and in lengths from 5 to 40 ft. For most applications, ground
rods of l/2-, 5/8-, and 3/4-in. diameters in lengths of 6, 8,

10, 12, and 16 ft are used. Rods of iron or steel should be at
least 5,/8-in. in diameter and rods of nonferrous materials should
not be less than l/2-in. in diameter. Although galvanized steel

rods are often used because of their low cost, copper-clad steel

is preferred for most installations because the steel core provides
the strength to withstand driving forces and the copper provides
corrosion protection and is compatible with copper or copper-
clad grounding cables. It has been found that when galvanized
rods are used in close proximity to power company substations,
the galanized rods will serve as sacriflcial anodes and will erode
because of the presence of the large copper ground system under
the substation (see Section 4.1.4 on corrosion prevention).

Where bedrock is near the surface of the earth, horizontal
strips of metal, solid wires, or stranded cables buried 18 to 36

in. deep may be used effectively. With long strips, reactance
increases as a factor of the length with a consequent increase

in impedance. A low impedance is desirable for minimizing
lightning surge voltages. Therefore, several wires, strips, or ca-

bles arranged in a star pattern is preferable to one long length
of conductor.
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Grids and buried plates can also be used as earth electrodes;
however, they are not likely to be practical at traffrc control
intersections. Grids are likely to be required in power substations
and large power consuming facilities where large fault currents
may be encountered.

There may be a number of incidental, buried, metallic objects
in the vicinity ofthe earth electrode system. These objects should
be connected to the system to reduce the danger of potential
differences during lightning or fault protection; their connection
will also reduce the resistance to earth of the electrode system.
Such additions to the earth electrode system should include the
rebar in concrete footings, buried tanks, and pipes.

Careful consideration must be given to where the connection
to incidental metal objects should be made. One of the most
common mistakes encountered is to tie overhead messenger
cables to the power company down conductor at the top of a
pole instead ofat (l) the power company ground rod, (2) the
controller cabinet ground rod, or (3) a ground rod specifically

installed for purposes of grounding the messenger cables. The
messenger cables are then tied to the signal and pedestrian
crosswalk pushbutton grounds. The connection to the power
company down conductor and the power company ground rod
is often done, as illustrated in Figure 21, to minimize the amount
of cable that must be installed. This poses two problems. First,
the down conductor will have significant inductance and any
transients coupled to this line will develop high transient voltage
levels along the down conductor. These transients then enter
the traffrc control ground system causing upset or damage.
Second, because the power company down conductor intercon-
nects a huge grid, the likelihood of a transient coupling to this
down conductor, and thus the controller ground system, is mag-
nihed proportionately. The solutions are to ( 1 ) tie to the power
company ground system only at the power company ground
rod or (2) do not tie to the power company ground system if
the connection path between the controller ground rod and the
power company ground rod exceeds 6 ft.

(a) þÞroper Connect¡on of Messenger Cables to power Company Down
Conductor at Top of Pole.

(b) Proper Connect¡ons of Messenger Cable to Ground

Figure 21. Examples of proper ønd improper messenger cable grounding.

CONNECTIONSO,O¡¡IO@I
OK IF SEPARA-TIqN IS LESS
THAN 6 FEET, OTHERWISE E)



4.1.3 Measurement of Resistance-to-Earth of
Earth Electrodes

The calculated resistance-to-earth of a given electrode system
is based on a variety of assumptions and approximations that
may or may not be met in the final installation. Because of
unexpected and uncontrolled conditions that arise during in-
stallation or develop afterward, the resistance-to-earth of the
installed electrode must be measured. Two commonly used
methods for measuring the resistance-to-earth of an electrode
are the triangulation method and the fall-of-potential method.

In the triangulation method, illustrated in Figure 22, the
resistances of the electrode under test, rR", and auxiliary elec-
trodes, lRo, R61 ãre measured two at a time. The unknown
resistance is then computed from the formula:

,¡?*
_ (,R, +,R") + (-R, + .¡R¿) - (.R" + ,Ró)

(14)

where the terms in the parentheses are the following measured
resistances:

vo'b
R* * Ro.6: -j-

lx
: voltage drop from test

electrode, X, to auxiliary
electrodeAorBdivided
by current entering test
electrode.
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(t 5)

For best accuracy, it is important to use auxiliary electrodes
with resistances of the same order of magnitude as the unknown.
The series resistances may be measured either with a bridge or
with a voltmeter and ammeter. Either alternating or direct cur-
rent may be used as the source of test current. For the three-
point measurements, the electrodes must be at reasonable dis-
tances from each other; otherwise absurdities such as zero or
even negative resistances may arise in the calculations. In mea-
suring a single 10-ft (3-m) driven ground rod, the distance
between the three separate ground electrodes should be at least
15 ft (5 m), with a preferable spacing of 25 ft (8 m) or more.
For larger area grounds, which are presumably of lower resist-

*Rb

+B __XE

,ü

,'' Ç

H
a

ü

ü
earth

\
-->

Figure 22. Triangulation
electrode. (Ref, a.2)

method of measuring the resistance of an
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Figure 23. Fall-of-potential method for measuring the resistance of earth electrodes.
(Ref, a.3)

ance, spacing on the order ofthe dimensions ofthe ground field
should be used as a minimum.

The fall-of-potential method can also be used to measure the
earth electrode resistance. The fall-of-potential method involves
passing a known current between the electrode under test and
a current ptobe, C2, as shown in Figure 23(a). The drop in
voltage between the earth electrode and the potential electrode,
P2,located between the current electrodes is then measured; the
ratio of the voltage drop to the known current gives a measure
of the resistance. (By using a voltage measuring device-a null
instrument or one having a high impedance-the contact re,
sistance of the potential electrode will have no appreciable effect
on the accuracy of the measurement.) Several resistance mea-
surements are taken by moving the potential probe, pr, from
the position of the earth electrode along a straight line to the
current probe, C2, which is left in position. The data obtained
is then plotted as resistance versus distance from the earth
electrode as illustrated in Figure 23(b).

Current flow into the earth surrounding an electrode produces
shells of equipotential around the electrode. A family of equi-
potential shells exists around both the electrode under test and
the current reference probe, Ca. The sphere of influence of these
shells is proportional to the size of each respective electrode.
The potential probe, P2, in Figure 23 provides an indication of
the net voltage developed at the earth's surface by the combined
effect of these two families of shells. If the electrode under test
and the current reference probe are so close that their equipo-
tential shells appreciably overlap, the surface voltage variation
as measured by P2 will vary as shown in Figure 24(a). Because
the current flowing between the electrodes is constant for each
voltage measurement, the resistance curve will have the same
shape as the voltage curve. For close electrode spacings, the
continuously varying resistance curve does not permit an ac-
curate determination of resistance to be made.

By locating the current reference ptobe, C2, far enough away
from the electrode under test to ensure that the families of



equipotential shells do not appreciably overlap, a voltage curve
like that shown in Figure 24(b) will be obtained to produce the
type ofresistance curve shown in Figure 23. It has been shown
(4.2) that the true value of resistance to earth corresponds to
the ratio of the measured current to the potential when X is 62
percent of the distance, D, from the electrode under test to the
current probe, C2. It is important to remember that D is mea-
sured from the center of the electrode under test to the center
of the current probe and that D should be large relative to the
radius of the electrode under test.

Figure 25 shows an example of data taken with the fall-of-
potential method. The correct resistance of I 3 ohms corresponds
to the potential probe location of 90 ft (27.4 m) which is 62
percent of the distance to the current probe.
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Under certain soil conditions and in some locations, a well-
dehned resistance curve, such as Figure 25, will not be obtained.
For these situations, resistance curves should be measured for
several Crprobe distances, On each earth resistance curve, mark
the 0.62 C¿ resistance values. The true value of the earth-
electrode resistance for the site is the asymptote of the curve
drawn through the 0.62 C¿ values as shown in Figure 26.

The foregoing techniques for measuring earth electrode re-
sistance are applicable, provided metal objects aTe not in the
vicinity to alter the measurements. For typical urban intersec-
tions, access to earth may not even be possible. Close by are
likely to be concrete sidewalks and roadways, bridges with metal
rebar, water boxes and pipes, sign posts, building footings, build-
ing ground networks, and sewer lines. Access to earth may be
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Figure 24. Effict of electrode spacing on voltage measurements. (Ref, a.2)
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Figure 25. Resistance variations as a function ofpotentiøl probe
position in fall-of-potential methods. (Ref, a3)

restricted by asphalt and concrete. Although contact with soil
can be made by drilling through the concrete or asphalt, this
approach may be expensive. A simple alternative under difficult
situations is to connect a fuse or circuit breaker to the rod under
test and connect to a 120 Vac source. The fuse should be chosen
such that the fuse blows or the breaker trips if the electrode
resistance to'earth is less than the voltage ¿ivi¿eO by the current
rating ofthe fuse or breaker. For example, a21-Afuse or breaker
can be used if the electrode resistance to earth should be less
than 5 ohms. This technique should only be performed if other
methods are not available and extreme care must be used to
prevent accidental shock hazards to test personnel.

4,1,4 Electrode Enhancement and Corrosion
Control

Sites will be encountered where acceptable and practical num-
bers of driven rods, buried cables, and other available materials
will not achieve the required low resistance to earth. In such
situations, enhancement of the resistivity of the soil around the
electrodes can be made to lower the resistance.

The resistance to earth of an electrode is directly proportional
to soil resistivity and inversely proportional to the total area of
contact established with the soil. For fixed land areas, additional
vertical rods or horizontal cables produce diminishing returns
because ofincreased mutual coupling effects. A straightforward
enhancement method is to reduce soil resistivity. The parameters
that strongly affect soil resistivity are moisture content, ionizable
salt content, and porosity-the latter determining the moisture
retention properties of the soil. Thus, two recommended tech-
niques for reducing earth resistivity are increased water retention
and chemical salting.
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Figure 26. Earth resistance curve for a large electrode system.
(Ref a.4)

Draining of soils leaches away salts that are necessary for
high conductivity and dries out the deeper layers of soil in-
creasing resistivity. Plánting of appropriàte ground covers to
retard runoff and to enhance the natural production of ions in
the soil is useful. Surface drainage may be channeled so as to
keep the electrode system moist. Maintaining moist earth over
the extent of the earth electrode system will keep soil salt in
solution as conductive ions. Pavement drainage water which is
high in salt content can be useful for continuous salting of the
earth electrode.

Reduction of the resistance of an electrode may be accom-
plished by the addition of ion-producing chemicals to the soil
immediately surrounding the electrode. The better known chem-
icals in the order of preference are:

l. Magnesium sulphate (MgSOa)-epsom salt.
2. Copper sulphate (CuSOa)-blue vitriol.
3. Calcium chloride (CaCl).
4. Sodium chloride (NaCl)-common salt.
5. Potassium nitrate (KNOr)-saltpeter.
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Figure 27. Effect of chemical treatment on resistance of ground
rod. (Ref, 4.2)

Magnesium sulphate, which is the most common material
used, combines low cost with high electrical conductivity and
low corrosive effects on the ground electrode. The use of com-
mon salt or saltpeter is not recommended as either will require
that greater care be given to the protection against corrosion.
Additionally, metal objects nearby but not related to grounding
will also have to be treated to prevent damage by corrosion.

Large reductions in the resistance to earth of the individual
ground electrodes may be expected after chemical treatment of
the earth where low resistances are difficult to obtain without
chemical treatment. The initial effectiveness of chemical treat-
ment is greatest where the soil is somewhat porous because the
solution permeates a considerable volume of earth and increases
the effective size of the electrode. In compact soils, the chemical
treatment is not as immediately effective because the material
tends to remain in its original location for a longer period of
time.

The effectiveness of chemical treatment in lowering the re-
sistance of a ground rod is illustrated by Figures 27 and 28.
Chemical treatment achieves a signihcant initial reduction of
resistance and further stabilizes the resistance variations. It also
limits the seasonal variation of resistance and, additionally, low-
ers the freezing point of the surrounding soil.

The formulas for the resistance of earth electrodes invariably
assume zero contact resistance between the electrode elements
and the earth. In reality, however, the interface between the
surface of the rod and the earth is far from uniform except
when the earth is tamped clay or its equivalent. Granular earth
(gravel, sand) makes very poor contact. Reduction ofthis con-
tact resistance should have a strong effect on reducing the elec-
trode resistance, because it is close to the electrode where current
densty is high. Encasing the electrode in concrete is one ap-
proach which will improve the contact between the electrode
and the earth. Effects of local variations of moisture content
will also be reduced and stabilized, as the encasement material
absorbs and holds moisture.

The trench method for treating the earth around a driven
electrode is shown in Figure 29. A circular trench is dug about
one foot deep around the electrode. This trench is filled with
the soil treating material and then covered with the earth. The
material should not actually touch the rod in order to provide
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Figure 28. Seasonal resistance variations oftreated ønd untreated
ground rods. (Ref, 4.2)
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Figure 29. Trench method of soil treatment. (Ref 4.2)

the best distribution of the treating material with the least cor-
rosive effect.

Another method for treating the earth around a driven elec-
trode, using magnesium sulphate and water, is shown in Figure
30. A 2-ft length (approximately) of 8-in. diameter tile pipe is
buried in the ground surrounding the ground electrode flrlled to
within I ft of grade level with the magnesium sulphate and
watered thoroughly after installation. The 8-in. tile pipe should
have a cover with holes and should be located at ground level.
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Figure 30. Alternate method of chemical treatment of ground rod. (Ref. 4.2)

Chemical treatment does not permanently alter the earth elec-
trode resistance. The chemicals are gradually washed away by
rainfall and through natural drainage. Depending on the po-
rosity of the soil and the amount of rainfall, the period for
replacement varies. Forty to ninety pounds of chemical will
initially be required to maintain effectiveness for 2 or 3 years.
Each replenishment of chemicals will extend the effectiveness
for a longer period so that the future treatments have to be done
less and less frequently.

When two metals of different types are immersed in wet or
damp soil, an electrolytic cell is formed. A voltage equal to the
difference of the oxidation potentials of the metals will be de-
veloped between the two electrodes ofthe cell. Ifthese electrodes
are connected together through a low resistance path, current
will flow through the electrolyte with resultant erosion of the
anodic member of the pair. Unfortunately, those factors that
aid in the establishment of a low resistance to earth also foster
corrosion. Low resistance soils with a high moisture level and
a high mineral salt content provide an efficient electrolytic cell
with low internal resistance. Relatively large currents can flow
between short-circuited electrodes (such as copper ground rods
connected to steel footings or reinforcing rods in buildings) and
quickly erode away the more active metal of the cell. In high-
resistance cells, the current that flows is less and the corrosion
is less severe than in low-resistance cells.

Three basic techniques can be used to lessen the corrosion
rate of buried metals. The obvious method is to insulate the
metals from the soil. Insulation interrupts the current path
through the electrolyte and stops the erosion of the anode.
Insulation is not an acceptable corrosion prevention technique
for earth electrodes. The second choice is to use cathodic pro-
tection in which sacrificial anodes or an external current supply
are used to counteract the voltage developed by oxidation. Sac-
rificial anodes containing active metals, such as magnesium,
aluminum, manganese, and others, can be buried in the earth
nearby or connected directly to iron, steel or lead rods, conduit

or shields. The active metals oxidize more readily than the other
metals and will supply.the ions required for current flow in the
oxidation process. If the sacrihcial anodes are replenished or
replaced regularly, the life ofthe protected (cathodic) elements
is signiflrcantly prolonged. Long buried cable runs can be pro-
tected by using active cathodic protection where the cable or
cable shield is biased to approximately -0.7 to -1..2 y relative
to the surrounding soil. The external dc source supplies the
ionization current that would normally be provided by the ox-
idation of the cable shield. A layer of insulation generally covers
the cable shield to prevent direct contact with the soil; however,
perforations inevitably occur. Active cathodic protection is very
appropriate for supplying the leakage current that would nor-
mally enter the soil through breaks in insulation caused by
careless installation, settling, and jacket perforation by lightning.
The third technique for reducing galvanic corrosion is avoiding
the use of dissimilar metals at a site. For example, if all metals
in contact with the soil are of one type (such as iron or lead
or copper), galvanic corrosion is minimized. However, each of
these materials has unique properties, such as weight, cost,
conductivity, ductility, and strength, that makes its use desirable
and, thus, none can be summarily dismissed from consideration
for underground applications. Copper is a desirable material for
the earth electrode system; besides its high conductivity, the
oxidation potential ofcopper is such that it is relatively corrosion
resistant. Because copper is cathodic relative to the more com-
mon structural metals, its corrosion resistance is at the expense
of other metals. Galvanized iron ground rods are perhaps the
best choice for trafhc controllers. They will be maximally com-
patible with other buried metals, are probably the least costly,
and their expected lifetimes are suffrcient for the typical inter-
section. The exception is when a large copper ground system,
such as a power substation ground grid is within 100 ft. In this
case a copper clad rod is preferred because the galvanized rod
will serve as a sacrihcial anode to the copper ground system.
Aluminum is likely to be a poor choice because it corrodes



rapidly when in contact with concrete in the presence of mois-
ture.

4.2 SHIELDING

Electromagnetic shielding of traffic control equipment and
associated cables may be required to prevent radiated transient
energy from causing upset or damage. To provide absolute pro-
tection against incident radiated radio frequency (RF) energy,
traffrc control equipment cabinets would need to be completely
enclosed metal boxes without gaps, holes, seams or cable pen-
etrations. Such absolute shielding can never be achieved, how-
ever, because every cabinet or enclosure must have entrance
points for signaling and power, for access, and for ventilation.
By constructing a completely enclosed metal box, continuously
welding all enclosure joints and seams, peripherally bonding
signal cable shields to the enclosure, routing power and control
cables into the enclosure through entrance vaults containing
filters and terminal protection devices, applying RF gaskets

around covers and doors, and using "honeycomb" RF barriers
over air flow ports, very high degrees of protection against
radiated RF fields could be obtained. Such comprehensive mea-
sures, however, would dramatically increase the cost of the
controller cabinet and, thus, must be reserved for those sites
exposed to very high radiated RF environments.

As noted in the previous chapter, the RF held levels to which
traffrc controllers are likely to be exposed are not typically of
sufftcient intensity to justify the general use of completely
shielded cabinets. In some locations, as for example close to
airport or military radar installations or very close to broadcast
towers, suffrcient RF interference may be experienced in a par-
ticular controller to require enhancement of the shielding pro-
vided by the cabinet, These particular cases, however, can be

dealt with on an individual basis without incurring the very
large costs associated with having every traffic controller in-
stalled in an RF shielded cabinet. Numerous excellent design
guides are available for technical assistance in correcting these
troublesome cases (4.4, 4.5). This section emphasizes those
straightforward steps that can be taken to utilize the features
ofstandard cabinets, with some suggestions for enhancing their
RF shielding effectiveness.

4.2.1 Cabinet Shielding

The typical traffrc control equipment cabinet is made of heavy
gauge steel or aluminum with all seams welded. The cabinet
generally has five enclosed sides with an open bottom; it is
mounted on a concrete pad and all power, communication,
sensor and signal output lines enter and leave through the bot-
tom. One side of the cabinet has an access door with a non-
conductive weather strip gasket around the edge. Ventilation
slots plus a ventilation fan for forced air cooling during summer
months are usually located near the top of the cabinet. These
various openings provide potential penetration ports for elec-
tromagnetic energy to reach susceptible circuits and devices.

As constructed, the traffrc controller cabinet will provide some
protection against radiated RF energy. However, it can not be
assumed that the enclosure will protect internal circuits against-
a particular RF emitter because there will be certain frequency
regions over which the enclosure can be essentially transparent
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to RF energy. The various openings will exhibit resonant fre-
quencies at which energy, ifpresent, can couple into the cabinet
almost as easily as though no enclosure were present.

The lowest frequency in megahertz of minimal attenuation
(or shielding) of an opening can be estimated by dividing the
largest dimension, as measured in meters, into 225. To perform
the estimation, hrst measure the largest dimension of the opening
and convert to meters by multiplying by 0.0254, if in inches, or
by 0.305, if in feet. Next, divide 225 by this distance. The answer
is the frequency region at which significant levels ofRF energy
are likely to be coupled directly through the openings in the
cabinet. (Coupling via cable shields can be experienced at much
lower frequencies and is not predictable by this simple rule. )
As an example, consider a controller cabinet with a door that
is 40 in. high by 24 in. wide. The larger dimension is thus 40
X 0.0254 : 1.02 meters. The frequency of initial concern is
thts 225 / 1.02 : 220 in{}tz. High intensity radiated RF fields
within 10 percent of this frequency should be particularly ex-
amined. For example, Channel 13 occupies the frequency band
between 210 and216ÌN{H,z. Thus, this controller may experience
radiated interference if located in the vicinity of a Channel 13

broadcast tower. Where the nearby sources are at higher fre-
quencies, as, for example, UHF TV stations, openings of smaller
dimensions could allow incident energy to enter the enclosure
with little or no attenuation and should be examined.

Where radiated interference conditions are encountered or
are suspected to exist, certain steps, such as installing screening
materials over the openings or adding RF gaskets to the mating
surfaces of doors or covers, may be necessary to eliminate the
problem. For example, the bottom can be closed by installing
wire screening, wire mesh, or even a solid metal plate over the
opening. (This bottom shield should be bonded directly to the
ground rod or connected with a minimum length conductor to
any ground rods present.) Other openings, such as ventilation
ports, may similarly be covered with wire mesh screening to
reduce coupling of RF energy. Common galvanized, steel or
brass screen wire can be very effective. Of the commonly avail-
able materials , I / 4-in. mesh hardware cloth with soldered cross-
overs is perhaps the most effective for covering the bottom.
Aluminum screen wire should not be used because of the lack
ofsolid electrical contact between the wire strands. In addition,
aluminum is not electrochemically compatible with steel and
serious corrosion may result, particularly if contact with con-
crete occurs. Any such covers must be carefully bonded to the
cabinet around all sides of the opening.

If RF gaskets are added around doors or covers, the mating
surfaces must be cleaned to establish intimate electrical contact
between the gasket and the door and the enclosure. All non-
conductive materials, such as paint, must be removed. The gas-
kets must be completely protected from weather, otherwise their
effectiveness will be short lived. (The bonding procedures de-
scribed in Section 4.3 should be followed when installing sup-
plemental shielding. )

The most likely paths for RF energy to penetrate the con-
troller cabinet are unshielded cables or improperly terminated
shields on shielded cables. Shields of cables and conduit must
be bonded to the enclosure at the point of penetration. Ideally,
these bonds will establish direct contact between the enclosure
and the circumference of the shield itself. If direct bonding is
not possible, the added bonding conductors should be as short
as possible. For nonshielded cables, metal conduit should be
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Figure 31. Illustration of braided shield cables. (Ref a.9)

added so that once inside the enclosure the cables remain in
conduit up to the point where filters and terminal protection
devices are located.

If installing supplemental conduit over unshielded cables is
impractical, some reduction in cable-radiated pickup can be
achieved by enclosing troublesome cables in conductive heat
shrinkable tubing (4. ó) or zippered shields (4. 7). The user should
be aware that these after-the-fact shielding measures are not as

effective as using manufactured cable or installing metal conduit
at original construction. They should thus be implemented only
as a last resort and not routinely relied upon.

4.2.2 Cable Shielding

The principal methods of shielding cables include the use of:
(1) braid, (2) flexible conduit, (3) spiral-wound shields ofhigh
permeability materials, and (4) rigid conduit. The primary types
of shielded cables that are available include shielded single con-
ductor, shielded multiconductor (bundle and ribbon), shielded-
twisted pair, and coaxial. Cables are also available with single
and multiple shields in many different forms and with a variety
of physical characteristics.

Braid, consisting of woven or perforated material, is used for
cable shielding in applications where the shield cannot be made
of solid material. Several examples of cables which use braided
cable shields are illustrated in Figure 31. The advantages of
braided shields are flexibility, light weight, and ease ofhandling.

However, it is to be noted that the shielding effectiveness of
woven or braided materials decreases with increasing frequency
because of coupling through the braid apertures, and increases
with the density of the weave or number of insulated shield
layers. Thus, it is important that the percent shield coverage
(ratio of metal to total possible shield surface) be adequate to
maintain an effective shield, particularly under conditions of
cable flexing. The percent braid coverages of typical well-
shielded cables range from approximately 80 to 95 percent. The
higher coverage values maximize cable shielding effectiveness.
Additional protection may also be provided by using cables with
more than one shield.

For protection against low frequency (power frequency re-
lated) magnetic fields, an adequate shield can often be obtained
by wrapping one or more layers of high permeability metal tape
around the cable. Multiple layers of tape wound shields formed
from silicon iron alloys, low carbon steel, or other high per-
meability materials can provide an effective shield against mag-
netically coupled transients. High permeability tape is usually
available with or without adhesive backing. Also, tapes are
available which incorporate both high permeability and highly
conductive materials to provide shielding against both electric
and magnetic fields.

Tape-wound shields find application where shield flexibility,
low cost and low level RF held strengths are expected. However,
the shielding effectiveness of tape wound shields is very poor,
particularly when single layer wraps are used. Also, the dura-
bility of tape wound shields is questionable, particularly if fre-
quent flexing of the cable is necessary.

Metal conduit, either solid or flexible, may be used to shield
cabling and wiring from the electromagnetic environment. Solid
conduit provides the highest shielding effectiveness of any cable
shield because there are no apertures. Shielding effectiveness of
conduit is maximized by using thick-walled tubing to reduce
the diffusion of energy through the wall (4.4, 4.10).

For solid conduit to be effective as a shield it must be assem-
bled properly. First, only metal conduit should be used. Second,
all threaded sections should be thoroughly cleaned using emery
cloth or steel wool immediately before assembly. No lubricating
oil or teflon pipe sealing tape should be used on conduit threads.
Third, all junction box lids must be firmly attached, preferably
with a recessed lid.

Flexible conduit may provide adequate shielding at lower
frequencies where the openings between links are small com-
pared to a wavelength, but at higher frequencies these openings
will seriously degrade the shielding effectiveness of the conduit.
Flexible conduit is usually provided for physical protection
rather than for shielding. When using fÌexible conduit, internal
wiring should be shielded if signihcant levels of shielding effec-
tiveness need to be assured.

A comparison of the characteristics of solid and braided cable
shields is given in Table 5. Note that both solid shields (conduit)
and multilayer braid shields will provide very high values of
shielding effectiveness, whereas the protection afforded by single
layer braid shields is somewhat limited. The choice of a partic-
ular type ofcable shield will depend on both the electromagnetic
field protection and application requirements. Ifboth shielding
and physical protection of cabling are required, solid conduit is
recommended. If physical protection is not required, or if han-
dling or installation requirements dictate the use of a flexible
cable, single or multilayer braided cables will likely be the best
choice.
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Table 5. Comparison of solid and braided cable shields, (Ref. 4.5)

upumum Draro weave angres are rn tne range 01 JU-41
Braid optical coverage should be 85 percenfor better.

A number of special cable shields are available which can be
used in "quick fix" applications. These special shields include
zipper tubing and heat shrinkable conductive materials (4.6,

4.7). The shielding effectiveness of these types of cable shields
is low to moderate, and is primarily determined by the shielding
effectiveness of the cable/connector junction. These types of
cable shields should only be considered for applications where
undesired effects are identified after the installation, where
shielding requirements are minimal, and a low cost alternative
to redesign is required.

In order for the effectiveness ofa cable shield to be maintained,
the shield must be properly terminated at the enclosure interface.
To obtain a cable shield termination which does not degrade

the effectiveness of the shield, three conditions must be satisfied:
( I ) the cable shield must be correctly attached to the cable
connector; (2) the shielding effectiveness of the connector must
be high (preferably equal to or greater than the cable shielding
effectiveness); and (3) the mating connector must be correctly
attached to the enclosure. A violation of any of these three
conditions will permit shield "leakage" at the cable/enclosure
interface.

To properly terminate a cable shield, the entire periphery of
the shield should be bonded to the connector shell to minimize
the penetration of RF energy through the cable shield-connector
junction. Soldering to terminate shields should be avoided be-
cause of the danger of damaging conductor insulation.

A frequently used method of shield termination is shown in
Figure 32. In this arrangement, the cable shield is flared so that
it extends over the rear portion of the sleeve, and the crimp
ring is slid into place over the sleeve. A crimping tool is then
used to crimp the crimping ring onto the sleeve.

Figure 32. Shield termination using crimping. (Ref a.6)
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An alternative to crimping is shown in Figure 33. The shield
is placed through the cable clamp and ground ring and then
flared back over and around the ground ring. The shield may
be secured to the ring with a spot tie. The ground ring is then
slid into the rear of the sleeve, which has a tapered base. Tight-
ening the cable clamp onto the end ofthe sleeve assures positive
360-deg bonding of the shield, and provides a strain relief for
the cable.
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The use ofsilver epoxy or other synthetic conducting material
is generally not recommended for shield bonding because of lack
of mechanical strength. Anodized connector shells should never
be used because anodizing produces an insulating layer on the
metal outer surface and thus prevents the electrical contact
needed for shielding.

Three basic types of connectors are commonly employed to
interconnect circuit enclosures: ( I ) threaded connectors (single
and multiconductor); (2) bayonet (single and multiconductor);
and (3) friction ht (subminiature shell) and edge connectors.
Figure 34 provides an illustration of each of these types of
connectors. For shielding, the preferred type of connector is
threaded. Threaded connectors have several advantages, in-
cluding low transfer impedance (high shielding effectiveness),
high environmental tolerances (e.g., tolerance to vibration), and
excellent electrical characteristics. Also, threaded connectors
make a continuous 360-deg bond to the mating connector.
Shielding effectiveness is achieved by tightening beyond hand
tight but not to the point of damage.

+.ü13
-.000

rr¡¡rE fYpE tt ' ,a*oai -ra "
(a)Threaded Type N CoaxialConnector pair. [4.11]

(b) BNC Bayonet Connector Parr [4.1 2]

Mu lticond uctor Shielded Junction Shell Con nector

Figure 34. Illustation of typical shielded connectors.
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In general, bayonet and friction type connectors should be
avoided for outdoor applications because they do not provide
sufftcient protection against moisture and other contaminants.
Bayonet connectors have the advantage of quick connect/dis-
connect; however, their overall performance characteristics are
lower than threaded connectors because ofthe poor bond to the
mating connector.

Friction fit connectors are the least desirable type ofconnector
because of the highly unreliable bond to the mating connectors.
Friction ht connectors, however, are widely used in commercial
applications because of low cost and ease of use. If friction ht
connectors are employed, a positive locking mechanism, such
as a screw fastener, should be added.

When interfacing to an equipment enclosure, bulkhead con-
nectors are typically used. When mounting bulkhead connectors,
the bond to the equipment enclosure should be uniform with
no cracks or seams and should provide a low impedance elec-
trical connection to the equipment shield. The area to be bonded
should be clean and bare ofany nonconductive finish materials
and the metals to be joined, as well as that of any screws or
bolts to be used, must be electrochemically compatible (Section
4.3). After installation, the joined area should be refinished with
a sealant to prevent surface oxidation and to prevent water from
seeping into the bonded area.

4.3 BONDTNG (4.2)

Within traffrc control equipment, numerous interconnections
are required to provide electric power, minimize electric shock
hazards, provide lightning protection, and establish references
for electronic signals. Ideally, each of these interconnections
should be made so that the mechanical and electrical properties
of the path are determined by the connected members and not
by the connection itself. Further, the joint must maintain its
properties over an extended period of time in order to prevent
progressive degradation of electrical performance. Bonding is
concerned with those techniques and procedures necessary to
achieve a mechanically strong, low impedance electrical inter-
connection between metal objects and to prevent the path thus
established from subsequent deterioration through corrosion or
mechanical loosening.

Bonding is necessary to: ( I ) protect equipment and personnel
from the hazaids oflightning discharge; (2) establish fault cur-
rent return paths; (3) establish homogeneous and stable paths
for signal currents; (4) protect personnel from shock hazards
arising from accidental power grounds; and (5) prevent static
charge accumulation.

With proper design and implementation, bonds minimize dif-
ferences in potential between points within the fault protection,
signal, static discharge, and lightning protection paths of the
traffic control system. Poor bonds, however, lead to a variety
of hazardous and interference-producing situations. For ex-
ample, loose connections in ac power lines can produce unac-
ceptable voltage drops at the controller and the heat generated
by the load current through the increased resistance of the poor
joint can be suffrcient to damage the insulation of the wires and
produce a power line fault, or develop a ftre hazarð, or both.
Loose or high impedance joints in signal and control lines are
particularly annoying because of intermittent signal behavior
such as decreases in signal amplitude, increases in noise level,
or both. Poor joints in lightning protection paths can be par-
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ticularly dangerous. The high current of a lightning discharge
may generate several thousand volts across a poor joint. Arcs
produced by the lightning discharge present both a fire and
explosion hazard and may possibly be a source of upset or
damage to signal and control equipment. The additional voltage
developed across the joint also increases the likelihood of flash-
over occurring to other equipment or components.

Bonding is also important to the performance of transient
and other interference control measures. For example, adequate
bonding of connector shells to controller cabinets is essential to
the maintenance of the integrity of cable shields and to the
signal transmission properties of the cables. Interference reduc-
tion components and devices, such as filters and amplitude
limiters, also must be well bonded for optimum performance.
Filters, lightning arresters and other terminal protection devices
must be properly bonded in order to work as intended.

Bonds can be classihed as either direct or indirect. Direct
bonding is the establishment of the desired electrical path be-
tween the interconnected members without the use of an aux-
iliary conductor. Specific portions of the surface areas of the
members are placed in direct contact. Electrical continuity is
obtained by establishing a fused metal bridge across thejunction
by welding, brazing, or soldering or by maintaining a high
pressure contact between the mating surfaces with bolts, rivets,
or clamps. Examples of direct bonds are the connections between
lightning down conductors and the earth electrode, the mount-
ing of an equipment chassis to the connector cabinet, and the
mounting of connector shells to equipment panels or cabinets.

Properly constructed direct bonds exhibit a very low dc re-
sistance and provide an RF impedance as low as the geometry
of the bond members will permit. Direct bonding is always
preferred; however, it can be used only when the two members
can be connected together and can remain so without relative
movement. The establishment of electrical continuity across
joints, seams, hinges, or fixed objects that must be physically
separated requires indirect bonding with straps, jumpers, or
other auxiliary conductors.

For reasons of economy, future accessibility, or functional
requirements, welding, brazing or soldering can not always be
used. Bonds must then be formed by holding the mating surfaces
together under high pressure. Auxiliary fasteners such as bolts,
screws, rivets, or clamps are employed to apply and maintain
the pressure on the surfaces. The resistance of these bonds is
determined by the kinds of metals involved, the surface con-
ditions within the bond arca, the contact pressure at the surfaces,
and the cross-sectional area of the mating surfaces.

Surface hlms will be present on practically every bond surface.
The commonly used metals such as iron and aluminum readily
oxidize to form surface films while copper, tin and nickel are
less affected by oxide flrlms.

If the surface hlms are much softer than the contact material,
pressure can be applied to establish a quasimetallic contact.
Harder flrlms, however, may support all or part of the applied
load, thus reducing or eliminating the conductive contact area.
If such films are present on the bond surfaces, they must be
removed before joining the bond members. Even when metal
flow processes are used in bonding, these surface films must be
removed or penetrated to permit a homogeneous metal path to
be established.

Foreign particulate matter on the bond surface will further
impair bonding. Dirt and other solid matter such as high re-
sistance metal particles or residue from abrasives can act as

Table 6, Resistance of direct bonds between selected metals.

Bond Composition
Resistance

ìrCI)

Brass-Brass 6

Aluminum-Aluminum 25

Brass-Aluminum 50

Brass-Steel 150

Aluminum-Steel 300

Steel-Steel 't500

Notes: Apparent Bond Area: 1 in2 (6.45 cm2)
Fastener Torque: 100 lnch-pounds
Adapted from Reference 4.14.

stops to prevent metallic contact. Therefore, all such materials
must be thoroughly removed from the surfaces prior to joining
the bond members.

The hardness of the bond surfaces also affects the contact
resistance. Under a given load, the softer metals will undergo
greater plastic deformation and establish greater metallic con-
tact. Likewise, at a junction between a soft and a hard material,
the softer material will tend to conform to the surface contours
of the harder material and will provide a lower resistance contact
than would be afforded by two hard materials. Table 6 shows
how the resistance of I sq in. (6.45 sq cm) bonds varies with
the type of metals being joined.

Both mating surface areas should be as large as practical for
several reasons. Large surface areas maximize the cross-sectional
area ofthe path for current and, correspondingly, maximize the
total number of true metallic contacts between the surfaces. In
addition to the obvious advantage of decreased bond resistance,
the current crowding which can occur during power fault con-
ditions or under a severe lightning discharge is lessened. Such
current crowding produces a higher effective bond resistance
than is present during low current flow. The increased bond
resistance raises the voltage drop across the junction to even
higher values and adds to the heat generated at the junction by
the heavy current flow. Large bond areas not only lessen the
factors that contribute to heat generation, they also distribute
the heat over a larger metallic area which facilitates its removal.
Further advantages ofa large area bond are that it likely provides
greater mechanical strength and will be less susceptible to cor-
rosion.

Direct bonds may be either permanent or semipermanent in
nature. Permanent bonds may be defined as those intended to
remain in place for the expected life of the installation and are
not required to be disassembled for inspection, maintenance, or
system modifications. Joints that are inaccessible by virtue of
their location should be permanently bonded and appropriate
steps taken to protect the bond against deterioration.

In terms of electrical performance, welding is the ideal method
of permanent bonding. The intense heat (in excess of 4,000"F)
involved is suffrcient to boil away contaminating films and for-
eign substances. A continuous metallic bridge is formed across

thejoint; the conductivity ofthis bridge typically approximates
that of the bond members. The net resistance of the bond is



38

Mold

Cru cible
Slo rti n g
Molerio I

CADWTLD
Weld Melol

Sieel Disk

Ground

Figure 35. Illustration of Cadweld exothermic welding technique.
(Ref. 4.8)

essentially zero because the bridge is very short relative to the
length of the bond members. The mechanical strength of the
bond is high; the strength of a welded bond can approach or
exceed the strength of the bond members themselves. Because
no moisture or contaminants can penetrate the weld, bond cor-
rosion is minimized. The erosion rate of the metallic bridge
should be comparable to that of the base members; therefore,
the lifetime of the bond should be as great as that of the bond
members.

Welding should be used whenever practical for permanently
joined bonds. Although welding may be a more expensive
method of bonding, the reliability of the joint makes it very
attractive for bonds which will be inaccessible once assembly
and installation are completed. Most metals encountered in nor-
mal construction can be welded with one of the standard welding
techniques such as gas, electric arc, Heliarc, and exothermic.

An excellent example of an exothermic welding technique is
the Cadweld process (4.8) illustrated in Figure 35. The Cadweld
process is a method ofmaking electrical connections ofcopper-
to-copper or copper-to-steel with no outside source of heat re-
quired. Premeasured amounts of powdered metals (copper oxide
and aluminum) are placed into an especially molded graphite
crucible and ignited using a flint igniter, The reduction of the
copper oxide by the aluminum (exothermic reaction) produces
molten copper and aluminum oxide slag. Besides copper, the
Cadweld process is applicable to the other materials given in
Table 7. Exothermic welding techniques are preferred for mak-
ing connections between ground rods and metal controller cab-
inets because bolts have a tendency to work loose. When using
exothermic welding techniques, never mix materials from dif-
ferent manufacturers, and use molds and crucibles designed for

Additional material that Cadweld process is applicable, (Ref.

Common Steel

Stainless Steel

Steel Rail

Copper-Clad Steel

Galvanized and Bethan¡zed Steel

Wrought lron

Commercially Pure lron

Cast lron

Brass

Bronze

Monel

Nichrome

Chromax

Silicon Bronze

Columbium

Niobium

the specihc wire and ground rod sizes and materials to be con-
nected.

Brazing to include silver soldering is another metal flow proc-
ess for permanent bonding. In brazing, the bond surfaces are
heated to a temperature above 800"F but below the melting
point of the bond members. A flrller metal with an appropriate
flux is applied to the heated members which wets the bond
surfaces to provide intimate contact between the brazing solder
and the bond surfaces. As with higher temperature welds, the
resistance of the brazed joint is essentially zero. However, be-
cause brazing frequently involves the use of a metal different
from the primary bond members, particular care must be taken
to protect the bond from deterioration through corrosion.

Soft soldering is an attractive metal flow bonding process

because of the ease with which it can be applied. Relatively 1ow

temperatures are involved and it can be readily employed with
several of the high conductivity metals such as copper and tin.
With appropriate fluxes, aluminum and other metals can be
soldered. Properly applied to compatible materials, the bond
provided by solder is nearly as low in resistance as one formed
by welding or brazing. Because of its low melting point, however,
soft solder should not be used as the primary bonding material
where higher currents may be present. For this reason, soldered
connections are not permitted by the National Electrical Code
in grounding circuits for fault protection. Similarly, soft solder
is not permitted for interconnections between elements of light-
ning discharge paths (4.2). In addition to its temperature lim-
itation, soft solder exhibits low mechanical strength and tends
to crystallize if the bond members move while the solder is
cooling. Therefore, soft solder should not be used if the joint
must support mechanical loading, and the tendency toward
crystallization must be recognized and proper precautions ob-
served when applying soft solder.

Table 7.
4.8)

Cover

Top

Weld



Soft solder can be used effectively in a number ofother ways,
however. For example, it can be used to "tin" surfaces prior
to assembly to assist in corrosion control. Soft solder can be
used effectively for the bonding of seams in shields and for the
joining ofcircuit components together and to the signal reference
plane associated with the circuit. Soft solder can be combined
with mechanical fasteners. By heating the joint enough to melt
the solder, a low resistance filler metal is provided which aug-
ments the path established by the fasteners; in addition, the
solder provides a barrier to keep moisture and contaminants
from reaching the mating surfaces.

In many applications, permanent bonds can not be used. For
example, if equipment must be removed from enclosures or
moved to other locations, ground leads and other connections
must be broken. Often, equipment covers must be removable to
facilitate adjustments and repairs. Under such circumstances, a
permanentlyjoined connection could be highly inconvenient to
break and would limit the operational ftexibility of the system.
Besides offering greater flexibility, less permanent bonds may
be easier to implement, require less operator training, and re-
quire fewer specialized tools.

The most common semipermanent bond is the bolted con-
nection because it provides flexibility and accessibility. The bolt
(or screw) should serve only as a fastener to provide the nec-
essary force to maintain the 1,200 to 1,500 lb,/sq in. pressure
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required between the contact surfaces for satisfactory bonding
(4.2). Except for the fact that metals are generally necessary to
provide the required tensile strength, the fastener does not have
to be conductive. Although the bolt or screw threads may pro-
vide an auxiliary current path through the bond, the primary
current path should be established across the metallic interface
and not through the fastener itself. Because ofthe poor reliability
of screw thread bonds, self-tapping screws should never be used
as the sole bond. Likewise, Tinnerman nuts, because of their
tendency to vibrate loose, should not be used for securing screws
or bolts.

The size, number, and spacing of the fasteners should be
suffrcient to establish the required bonding pressure over the
entire joint area. The pressure exerted by a bolt will be con-
centrated in the immediate vicinity of the bolt head. However,
large, stiff washers can be placed under the bolt head to increase
the effective contact area. Because the load is distributed over
a larger arca, the tensile load on the bolt should be raised by
increasing the torque. The nomograph of Figure 36 may be used
to calculate the necessary torque for the size bolts to be used.
Where the area of the mating surfaces is so large that unrea-
sonably high bolt torques are required, more than one bolt
should be used. For very large mating areas, rigid backing plates
should be used to distribute the force ofthe bolts over the entire
bond area.
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Riveted bonds are less desirable than either bolted connections
or joints bridged by metal flow processes. Rivets lack the flex-
ibility of bolts without offering the degree of protection against
corrosion of the bond surface that is achieved by welding, braz-
ing, or soldering. The chief advantage of rivets is that they can
be rapidly and uniformly installed with manual or automatic
tools.

Table 8 shows comparative ratings of the most commonly
used bonding methods. In this table a rating from zero to 10 is
assigned to each method for each performance parameter. A
rating of 10 means that the method is suitable from the stand-
point of the specific parameter listed in the extreme left-hand
column of the table. Lower ratings mean that the method is
less suitable. A zero rating implies the method is a poor choice,
while a dash means that it does not apply.

A 100 percent consistency in ratings is impossible because
any given method may vary widely in workmanship. A low-
rated method, expertly performed, wilt work better than a high-
rated, poorly performed method. When using the table assume
that all methods are equally well implemented. Operational
requirements or equipment construction may preclude direct
bonding. When physical separation is necessary between the
element of the equipment, auxiliary conductors must be incor-
porated such as bonding straps or jumpers. Such straps are
commonly used for the interconnection of circuit board signal
references to the controller enclosure and for bonding the en-
closure to the ground rod. Bond straps or cables are also used
to prevent static charge buildup and to connect metal objects
to lightning down conductors to prevent flashover.

In many applications, braided straps must be used instead of
solid straps because they offer needed flexibility. It has been
shown that the impedance of a braided copper strap and a solid
copper strap are virtually the same (4.17). However, because
the strands are exposed, braided straps are more susceptible to
corrosion; thus, braided straps may be undesirable for use in
traffic control equipment because of weather exposure or be-
cause of condensation.

To achieve an effective and reliable bond, the mating surfaces
must be free of any foreign materials, such as dirt, hlings, and
preservatives, and nonconducting fïlms, such as paint, anodiz-
ing, oxides and other metallic hlms. Various mechanical and
chemical means can be used to remove the different substances
that may be present on the bond surfaces. After cleaning, the
bond should be assembled or joined as soon as possible to
minimize recontamination of the surfaces. After completion of
the joining process, the bond region should be sealed with ap-
propriate protective agents to prevent bond deterioration
through corrosion of the mating surfaces.

Solid materials such as dust, dirt, hlings, lint, sawdust, and
packing materials impede metallic contact by providing me-
chanical stops between the surfaces. They can affect the relia-
bility of the connection by fostering corrosion. Dust, dirt, and
lint will absorb moisture and will tend to retain it on the surface.
They may even promote the growth of molds, fungi, and bac-
teriological organisms which give off corrosive products. Filings
of foreign metals can establish tiny electrolytic cells which will
greatly accelerate the deterioration of the surfaces.

The bond surface should be cleaned ofall such solid materials.
Mechanical means such as brushing or wiping are generally
suffrcient. Care should be exercised to see that all materials in
grooves or crevices are removed. Il a source of compressed air

is available, air blasting is an effective technique for removing
solid particles if they are dry enough to be dislodged.

Paints, varnishes, lacquers, and other protective compounds
along with oils, greases and other lubricants are nonconductive
and, in general, should be removed from the bond region. Com-
mercial paint removers can be used effectively. Lacquer thinner
works well with oil-based paints, varnishes, and lacquer. If
chemical solvents can not be used effectively, mechanical re-
moval with scrapers, wire brushes, power sanders, sandpaper,
or sand blasters should be employed. When using mechanical
techniques, care should be exercised to avoid removing excess
material from the surfaces. Final cleaning should be done with
a fine sandpaper, such as 400-grit, or steel wool. After all of
the organic material is removed, abrasive grit or steel wool
filaments should be brushed or blown away. A final wipe down
with denatured alcohol, dry cleaning fluid, or lacquer thinner
should be done to remove any remaining oil or moisture flrlms.

CAUTION

Many paint solyents such as lacquer thinner and
acetone are highly flammable and toxic in nature.
They should never be used around open flames and
adequate ventilation must be present, Inhalation of
the fumes must be preyented.

Many metals are plated or coated with other metals or are
treated to produce surface films to achieve improved wearability
or provide corrosion resistance. Metal platings such as gold,
silver, nickel, cadmium, tin, and rhodium should have all foreign
solid materials removed by brushing or scraping and all organic
materials removed with an appropriate solvent. Because such
platings are usually very thin, acids and other strong etchants
should not be used. Once the foreign substances are removed,
the bond surfaces should be burnished to a bright, shiny con-
dition with flrne steel wool or fine grit sandpaper. Care must be
exercised to see that excessive metal is not removed. Finally,
the surfaces should be wiped with a cloth dampened in denatured
alcohol or dry cleaning solvent and allowed to dry before com-
pleting the bond.

Chromate coatings such as iridite 14, iridite 18P, oakite 36,
and alodine 1000 offer low resistance as well as provide corrosion
resistance. These coatings do not need to be removed. Many
aluminum products are anodized for appearance and corrosion
resistance. Because these anodic films are excellent insulators,
they must be removed prior to bonding. Those aluminum parts
to be electrically bonded either should not be anodized or the
anodic coating must be removed from the bond area.

Oxides, sulfrdes, sulfates, and other corrosion by-products
must be removed because they restrict or prevent metallic con-
tact. Soft products such as iron oxide and copper sulfate can
be removed with a stiffwire brush, steel wool, or other abrasives.
Removal down to a bright metal flrnish is generally adequate.
When pitting has occurred, refinishing of the surface by grinding
or milling may be necessary to achieve a smooth, even contact
surface. Some sulhdes are diflicult to remove mechanically and
chemical cleaning and polishing may be necessary. Oxides of
aluminum are clear and thus the appearance of the surface can
not be relied upon as an indication of the need for cleaning.
Although the oxides are hard, they are brittle and roughening
of the surface with a file or coarse abrasive is an effective way
to prepare aluminum surfaces for bonding.
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Figure 37. Basic diagram of the corrosion process. (Ref a.2)

After cleaning of the mating surfaces, the bond members
should be assembled or attached as soon as possible. Assembly
should be completed within 30 min if at all possible. If more
than 2 hours is required between cleaning and assembly, a tem-
porary protective coating must be applied. Of course, this coat-
ing must also be removed before completing the bond.

The bond surface must be kept free of moisture before as-
sembly and the completed bond must be sealed against the
entrance of moisture into the mating region. Acceptable sealants
are paint, silicone rubber, grease, and polysulfates. Where paint
has been removed prior to bonding, the completed bond should
be repainted to match the original hnish. Excessively thinned
paint should be avoided; otherwise, the paint may seep under
the edges of the bonded components and impair the quality of
the connection.

Corrosion is the deterioration ofa substance (usually a metal)
because of a reaction with its environment. Most environments
are corrosive to some degree. Those containing salt sprays and
industrial contaminants are particularly destructive. Bonds ex-
posed to these and other environments must be protected to
prevent deterioration ofbonding surfaces to the point where the
required low resistance connection is destroyed.

The basic diagram of the corrosion process for metal is shown
in Figure 37. The requirements for this process to take place
are that (1) an anode and a cathode must be present to form
an electrochemical cell and (2) a complete path for the flow of
direct current must exist. These conditions occur readily in many
environments. On the surface of a single piece of metal, anodic
and cathodic regions can be present because of impurities, rain
boundaries and grain orientations, or localized stresses. These
anodic and cathodic regions are in electrical contact through
the body of metal. The presence of an electrolyte or conducting
fluid completes the circuit and allows the current to flow from
the anode to the cathode of the cell.

Anything that prevents the existence of either of these con-
ditions will prevent corrosion. For example, in pure water, hy-

Table 9. Standard electromotive series. (Ref.4.18)

Metal

Magnesium 2.37

Aluminum 1.66

Zinc 0.763

lron 0.440

Cadmium 0,403

Nickel 0.250

Tin 0.1 36

Lead 0.1 26

Copper -0.337

Silver -0.799

Palladium -0.987

Gold 1.50

NOTE: ,*Signs of potential are those employed by the
Amer. Chem. Soc.

drogen gas will accumulate on the cathode to provide an
insulating blanket to stop current flow. Most water, however,
contains dissolved oxygen which combines with the hydrogen
and permits corrosion to proceed. This principle of insulation
is employed in the use of paint as a corrosion preventive. Paint
prevents moisture from reaching the metal and thus prevents
the necessary electrolytic path from being established.

The oxidation of metal involves the transfer of electrons from
the metal to the oxidizing agent. In this process of oxidation,
an electromotive force (EMF) is established between the metal
and the solution containing the oxidizing agent. A metal in
contact with an oxidizing solution containing its own metal ions
establishes a hxed potential difference with respect to every other
metal in the same condition. The set of potentials determined
under a standardized set of conditions, including temperature
and ion concentration in the solution, is known as the EMF (or
electrochemical) series. The EMF series (with hydrogen as the
reference potential of 0 volts) for the more common metals is
given in Table 9. The importance of the EMF series is that it
shows the relative tendencies of metals to corrode. Metals high
in the series react more readily and are thus more prone to
corrosion. The series also indicates the magnitude of the poten-
tial established when two metals are coupled to form a cell. The
farther apart the metals are in the series, the higher the voltage
between them. The metal higher in the series will act as the
anode and the one lower will act as the cathode. When the two
metals are in contact, loss of metal at the anode will occur
through oxidation to supply the electrons to support current
flow. This type of corrosion is defined as galvanic corrosion.
The greater the potential difference of the cell, i.e., the greater
the dissimilarity of the metals, the greater the rate of corrosion
of the anode.

The EMF series is based on metals in their pure state-free
of oxides and other films-in contact with a standardized so-
lution. Of greater interest in practice, however, is the relative
ranking of metals in a typical environment with the effects of
surface films included. This ranking is referred to as the galvanic



series. The most commonly referenced galvanic series is given
in Table 10. This series is based on tests performed in seawater

and should be used only as an indicator where other environ-
ments are of concern.

Galvanic corrosion in the atmosphere is dependent largely on
the type and amount of moisture present. For example, corrosion
will be more severe near the seashore and in polluted industrial
environments than in dry rural settings. Condensate near the
seashore or in industrial environments is more conductive even

under equal humidity and temperature conditions because of
increased concentrations ofsulfur and chlorine compounds. The
higher conductivity means that the rate ofco¡rosion is increased.

When joints between dissimilar metals are unavoidable, the
anodic member of the pair should be the largest of the two. For
a given current flow in a galvanic cell, the current density is

greatet for a small electrode than for a larger one. The greater
the current density of the current leaving an anode, the greater

is the rate of corrosion as illustrated by Figure 38. As an ex-

ample, if a copper strap or cable is bonded to a steel column,
the rate ofcorrosion ofthe steel will be low because ofthe large
anodic area. On the other hand, a steel strap or bolt fastener
in contact with a copper plate will corrode rapidly because of
the relatively small anode area of the cell.

Paint or metallic platings used for the purpose of excluding
moisture or to provide a third metal compatible with both bond
members should be applied with caution. When they are used,

both members must be covered as illustrated in Figure 39.

Covering the anode alone must be avoided. If only the anode

is covered, at imperfections and breaks in the coating, corrosion
will be severe because of the relatively small anode area. All
such coatings must be maintained in good condition.
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Table 10. Galvanic series of common met¿ls and alloys in se¡wãter.
(Ref. 4.19)

(ANODTC OR ACTTVE END)

rvra9nesrum

Maanes¡um Alloys
Zi nc

Galvanized Steel or lron
1100 Aluminum
Cadmium
2024 Aluminum
M¡d Steel or Wrouqht lron
Cast lron
Ch romium Steel (active)

Ni-Resist (hiqh-Ni cast iron)
18-8 stainless steel (act¡ve)

18-8 Mo Stainless Steel (act¡ve)

Lead-t¡n Solders

Lead

Tin
Nickel (active)

lnconel (actrve)

Hastellov B

Manganese Bronze
H râsses

Alumrnum tsronze

copper
>ilrcon öronze
Monel
Silver Solder
Nickel
lncone
Chromium Steel
18-8 Mo Stainless Steel

HASreilOy L

cnlonmet J

Silver

Trtanrum
brapnrte
Gold
Plantinum

N N

Those personnel involved with making bonds must be thor-
oughly familiar with the techniques and procedures required.

Where bonds are to be welded, for example, work should be

performed only by qualified welders, No additional training
should be necessary because standard welding techniques ap-

propriate for construction purposes are generally suffrcient for
establishing electrical bonds. Qualified welders should be used

where brazed connections are to be made.

Whichever bonding method is determined to be the best for
a given situation, the mating surfaces must be cleaned of all
foreign material and substances which would preclude the es-

tablishment of a low resistance connection. Next, the bond mem-

bers must be carefully joined employing techniques appropriate

to the specific method of bonding. Finally, the joint must be

finished with a protective coating to ensure continued integrity
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Figure 39. Techniques þr protecting bonds between
dissimilar metals. (Ref, 4.2)

of the bond. The quality of the junction depends on the thor-
oughness and care with which these three steps are performed.
In other words, the effectiveness ofthe bond is influenced greatly
by the skill and conscientiousness of the individual making the
connection. Therefore, this individual must be aware of the
importance of electrical bonds and must have the necessary
expertise to correctly implement the method of bonding chosen
for the job.

4.4 TERMINAL PROTECTION DEVICES

Because ofthe severity oflightning-induced transients, the ac
power, communications, and signal input,/output terminals will
require the installation of terminal protection devices (TpD's)
to divert the high energy transients safely to ground rather than
to the input,/output terminals of sensitive circuitry. A number
of devices exist for the protection of traffic control equipment
input, output, and power supply terminals. Terminal protection
devices include amplitude limiting devices, such as spark gaps,
varistors, and semiconductor diodes, and frequency selective
devices, such as low-pass and high-pass hlters. Terminal pro-
tection device selection depends on the sensitivity, frequency
response, and criticality of the terminal to be protected, the
expected transient threat levels, and cost.

A single amplitude limiter is generally insufficient to provide
protection needed against the wide range of threat conditions
facing traffrc control equipment. In the remainder of the sub-
sections, information is given on amplitude limiters and hlters.
Then, in Section 4.4.3, hybrid suppressors which combine mul-
tiple amplitude limiters with filters to provide protection over
a broad threat range are discussed.

4.4.1 Amplitude Limiters

Amplitude limiters operate by clamping, or limiting, the volt-
age across a device or by limiting the current through a device.

Silicon Avolonche Suppressor

7en

--4/_
Fuse

Circuil Breoker

Figure 40. Common symbols for amplitude limiters.

Symbols for commonly used amplitude limiters are given in
Figure 40. Examples of voltage limiters are spark gaps, varistors,
silicon avalanche suppressors, and zener diodes. Examples of
current limiting devices are fuses and circuit breakers. Voltage
limiters are necessary to protect circuits against fast rising, high
energy lightning transients because fuses and circuit breakers
do not operate fast enough to suppress the fast rising leading
edge of the transient. Fuses and circuit breakers are required
to clear slow surges or ground faults where fast response is not
needed. Fuses and circuit breakers are also necessary to prevent
high energy, slow surges from causing damage to the high speed,
low energy amplitude limiters.

4.4.1.1 Spark Gaps

Spark gaps for circuit level lightning protection are usually
gas-frlled spark gaps rather than carbon-block-type devices. Gas-
frlled tube spark gaps consist of metal electrodes that are her-
metically sealed to a glass or ceramic body and are filled with
gas having a high insulation resistance and low dielectric loss.
Generally, the gas is doped with a trace amount of a radioactive
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Figure 41. DC holdover curve for spark gap. (ReÍ. 4.20)

element, such as Krypton, to speed arc formation and to stabilize

the gap dc breakdown voltage. As the voltage across the gap

increases, a point is reached where the gas ionizes and the gap

conducts, with the voltage across the gap dropping to its arc
voltage. As the current through the gap decreases, a point is

reached where the gap extinguishes and returns to its normally
off condition. Figure 41 illustrates the dc holdover curve for a
gas-filled tube spark gap and shows how the gap fires and
extinguishes with applied voltage and current.

For rapidly rising transients, the point at which the spark
gap fires is different from the dc breakdown voltage. Figure 42

presents the firing voltage with varying transient rate-of-rise for
a typical spark gap.

Spark gaps have the following general advantages over other

types of suppressors: ( 1) high insulation resistance-typically
greater than 1012 ohms in the offstate; (2) low-to-high power

and energy dissipation capabilities; (3) high durability; (4) in-
sensitivity to environmental changes because of hermetically

sealed gas-filled electrodes; and (5) no potential hre hazard

presented as with carbon block devices.

The primary disadvantages ofspark gaps are: (1) slow turn
on times (the firing voltage of spark gaps is typically four to
five times the dc breakdown voltage for transient rates of rise

on the order ofan expected fast rising lightning pulse; (2) high
dc breakdown voltages-typically greater than 100 volts; and
(3) hring and turn-off characteristics, particularly ac follow
current effects when protecting low frequency (60 cycle) power

lines.
To illustrate ac follow current in low frequency power circuits,

consider the example shown in Figure 43. In this example a
transient occurs near the beginning of a positive half cycle. The

spark gap fires and continues to conduct until the voltage across

the gap and the current through the gap fall to the extinguishing
region. The gap must be capable of dissipating the entire ac

follow current. The energy dissipation requirements in this case

can be much more severe than the transient energy dissipation

requirements.

Multiple-electrode spark gaps can be used to protect balanced

lines or paired circuits. The advantage ofthe multiple-electrode,

common-chamber unit over individual two electrode units is

that the common-mode voltage difference, which occurs when

one gap fires after another, is substantially reduced. Figure 44(a)

illustrates the use of two separate two-electrode spark gaps and

Figure 44(b) shows a three-electrode common-chamber gap.

The development of common-mode voltage in a three-electrode

common-chamber gap versus a pair of two-electrode gaps is

shown in Figure 44(c) and 44(d). In the three electrode com-

mon-chamber gap, when an arc discharge begins from the ltrst
electrode to ground, the resultant gas ionization immediately
causes an arc discharge to begin from the second electrode to
ground. The time between the two arc formations is much

shorter with the three electrode, common-chamber gap than
with the pair of two-electrode devices and, thus, the common-

mode voltage is of much shorter duration.
In summary, when using or selecting spark gaps the following

considerations are impörtant:

l. Impact of Transient Rise Time. For slow rates of rise, the

device will break down at or near the dc breakdown rating. For
fast rising transients, the inherent breakdown delay of the gap

can result in a significant increase in breakdown potential (ov-

ershoot). The resulting overshoot pulse will generally be oflarge
amplitude, short time duration, and low energy content relative

to that of the incoming transient pulse. Therefore, the overshoot

pulse may be attenuated by following the spark gap with either

a low-pass filter or a fast response amplitude limiter (zener or
silicon avalanche suppressor) which has been isolated from the

gap by a series impedance or a length of transmission line. An
additional benefit can be derived from capacitive input low-pass

filters, which can limit the rise time and therefore decrease the

amount of spark gap overshoot. Overshoot can be reduced by

using high speed (radioactively ionized) spark gaps with min-
imum lead lengths, although the superior performance comes

at a higher cost.

CURRENT (I}
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Figure 42. Typical volt-time curves for spark gap. (Ref. a.20)

2. Impact ofLead Inductance. Appreciable inductance in the
leads used to connect a spark gap to the circuit terminals to be
protected will increase the amount of overshoot and, in some
extreme cases, may even inhibit the gap from firing. Ideally,
leadless spark gaps should be purchased and mounted in special
holders. In no instance should the total lead length exceed 2
in. (1 in. per lead) and the use of low inductance leads, such
as braided straps, is advisable.

3. Extinguishing and Follow Current Consideratiozs. When
using a spark gap on dc or ac power lines, it must be capable
of extinguishing conduction after arcing and must be capable
of handling the follow current delivered by the line before ex-
tinction (4.20). In a dc power line application, a spark gap
whose current is limited to the glow region by an impedance
in series with the gap (foi instance a high dc system source
impedance) and across whose terminals the dc system voltage
is less than the glow voltage will extinguish following initiation
of an arc by an electrical surge. If the dc system voltage is
greater than the glow voltage, even though the gap current is
in the glow region, the spark gap will fail to extinguish and will
continue to draw glow current from the system source. It may
overheat and eventually destroy itself. If the gap current is not

limited to the glow region, the dc system voltage must be less
than the arc voltage for the gap to extinguish following initiation
of an arc. If the gap does not extinguish, it will continue to
draw arc current from the system source and wiil destroy itself.
Thus, in dc power applications, the current through the gap
must be limited by a series resistance to allow the gap to extin-
guish.

In an ac power circuit, this extinguishing problem usually
does not exist because the gap voltage and current return to
zero after each half cycle. The gap voltage is brought to a point
below both the glow and arc voltages and the gap extinguishes.
However, an ac power circuit presents the alternate problem of
follow current. In ac applications, the fired spark gap will con-
duct during the remainder of the half cycle or until the voltage
across the gap and the current through the gap brings it into
the region which permits extinction. The extinguishing behavior
of a protector can be affected by overheated electrodes, caused
either by high surge currents above the gap ratings or excess
follow current which may prevent extinguishing and cause re-
peated firing in following halfcycles. The follow current, because
of its possible long duration, can also cause deterioration of the
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spark gap electrodes resulting in erratic breakdown perform-

ance. Deposition of the sputtered electrode material on the in-

terior walls of the insulator of the device also causes some

decrease of insulation resistance and a rise in electrode-to-elec-

trode capacitance. In ac circuit applications where voltage tran-

sients routinely fire a protective gap, the degradations caused

by follow current can alter or destroy the device after a period

of time.

4. Noise Generation Considerations. The large voltage drop,

which occurs during the quick breakdown transition of a spark

gap, can cause a signihcant amount of broadband noise to be

generated. To prevent potential circuit upset from this broad-

band noise source, spark gaps followed by hlters on the output

leads should be used.

Spark gaps are not recommended for use on ac power lines

if the 60-Hz power line frequency is used for system timing
purposes. Spark gap hring can significantly distort the ac line

voltage waveform which can not be easily corrected. High energy

metal oxide varistors should be used in place of spark gaps in

these situations.
5. Device Failure Considerations. There are two primary fail-

ure modes for spark gaps. The first mode of failure is a loss of
gas pressure resulting from a leak in the gas chamber seal. Loss

of pressure usually results in an increase in the breakdown

voltage of the gap. The second failure mode is a deterioration

of the gap electrodes resulting either from large follow current

or an excessive number of gap hrings. The typical results of this

failure mode are erratic gap breakdown characteristics. Neither

of the two primary failure modes results in a signihcant change

in the device's impedance and normal signal transfer is usually

unaffected. Consequently, there will be no clear indication of

failure, which implies the need for periodic testing of spark gaps

to detect subtle deteriorations of their performance character-

istics.

A list of current spark gap manufacturers is given in Table

11.

4.4.1.2 Varistors

Varistors are variable resistance devices whose resistance de-

creases as the voltage across the device increases. The resistance

generally decreases in an exponential manner, and varistors are

often classified by their degree of nonlinearity, given by the term

o- The current-voltage relation of the device determines the

value of o' and this relation is given by:

I: KV' (16)

where: I : current through the device, V: voltage across the

device, K : arbitrary constant of proportionality, and a :
degree of nonlinearity.

Ordinary resistors have an a : 1. The higher the value of
a the better the clamping capability of the device. Silicon rec-

tifiers and diodes generally have the largest values, followed by

metal oxide varistors, selenium rectiflters, and silicon carbide

varistors. In general, most transient suppressors, except spark

gaps, can be characterized by an cr value. The current-voltage
curves of various suppressors, illustrating the various cr values

of typical devices, are given in Figure 45. Silicon carbide var-

istors and selenium rectihers find little application in transient

Figure 43. AC follow curuent for spark gap. (Ref' a.20)

protection circuitry because oftheir low a values in comparison

with MOV's and semiconductor diodes. A low a value results

in excessive leakage current when placed across a line at normal

operating voltages and high clamping voltage levels. These low

a devices find primary application when used as current limiting
resistors with spark gaps to assist in mitigating ac follow current

effects.
Metal oxide varistors (MOV's) are composed primarily of

zinc oxide with small amounts of bismuth, cobalt, manganese

and other metal oxides. The structure of the body consists of a

matrix of conductive zinc oxide grains separated by insulating

grain boundaries providing PN junction (diode) characteristics.

At low voltages the boundaries do not conduct. As the voltage

across the MOV increases, the resistance decreases in an ex-

ponential manner. A typical varistor voltage versus current (V-

I) characteristic curve is illustrated in Figure 46' Note the

uniform bidirectional operation ofthe device and the sharp turn
on characteristics.

MOV's have the following advantages:
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l. Relatively constant clamp voltage with increasing current
through the device. Figure 47 compares the clamp voltage versus

peak current for an MOV and a silicon avalanche suppressor
(SAS). Note that the MOV voltage gradually increases, while
the SAS voltage stays virtually constant until approximately 200

A peak current. Above 2,000 A peak current the MOV would
have a lower clamp voltage than the SAS.

2. Clamp voltages from 5 V to hundreds of volts are available.

3. Low to high energy dissipation capabilities.
4. Naturally bidirectional operating characteristics.

5. Rapid turn-on times, typically between 1 and l0 nsec.

Disadvantages of metal oxide varistors are:

1. Relatively low input impedances.

2. High input capacitance with capacitance inversely pro-
portional to clamp voltage.

3. Lower pulse life characteristics than would be expected

from extrapolations of vendor curves. To be conservative, the

vendor curve should be flatlined below the 20 psec single pulse

current value (4.22).

4. Clamp voltage changes each time suppressor activates.

This implies nonconstant device characteristics over the life of
the device. MOV suppressors show a decrease in clamp voltage

at l-mA leakage current when repetitively pulsed and also ex-

hibit a "softening" of the knee of the V-I curve.

5. Sensitive to environmental stress.

MOV's find primary application in protecting low frequency

circuitry due to the low input impedance and high input ca-

pacitance of a typical MOV device. MOV's can be effectively

used to protect low amplitude signal and control lines and dc

power lines. MOV's have higher surge energy handling capa-

bilities than comparably sized bypass capacitors, silicon ava-

lanche suppressors, or zener diodes.

In summary, the following considerations are important when

using or selecting MOV's:

Figure 45. V-I character-
istics of four transient
suppressor devices. (Ref.

4.21)
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Table 11. Current m¡nufacturers of spark gaps. (Notice: The Trans-
portation Research Board, the National Research Council, the Federal Highway
Administration, the American Assosiation of State Highway and Transportation
Offrcials, and the individual states participating in the National Cooperative High'
way Research Program do not endorse products or manufacturers. Trade or
manufacturers' names appear herein solely because they are considered essential

to the object of this report.)
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Company Name Address

Amperex Electronic Corp. 6024 N. Keystone Avenue
Chicago, lL 50646
(3 1 2) 539-3 1 08

Clare Divis¡on, General lnstrument
CorP

3101 W. Pratt Boulevard
Chicago, lL 60645
(312) 262-7700

EG & BG, lnc. 35 Congress Street
Salem, MA 0'1970
(6r7) 745-3200

Joslyn Electronic Systems P.O. 8ox 817
Goleta, cA 931 16
(80s) 968-3ss1

Lightning Protection Corp Box 6086
Santa Bârbara, CA 93 1 60
(805) 967-s089 / 4577

Maxwell Labs. 8835 Balboa Avenue
San Dieqo, CA 92123
(619) 279-5100

PolyPhase orCorp 1425 lndustrial Way
P. O. Box 1 237
Gardnerville, NY 89410
(702)762-2511 / (800) 325-7170

Pulsar Products Div. 2700 Merced Street
San Leandro, CA 94577
u15\ 577-7236

Siemens Corp. Spec¡al Components Dept.
Components D¡vision
186Wood Avenue South
lselin, NJ 09830

Tll lndustries, lnc. 1375 Akron Street
Copiaque,NY 11726
(s1 6) 789-s020
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Vertical: l mA/div.

Hori¿ontal: 50V/div.

I

Figure 46. Typical var-
istor V-I characteristics.
(ReÍ a,21)

TEST DATA V68ZA2 S/N 10 MOV

TEST DATA IN6O59 s'N 20 sAs

VENDOR CURVE V682A2 oooo oo

APPROXIMATE VENDOR CUBVE TO THE I mA BV

VENDOR DATA IN6O59

CURRENT - PEAK AMPERES

Figure 47. Comparison of MOv and SAS V-I characteristics. (Ref a.22)



L lmpact of Transient Rise Time. The overshoot character-

istics of MOV's are superior to those of ordinary spark gaps.

However, lead inductance must be minimized to take advantage

of the inherently fast response of the device (on the order of a

nanosecond).
2. Impact of Lead Inductance. The response time of MOV's

can be significantly degraded by appreciable lead inductance in
combination with the relatively high internal capacitance of the

device. Short length, low inductance leads should therefore be

used.

3. Noise Generation Considerations. The fast clamping char-

acteristics of MOV's tend to generate broadband noise, although
this problem is not as severe as when using spark gaps.

4. Device Failure Considerations, When subjected to surges

above their peak current,/energy ratings or to steady state volt-
ages well beyond their voltage ratings, MOV's may fail in a

short-circuit mode, may open circuit because of melting of the

lead solder joint, or may even explode. More subtle changes,

such as an increase in clamping voltage, are also possible. The

circuit should be designed so as not to be damaged under the

condition that the MOV fails in a short-circuit. Periodic testing

should be performed on MOV's to verify not only proper imped-

ance levels, but proper clamping voltages as well.

A list of current MOV manufacturers is given in Table 12.

4.4.1.3 Silicon Avalanche Suppressors

Silicon avalanche suppressors (SAS) are specially designed

high power semiconductor diodes. They are designed such that
the PN junction to heat sink distance is minimized, thus re-

sulting in high power handling capabilities.
An SAS has the following advantages:

L Rapid turn-on times. Theoretically, only a picosecond of
turn-on time is required, but in practice between I and 10 nsec

are experienced because of packaging inductance.
2. Constant clamp voltage up to peak surge currents of ap-

proximately 200 A.
3. Available in wide ranges of package styles from DIP pack-

ages to RF coaxial connector mount packages.

4, Clamp voltages from 10 to hundreds of volts.
5. Excellent repetitive pulse characteristics. Test data indicate

that devices can safely survive 50 pulses at twice the vendor-
rated power levels (4.22).

Disadvantages of the SAS are:

l. High input capacitance-comparable to an MOV.
2. Low insulation resistance-comparable to an MOV.
3. Lower energy handling capabilities than spark gaps or

MOV's.
4. Unidirectional device.

The input capacitance of an SAS can be reduced by placing
low capacitance switching diodes in series with the SAS. How-
ever, this approach results in slower device turn-on times because

of added packaging inductance and a reduction of current-car-
rying capabilities to those of the switching diode. Prepackaged
devices are commercially available.
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Table 12. Current manufacturers of metal oxide varistors. (Notice:
The Transportation Research Board, the National Research Council, the Federal
Highway Administration, the American Associâtion of State Highway and Trans-
portation Ofäcials, and the individual states participating in the National Coop-
erative Highway Research Program do not endorse products or manufacturers.
Trade or manufacturer's names âppear herein solely because they are considered
essential to the object of this report.)

An SAS is primarily used in conjunction with other higher
energy handling devices, such as spark gaps or MOV's, or is
installed at the circuit level. Because of their low clamp voltages,

SAS's are primarily used to protect low frequency or dc signal

and power lines unless they are specially configured using low
capacitance diodes. They can be used to protect low amplitude
signal lines.

The following considerations are important when using or
selecting SAS's:

l. Impact of Transient Rise Time. The overshoot of SAS

devices is negligible when low-inductance packaging and in-
stallation are used and response times on the order of one

nanosecond may be achieved. The inherent speed of the device

will be lost, however, if standard (DO-13) packaging and/ot
significant lead lengths are employed.

2. Impact of Lead Inductønce. Appreciable lead or package

inductance can generate overshoot spikes capable of damaging

sensitive electronic components. Therefore, minimum lead

length and low-inductance packages should be employed when-

ever possible.

Company Name Address

colber corp. ¿bÈ gurlrngton Srreet
lrv¡ngton, NJ 071 1 1

(201) 371-9soo

tteclrosraÍc LonSutUng Assoc. f,)o Loweil ñodo
Groton, MA 01450
(617) 448-s485

General Electr¡c Corp. Power Electron¡cs sem¡, Dept.
W- Genesee Street
Auburn, NY 13021

(l I t 5uppry, (' r E Lommunrcallons
systems

5225 Wtley Posl Way
Salt Lake C¡ty, UT 841 16
(801) 537-5237

Marda uevelopment co. ¿u Lrooy )treer
Hampton, VA 23663
(804) 723-0785

Marcon Amenca Corp 310 tra Dnve
Northbrook, lL 60062
(?12) s64-2820

Mepco/Electra, lnc.
North American Philips Corp.

LOrUmDra KOaO
Morristown, NJ 07960
(407) 881-3200

Panasonr( lndustnal Llectronrc comps.
P.O. Box 1503
Secaucus, NY 07094
(201) 348-7000

RCD Components, lnc. JJU Bedlord 5treet
Manchester, NH 03 101
(603) 669-00s4

Soh¡o Engineered Mat. Co. t,.u. óox l5b
N¡agria Falls, NY 14302
(716) 278-2000

sylvan ta tlectronrc comp5.
Philip ECG, lnc.

'lU0 lrrst Avenue
Waltham, MA 02254
(617) 890-6107

Thomson-CSF Comps. Corp. Passrve Lomp. Drv.
5850 Canoga Avenue
Suite 300
Woodland Hills, CA 81367

vrctory Engrneenng Lorp. vrctory Hoao
Springfield, NJ 07081
(201) 379-s900

Workman tlectronrc Products P.O. Box 3U2U
Sarasota, FL 33578
(419) 923-752s
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Table 13. Current manufacturers ofsilicon avalanche suppressors, (No-
t¡Ce: The Transportation Research Board, the National Reseãich Counciì, the
Federal Highway Administration, the American Association of State Highway
and Trânspo¡tation Offrcials, and the individual states participating in the National
Cooperative Highway Research Program do not endorse products or manufac-
turers. Trade or manufacturers' names appear herein solely because they are
considered essential to the object of this report.)

Company Name Address

General Semiconductor 2001 WestTenth Place
TEmpe, AR 8528 1

(602) 968-3101

Ledex/Lucas, lnc. 801 Scholz Drive
Vandal¡a, OH 45377
(5r3) 898-3621

3. Device Failure Considerations. SAS's usually develop a
short circuit through the semiconductor when subjected to tran-
sients beyond their peak current,/energy ratings. As was the
case with MOV's the circuit should be designed to prevent
damage in the event of an SAS short. In power supply circuits,
the SAS should be located after the fuse.

Current manufacturers of SAS's are given in Table 13.

4.4. 1.4 Semiconductor Diodes

Diodes are not recommended for use in high or medium
energy transient environments. Zener diodes do not have suf-
ficient high energy handling capabilities to handle narrow, short
rise time pulses. Zener diodes should only be used in conjunction
with other protection devices such as spark gaps, MOV's or an
SAS, or where the energy to be dissipated is less than l0 joules
(watt-seconds). The primary advantages in using semiconductor
diodes are the lower input capacitance of switching diodes and
lower cost of zeners in comparison to MOV's or an SAS.

The disadvantages of semiconductor diodes are:

L Slow turn-on times, particularly for zeners, rectifïers, or
silicon-controlled rectihers (SCR's).

2. High input capacitance of zeners, rectifiers, or SCR's.
3. Low energy handling capabilities.

4.4.1.5 General Selection Guidelines

The important parameters of transient suppressor selection
are summarized as follows:

l. DC Breakdown Voltage. The dc breakdown voltage cor-
responds to the suppressor hring voltage when the transient has
a very slow rate of rise. A suppressor can not be employed in
a circuit where the steady state ac or dc operating voltage
exceeds the dc breakdown voltage of the protection device.

2. Transient Breakdown Voltage. The transient breakdown
voltage is dependent on the transient rate ofrise and on inductive
lead effects. Devices such as spark gaps have fîring voltages
significantly higher than the dc transient breakdown voltage
because of the time required to cause ionization of the gas and
subsequent arcing. Devices such as MOV's and SAS's have
transient breakdown voltages comparable to the dc breakdown

voltage with overshoot determined primarily by inductive lead
effects.

3. Clamp Voltage. The clamp voltage is the voltage level that
is reached after the suppressor device fires. In the case of spark
gaps, it is the arc voltage, and for SAS's and MOV's it is often
the dc breakdown voltage, although it may be higher, depending
on the current dissipated through the suppressor.

4. Maximum Cunent-Carrying Capøbility. The suppressor
should be specified to withstand the maximum surge current.
In the case of a spark gap surge arrestor, consideration must
also be given to the steady state ac follow current in addition
to the transient surge current. If a spark gap is installed on an
ac power line, and if the gap fires at the beginning of the ac
positive half cycle, the gap will have current flowing through
it until the end of the positive half cycle. In many cases the
follow current through the suppressor can exceed the surge
current.

5. Maximum Energy Dissipation. The energy dissipation is
the amount of power a device can dissipate over a certain period
of time. For lightning protection, the device must be able to
handle a large amount of power for a short period of time. To
determine the energy absorbed by an amplitude limiter, the
following equation applies:

E: KVJT (17)

where 1 is the peak current applied, V" is the clamp voltage
which results, Zis the impulse duration, and K is a constant.
Values of K for different transient waveshapes are given in
Figure 48. For a complex waveform, divide the waveform into
segments that can be treated separately. For example, consider
the damped exponential waveform shown in Figure 49 which
is applied across an MOV. The waveform is divided into two
parts: the triangular rise-time section and the damped expo-
nential fall-time section. As an example, for a GE V130LA1
MOV, the maximum voltage across the MOV is 470 y at a
peak current of 100 A based on the V-I characteristics of the
MOV. The total energy absorbed by the MOV is given by,

(1 8)

Esrcrror¡z : KI4IT : (1.4X470X100)(50- 5Xl0-6)
: 2.96 J (19)

Erorer : 0.12 + 2.96: 3.08 J

The peak energy dissipation rating of the selected MOV, from
its specification sheet, should be at least two to three times the
computed energy dissipation in order to provide a reasonable
safety factor. For example, the V130LA1 has a peak energy
dissipation rating of I lJ (safety factor of 3.6), which is adequate
for this application.

6. Input Impedance in Off State. The input impedance is
comprised of a resistive and capacitive term along with a lead
inductance term. Because suppressors are placed in parallel to
the circuits to be protected, it is desirable to maximize the
resistance of the suppressor in the off state, while minimizing
input capacitance and lead inductance,

7. Leakage Cuftent in Off State. The leakage current of a

Esrcrro¡{r : KU IT : (0.5X470X100X5X t0-9
: O.l2 J

(20)
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Figure 48. Energy form factor constants. (Ref 4.21)

transient suppressor is the current measured when less than
rated voltage is applied across the suppressor. The leakage cur-
rent is very low for spark gaps and in general is highest lor
MOV's. Insulation resistance is often stated instead of leakage
current.

8. Extinguishing Characterisâ'cs. Suppressors such as spark
gaps have unique extinguishing characteristics. When specifying
spark gaps, a thorough consideration of the extinguishing char-
acteristics such as extinguishing voltage and current are nec-
essafy.

9. Environmental Sensitivity. Many devices, such as MOV's,
degrade when subjected to environmental extremes. Degradation
is often indicated by changes in dc operating values and leakage
current. Environmental effects which influence suppressor op-
eration include temperature, humidity, vibration, and atmo-
spheric pressure.

10. Repetitive Pulse Effects. All suppressors are susceptible
to damage from repeated pulsing. A rapid succession of pulses
can cause damage to the suppressor because of the inability to
dissipate the applied energy. The hring characteristics of some
devices, such as MOV's, also permanently change with the ap-
plication of each pulse, regardless of the time interval between
the next applied pulse.

ll. Packaging. Low inductance packages such as RF-coaxial
devices, as illustrated in Figure 50 are available. By minimizing
the inductance ofthe suppressor the firing time is reduced and
the input impedance is improved.

General installation criteria for transient suppressors are:

Figure 49. Waveform þr MOV-energy dissipa-
tion computotion. (Ref 4.21)

Figure 50. A 50-ohm low inductance TPD for coaxial applica-
tions. (Ref. 4.23)
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1. Minimize packaging and lead inductance by minimizing
the interconnecting lead lengths.

2. Allow sufäcient spacing between successive suppressors or
circuitry to allow the initial suppressor to fire properly. The
necessary time delay can often be accomplished by using a short
length of wire or cable. The amount of delay necessary is de-
pendent on the firing time of the initial suppressor and on the
response time ofthe successive suppressors, hlters, and circuitry
to be protected.

3. The installation wire size must be capable of withstanding
the surge current without being destroyed. A larger size wire
also provides a lower inductance than a smaller wire of the same
length. The wire should also be stranded rather than solid core
and should be as short a length as possible. The wire should be
installed such that bends and kinks are eliminated or minimized.

4.4.2 F¡lters

An electrical filter is a network of lumped or distributed
constant elements (capacitors, inductors, and resistors, or their
equivalent) that permits the transmission of signals at some
frequencies and impedes the transmission of signals at other
frequencies. The passband of a filter is the frequency range in
which there is little or no attenuation. The stopband is the
frequency range in which attenuation is desired.

The selection criteria for filters include determination of: ( I )
the class of hlter, i.e., low-pass, high-pass, band-pass, or band-
reject; (2) the hlter design method, i.e., iterative, Butterworth,
Chebyshev, elliptic, or Bessel; and (3) whether to use reactive
or lossy elements.

Filters find wide application at power supply inputs, data line
inputs, and following limiters to suppress the high frequency
leading edge of transients or for general electromagnetic inter-
ference rejection.

4.4.2.1 Classes of Filters

Filters are divided into four classes according to the relative
positions of the passbands and stopbands in the frequency spec-
trum. The four classes of filters are low-pass, high-pass, band-
pass, and band-reject. The attenuation as a function of frequency
for each ofthe classes is shown in Figure 51.

A low-pass filter (shown in Figure 51(a)) passes all frequen-
cies below its cutoff frequency, f", and theoretically attenuates
all frequencies above the cutofffrequency. This type offilter is
used extensively in electromagnetic interference control appli-
cations. Power line hlters are low-pass-type filters, which pass
dc or ac power frequencies without significant power loss, while
attenuating signals above these frequencies. In addition, low-
pass fïlters are used on control and signal lines where all un-
desired frequencies are above the desired signal frequencies.

A high-pass filter (Figure 51(b)) passes all frequencies above
its cutoff frequency and attenuates all frequencies below the
cutoff frequency. High-pass filters are used on lines where all
of the undesired frequencies are lower than the desired signal
frequencies. In particular, such filters are used to remove ac
power line frequencies from signal channels.

A band-pass filter (Figure 51(c)) passes all frequencies be-
tween a lower cutoff frequency, f¡, and an upper cutoff fre-
quency, f"2, and attenuates all frequencies below /1 and above

fr. This type of hlter is used in cases where undesired fre-
quencies are both lower and higher than the desired signal
frequencies.

A band-reject filter (Figure 51(d)) attenuates all frequencies
between a lower cutoff frequency, fa, and an upper cutoff fre-
quency, .fcz, and passes all frequencies below /1 and above f"r.
This type of hlter is used where the undesired signals are within
a restricted frequency range and the desired signal frequencies
may be located over a considerable frequency range both above
and below the undesired signal band.

4.4.2.2 Filter Design Methods

Filter design generally entails the approximation of the pass-

band and stopband attenuation specifications through either
iterative or classical approximation methods. Iterative proce-
dures, which require implementation on a computer, can result
in optimum designs for specifrcations requiring differing
amounts of attenuation in two or more stopband regions. If a
computer and/or the design methods are inaccessible, or if the
stopband specifications are simple, classical approximation
methods are used. Four commonly used classical approxima-
tions will be briefly described below: Butterworth, Chebyshev,
elliptic, and Bessel filter approximations. The design parameters
for each filter type have been extensively tabulated in the lit-
erature (e.g., Ref. 4.25) and therefore will not be included here.

Butterworth filters provide a maximally flat passband and
monotonically increasing attenuation in the stopband as shown
in Figure 52. Butterworth filters have a moderate attenuation
slope in the transition region (between passband and stopband)
and have acceptable transient characteristics (i.e., overshoot and
damping characteristics in the step and impulse responses).
Butterworth hlter designs usually result in more practical and
less sensitive element values than other classical designs and are
commonly employed because of their versatility and generally
favorable performance characteristics.

Chebyshev hlters provide an equiripple passband and a mon-
otonically increasing attenuation in the stopband as shown in
Figure 52. Chebyshev hlters are more efhcient than Butterworth
filters in the sense that for the same order (number of com-
ponenets) and for an equal amount of passband attenuation,
the Chebyshev filter has a steeper attenuation slope in the tran-
sition region (i.e., is,a better approximation to the ideal filter
with a rectangular frequency response characteristic). Conse-
quently, for a specihed minimum stopband attenuation, Chev-
yshev flrlters have a narrower transition region between the
passband and stopband regions. As the passband ripple and
filter order are allowed to increase, the rate of rolloff increases.

As shown in Figure 52, elliptic filters have an equiripple
passband and an equiripple stopband attenuation. The elliptic
Itlter is more efficient than either the Butterworth or Chebyshev
filters in the sense that a given passband and stopband atten-
uation specification can be met with the lorvest order frrlter.
Because a lower order corresponds to less components, elliptic
filters often are less expensive to realize than other fîlter types.

Bessel filters provide a maximally flat delay characteristic.
Consequently, the stop response has essentially no overshoot or
ringing. However, the frequency response (Figure 52) is much
less selective than the other filter types. Consequently, Bessel
filter applications are restricted to situations in which the tran-
sient properties are a major consideration, such as digital pulse
filtering applications.
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Low-pass filters are often used after slow response amplitude
limiters, such as spark gaps, to ( 1) eliminate or slow the rate
of rise of a transient leading edge which travels past the spark
gap, or (2) to provide delay between a spark gap and a lower
energy, high speed suppressor such as an MOV or SAS. Delay
between limiters is necessary to prevent the high speed limiter
from operating before the spark gap. When used to provide
delay between limiters, the filter design method greatly affects
the amount of delay obtained. Of importance is the filter's step
response which is determined by the design method, filter order,
and cutoff frequency. Normalized design figures illustrating how
filter order and design method affect step response can be found
in Ref. 4.2ó.

4.4.2.3 Reactive Versus Lossy Filters

Filters are also classified according to the manner by which
attenuation is achieved. Reactive, or lossless, filters provide at-
tenuation of unwanted signals by reflecting energy back to the

source. Absorptive, or lossy, ltlters attenuate unwanted signals

by converting them to heat in a lossy dielectric or in a thin
layer of resistive material in addition to reflecting energy back
to the source.

There are two factors that significantly affect the effectiveness

of reactive, or reflective, type hlters. These factors become ex-
tremely important in applications where the filters are required
to exhibit either passband or stopband characteristics over ex-
tremely wide frequency ranges (for example, a low-pass hlter
which is required to attenuate frequencies over the frequency
range from I MHz to 100 MHz). In order for a reflective-type
frlter to exhibit the specified bandpass and stopband character-
istics, both the input and output terminals of the filter must be
terminated in the characteristic impedance of the hlter. These
matched impedance conditions must be satislted over the entire
stopband region as well as the passband region if the specified
attenuation is to be realized. In cases where the desired stopband
(or passband in the case of a high-pass or band-reject filter)
covers several octaves or decades of frequency range, it is ex-
tremely diffrcult (if not impossible) to maintain the matched
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Figure 52. Generalized frequency response for classical Jìlter types. (Ref. a.25)

impedance conditions (even if they are known). In addition, for
some applications such as power line hltering, the source, or
input, impedance is probably unknown and may vary drastically
with frequency. Under these conditions, the performance of the
hlter will likely differ from the design specifications. A second
factor to be considered with reflective-type filters is the fact that
they will exhibit spurious resonances, that is, frequency bands
where no signal attenuation takes place, which will degrade the

stopband or passband characteristics where the bands extend
over frequency ranges of several octaves. The spurious reso-
nances result from the stray, or parasitic, reactance associated
with lumped element hlters and from the inherent periodicity
in transmission line filters. The effects of the spurious responses
on the attenuation characteristics of a lumped element and a
transmission line fïlter are shown in Figures 53 and 54, respec-
tively.

o.2 (L3 0.6 r.0 2.0 3.0

FREOiJEiICY - GH¡

Figure 53. Typical low-pass attenuation characteristic of a
lumped element filter. (Ref, 4.24)

Figure 54, Typical low-pass attenuation characteristic of a
transmission line Jilter. (Ref 4.24)
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The deficiencies of reflective-type filters lead to the devel-

opment of lossy, or dissipative, filters that take advantage of
the loss-versus-frequency characteristics of materials such as

ferrite compounds and carbonyl iron mixes. These materials

have the unique characteristic of low dc attenuation and good

high frequency attenuation over broad continuous frequency

ranges. The attenuation ofthe lossy hlter is directly proportional
to the distance that the signal travels through the lossy material
and is specified in terms of decibels per megahertz per unit
length. A significant feature of dissipative hlters is that they do

not exhibit spurious resonances in the stopband region. In ad-

dition, because the undesired energy is absorbed in the lossy

material of the hlter, an impedance mismatch at the input and,/
or the output terminals of the hlter has no significant effect on

the attenuation characteristics of the hlter. The hlter becomes

extremely lossy in the frequency range where either electric or
magnetic losses, or both, become large and increase rapidly with
frequency. Dissipative hlters of this type are necessarily low-
pass and a major application is general purpose power line
filtering. Typical attenuation characteristics of a lossy filter are

shown in Figure 55.

In cases where more rapid attenuation slopes are required, a
hybrid dissipative-reflective filter can be used. With proper de-

sign, the sharp cutoff characteristics of the reflective hlter can

be realized, while the dissipative features of the hlter will elim-
inate the spurious passbands in the stopband region and reduce

the impedance matching requirements for the hlter. Typical
attenuation characteristics of a hybrid dissipative-refl ective filter
are shown in Figure 56.

Ferrite material is an often used dissipative filter material
which finds a wide variety of uses. Ferrite materials can be

molded (ceramic-type of material) into tubular shapes (beads)

that can be slid over wires or used for choke cores. A ferrite
bead has the equivalent circuit of an inductor and resistor as

shown in Figure 57. The magnitude of the bead impedance is

given by:

z-JP+QirfLF (21)

where lR and L are the equivalent resistance and inductance,

respectively, of the bead. Most manufacturers provide plots of
the magnitude of the bead impedance versus frequency. Figure
58 shows representative data for two beads, one which is pri-
marily resistive and one which is primarily inductive. As seen

in the hgure, the bead impedance is fairly low (less than 100

ohms at frequencies less than approximately 100 MHz.) This

characteristic limits the application of beads to low impedance

circuits.
The advantages of ferrite'beads are that they are available in

a wide variety of shapes and sizes, are low cost, and are dissi-
pative rather than reflective. Disadvantages are that they are

restricted to low-pass hlter designs, are useful only in low imped-
ance circuitry (less than a few hundred ohms), and saturate at
fairly low current levels. Ferrite beads suppress frequencies
above I MHz, whereas ferrite chokes may be used at frequencies
as low as 20k}Jz with special design. One disadvantage of these

devices is that with dc currents present they saturate quite easily.

Saturation can occur in particular types for dc currents as low
as l0 mA.

Still another type of lossy filtering is available in filter-pin
connectors. In these type connectors, the filter is built into the
cable-pin assembly. Each filter-pin is conhgured as a Pl-type

0.r 0.2 0.3 0.5 r.0 2.0 3.0 5.0 10.0
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Figure 55. Attenuation characteristic of ø dissipativeJìlter. (ReJ.

4.24 )
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Figure 56. Attenuation characteristic of a hybrid dissipative-re-

flective filter. (ReÍ, 4.24)
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Figure 57. Feruite bead on wire and its equivalent circuit. (Ref,
4.27)

connector through the use of lossy material surrounding the
pin, and shunt capacitors between the pin and the connector
shell. Filter-pins have been miniaturized to such small sizes that
filter-pin connectors are now available with as many as 128 pins.
However, because the shunt capacitance and series inductance
that can be constructed in the pin are limited, filters of this
small type offer little attenuation below about I MHz. In a 50-
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ohm system, the typical attenuation offered by flrlter pins is
approximately 20 dB at l0 MHz and up to 80 dB at 100 MHz.

4.4.2.4 Filter Installation and Mounting

In order to achieve the desired results with filters, it is ab-
solutely necessary to adhere to certain guidelines with respect
to the installation and mounting of filters. The impedance be-
tween the filter case and ground must be made as low as possible.
Otherwise, the fìlter insertion loss may be seriously degraded
at the higher frequencies. The preferred contact between the
filter case and ground is a direct metal-to-metal bond between
the filter case and the shielded enclosure wall or equiþment
chassis. In addition, effective separation (isolation) between the
input and output wiring of the filter is mandatory to prevent
radiation from the input wiring to the output wiring from cir-
cumventing or degrading the effects of the filter. If complete
isolation is achieved between input and output, a flrlter insertion
loss approaching the design specification can be realized.

Where possible, the use of bulkhead mounted feed-through
filters are recommended because this confrguration is optimum
for establishing a good high frequency bond between the hlter
case and ground and provides good isolation between the input
and output terminals of the filter. In cases where feed-through
hlters are not used, it will probably be necessary to provide
additional compartmental shielding to isolate the input and out-
put terminals of the filters.

4.4.2.5 Specifying Filters

In the design of a shielded enclosure which is to protect
circuits from a transient or other electromagnetic interference
environment, it is important that any wire or cable that is
exposed to this environment and penetrates the shielded enclo-
sure be filtered to maintain the integrity of the shielding effec-

Fígure 58. Insertion loss
data for two types. offer-
rite beads: bead l-resis-
tive bead: bead 2-in-
ductive bead,

tiveness of the enclosure. In addition, filters may be necessary
on interconnecting wiring to prevent interference signals from
being conducted to circuits internal to the enclosure. To prevent
the voltage/ current limits of a filter from being exceeded, tran-
sient suppressors may be required on the input terminals. On
the other hand, hlters may be used to eliminate or reduce the
high frequency leading edge of a transient that does not get
clamped by a surge arrestor.

The general selection and installation guidelines of filters are
specified as follows:

1. Impedance. The input and output impedances must be
specihed to match the impedance of the line into which the
filter will be inserted. The impedance matching is particularly
critical for signal transmission lines, so that the hlter does not
impair the normal operation of the equipment on both ends of
the line. In addition, care must be taken that the hlters to be
used do not degrade the desired performance of circuits within
the system. This includes waveform distortion as well as required
impedance levels.

2. Voltage Rating. The peak voltage rating of the filters must
be specified to assure that each hlter is adequate for its particular
application. The filter voltage ratings must be suffrcient to pro-
vide reliable operation under the extreme transient and envi-
ronmental conditions expected. However, specifying a rating
higher than required will result in penalties in size, weight, and
additional cost.

3. Cutent Rating. The peak current rating of the filter should
be speciflred for the maximum transient current in addition to
the maximum allowable continuous operation of the circuit in
which it is installed (consistent with the current rating of the
wire, components, circuit breakers and fuses with which it will
be used). A current rating higher than required will add size,
weight, and cost penalties.

4. Voltage Drop. The maximum allowable voltage drop
through the hlter should be specifired for power filters. With the
maximum current specified, the voltage drop requirement spec-
ihes the maximum passband insertion loss of the hlter.



5. Filter Type. The type of hlter (e.g., Butterworth, Che-

byshev) should be specified based on the overall filter require-

ments such as amplitude, phase, and pulse response

characteristics. For most power line filter applications, Butter-
worth hlters are sufftcient, while communications lines will re-

quire careful engineering analysis to prevent signal distortion
and line loss.

6. Insertion Zoss. The maximum allowable insertion loss in
the filter passband should be speciflred.

7. Frequency Response Characteristic. The relative frequencies

and magnitudes of the desired and undesired signals must be

considered when specifying the frequency characteristics of a

filter. In general, the size, weight, and cost ofa hlter rise rapidly
as the attenuation slope increases.

8. Temperature. Filters must be able to withstand the envi
ronmental operating ranges of the equipment in which they are

used. The specified temperature range for the filters must include
both the extreme low and extreme high temperatures in which
the equipment will be required to operate.

9. Size and Weight In most cases, size and weight will be

important considerations in the selection of filters. Filter man-

ufacturers are fairly flexible in being able to provide a wide
choice in the shape of a filter case, the method of mounting,
and the types of terminals and connectors.

10. Bonding. The high frequency impedance between the filter
case and ground must be made as low as possible. Otherwise,

the filter insertion loss may be seriously degraded at the higher
frequencies. The preferred contact between filter case and
ground is a direct metal-to-metal bond between the ltlter case

and the shielded enclosure wall or the equipment chassis.

11. Isolation. To prevent coupling between the input wiring
and the output wiring from degrading the filter performance,

the input and output wiring should be isolated.

4.4.3 Hybrid Suppressors

Hybrid suppressors combine more than one amplitude limiter
or filter to provide protection against a wide range of transient
and other electromagnetic interference threats. The best choice
for components within a hybrid suppressor will vary widely
depending on the range of threats, severity of the threats, weight
and volume restrictions, cost, and type of input,/output ter-
minals to be protected. Even though a variety of limiters and
filters are incorporated in a hybrid suppressor, the hybrid sup-

pressor may be completely ineffective and may cause improper
circuit operation if installed, fabricated, or designed improperly.

A hybrid suppressor can be assembled by traffrc control per-

sonnel using individual limiters and filters or manufactured
hybrid suppressors can be purchased for use on ac power and
communication lines. Many manufactured hybrids for ac power

and communication line applications are designed and tested to
meet IEEE 587-1980 class A, B, or C limits (3.22). Further,
many of the hybrids designed for ac power line protection are

incorporated into multiple outlet ac power strip packages that
are adequate for indoor use but may not be appropriate for
installation in trafftc control cabinets. Table 14 gives the names

and addresses of a number of hybrid suppressor manufacturers.
When specifying a hybrid suppressor, the suppressor manu-

facturer should be required to provide a circuit diagram, list of
replacable parts (if any), and test results. (There have been

reports of bogus hybrids containing nothing more than sand
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Table 14. Current manufacturers of hybrid suppressors. (Notice: rne
Transportation Research Board, the National Research Council, the Federal High-
way Administration, the American Association of State Highway and Transpor-
tation Officials, and the individual states participating in the National Cooperative
Highway Research Program do not endorse products or manufacturers. Trade or
manufacturers' names appear herein solely because they are considered essential
to the object of this report,)

and gravel being purchased and installed to the considerable
embarrassment of the engineer involved. ) In the following sub-

sections, hybrid suppressor design examples are given for ac
power and communication line applications.

4.4.3.1 AC Power Line Applications

Figure 59 shows typical combinations of limiters and filters
that can be used to form a hybrid suppressor for ac power input
protection. A fuse or circuit breaker is used to clear direct shorts
or faults and for service disconnect during repair, maintenance,
or equipment installation. A typical hybrid suppressor can con-
sist of four basic elements: (1) a spark gap or high clamping
voltage MOV, (2) a low-pass flrlter or delay line element, (3) a

low voltage, fast response MOV or SAS, and (4) a lossy filter
or ferrite bead(s).

To protect an ac power line input against a lightning discharge
such as the class B short circuit current waveform specified in

Company Name Address

Atlantic Scient¡f ic Corp 271 1 South Harbor City Blvd
Melbourne, FL 32901
(305) 725-8000

Brooks Power Systems 3569 Bristol Pike
Suite 102
Bensalem, PA 19020
(215) 24/,-0264

Computer Accessories Corp. 6610 Nancy Ridge Drive
San Diego, VA 92121
(61( 69s-3773

Dynatech Computer Power, lnc. 4744 Scotts Valley Drive
Scotts Valley, CA 95066
(408) 438-s760

EDCO, lnc. P.O. Box 1778
Ocala, FL 32678
(904) 732-3029

GeneralSemiconductor 2001 WestTenth Place
Tempe, AR 85281
(602) 968-3101

LEA Dynatech, lnc. 12516 Lakeland Road
Santa Fe Springs, CA 90670
(2 1 3) 944-091 6

MCG Electronics, lnc. 12 Burt Drive
Deer Park, NY 1 1729
(s'r6) s86-s125

Panamax 150 Mitchell Boulevard
Sân Rafael, CA 94903
(415\ 472-5547

Perma Power Electronics, lnc. 5615 West Howard Avenue
Niles, lL 60648
(312) 647-9414

Poly Phaser Corp. l425lndustrial Way
P.O- Box 1237
Garderville, NY 80410
(702) 782-251 1 /(800) 32s-7170

Power lntegrity Corp. 1840 Pembroke Road
P.O. Box 9682 Plaza Station
Greensboro, NC27429
(919) 379-9773

PTI lndustries 320 River Street
Santa Cruz, CA 95060
(408) 429-6881
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Figure 59. Typical combinations of limiters and rthers to form
a hybrid suppressor fol ac power input protection,

IEEE 587-1980, the energy dissipation rating of the first pro-
tection device must be computed. Suppose a MOV is to be used
as the first input protection device and the damped exponential
waveform shown in Figure l5(c) is incident on the MOV. A
GE modeM30lAl0A varistor will be considered for use first
based on its peak current rating of 4,500 A-just adequate for
an incident peak current of 3,000 A. From the MOV voltage
versus current curves, the MOV will clamp at 600 V for an
incident peak current of 3,000 A. The energy dissipated by the
MOV can be calculated to be 37 .4 J using the procedures given
in Section 4.4.1.5. The energy rating of the Vl30LAl0 is 38 J
which is just equal to the calculated energy dissipation with no
safety factor. The highest rated MOV in the Vl30LA series will
also be inadequate because the maximum energy dissipation
rating is only 70 J, less than twice the calculated dissipation
energy. To obtain adequate protection under this threat con-
dition, A GE V130HEI50 series MOV, rated at 220 J and 20,000
A would have to be used. This unit is bulkier and more costly
than the LA series radial lead MOV's ($30 for Vl30HE versus
less that $2 for alM30l.A series). The V130H8150 series MOV
is more difficult to install and much more costly than a com-
parably rated gas tube spark gap (radial lead, Joslyn MSp203l-
35-B at less than $3). It is because of the size and cost versus
energy dissipation rating that miniature gas tube spark gaps are
often used to dissipate the bulk of the high energy lightning
discharge, while MOV's and SAS's are used to limit the high-
speed leading edge of the transient which propagates past the
spark gap. If the threat environment is not as severe as that
shown in Figure 15(c) or if a MOV is preferred over a spark
gap because ofthe spark gap firing characteristics, a high clamp-
ing voltage MOV can be used instead of a spark gap.

A delay element must be used following the spark gap or
high clamp voltage MOV suppressor and before the fast response
MOV or SAS to prevent the high-speed limiter from operating
before the spark gap or high clamp voltage MOV. If a Joslyn
MSP 2031-35-B gas tube spark gap is used, the gap will fire at
650 V (implies peak current of 325 A with 2-ohm source re-
sistance) in 0.75 psec for a transient rate-of-rise of 1,000 V,/
psec. If the fast response MOV limits the output voltage to 300
V the minimum inductance value required to provide 0.75 psec
of delay plus the required voltage drop is:

L:Vq
dI

_ (650 - 300x0.75x10-9
325

For faster rising transients, the voltage drop across the inductor
will be sufflrcient to allow the gap to break down prior to the
MOV or SAS operating. For slower rising transients, particulary
surges caused by ground faults, a larger inductor may be nec-
essary. Typically, the inductance should be 10 to 100 microh-
enries (pH) for suitable results. A low-pass filter (LpF) can be
used as an alternative to a single inductor as a delay element.
The LPF must provide approximately 1 psec delay which can
be computed from the filter's step response as discussed in
Section 4.4.2.2.

The inductor or LPF should be capable of withstanding,
without arcing or damage, at least 500 V/350 A peak (1 psec
rise time) and must also be capable of carrying the normal
power current ( 15 to 30 A, depending on fuse/breaker rating).

Finally, a lossy hlter, or one or more ferrite beads may be
necessary to: ( I ) dissipate high frequency emissions that can
couple through the LPF due to resonances or spurious responses,
or (2) eliminate high-frequency noise generated by the spark
gap or fast response MOV/SAS operation. Most ac power line
filters will have spurious responses or resonances at high fre-
quencies because the hlter is not terminated in a fixed load
impedance and the source impedance can also vary. More than
one ferrite bead may be required, depending upon the ac line
current and load resistance. In some cases, lossy pin flrlters or
ferrite beads may be unusable because high ac power currents
can cause the magnetic material within the filter to saturate,
making them ineffective as filters.

4.4.3.2 Communication Line Applications

Figure 60 shows typical combinations of limiters that can be
used to form a hybrid suppressor for communication or sensor
line applications. Different circuits are shown, depending on the
communication data rate and whether unbalanced or balanced
(see Section 4.5.1) communication lines are used. There are a
number of differences between hybrid suppressors designed for
communication line applications and those designed for use on
ac power lines. First, the threat levels are typically not as severe,
particularly the peak current, so that components having lower
energy ratings can be used. Second, inductors can not be used
as delay elements because line inductance can introduce signif-
icant signal distortion. Resistors are used in place of inductors
to allow suffrcient üoltage to develop across the initial limiter
so that the second limiter does not operate before the first.

In addition, the shunt capacitance of the limiters, in combi-
nation with the added series resistance will act as a low pass
filter, thus reducing the communication link bandwidth. For
high data rate lines, the added series resistance and shunt ca-
pacitance must be minimized. The total series resistance should
be close to the characteristic impedance of the line, typically 50
to 150 ohms, depending on the line chosen, in order to minimize
signal reflections. Spark gaps introduce negligible added shunt
capacitance, less than 2 picofarads (pF) and are therefore pre-
ferred over MOV's or SAS's as the initial limiter. For high data
rates, low capacitance diodes can be placed in series with the
higher capacitance MOV's or SAS's. The total shunt capacitance
of the series combination is determined by the lower capacitance
diode. Care must be taken in selecting and packaging the com-
bination diodes and MOV's or SAS's so that the clamping speed
and energy rating of the combination are maximized. prepack-
aged units are available from a number of manufacturers.
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In balanced line applications, a dual-chamber spark gap
should be used instead of two single-chamber units to prevent
common-mode to differential-mode signal conversion as dis-
cussed earlier in Section 4.4.1.1 on spark gaps.

4.5 CABLE INTERFACES

A signihcant reduction in transient and electromagnetic sus-
ceptibility levels can often be achieved through different com-
munication interface designs. By using shielded twisted pairs in
balanced communication circuits, significant reductions in the
levels of radiated interference coupling to data lines can be
achieved. Coupling of interference to some parts can be elimi-
nated completely by using hber optic cable links between con-
trollers and remotely located sensors. Section 4.5.1 discusses
methods of reducting transient and electromagnetic interference
susceptibility levels through the use of common-mode rejection
techniques, and Section 4.5.2 discusses hber optic link appli-
cations.

4.5.1 Common-Mode Rejection Techniques

Lightning-induced transients and other sources of electro-
magnetic interference are generally coupled to cable pairs in a

common-mode (i.e., transients induced on conductors are of
equal amplitude and in-phase), whereas desired signals are trans-
mitted in a differential-mode (i.e., signals impressed on con-
ductors are of equal amplitude but 180 deg out-of-phase).
Common-mode rejection (CMR) techniques can be used to
decouple common-mode interference from sensitive electronics
by employing circuits that pass only the differential-mode signal
and reject the common-mode interference. If single-ended lines
are used, as shown in Figure 61, common-mode rejection is not
possible because the desired signal and the interfering signal are
both common-mode. Common-mode rejection refers to a device
or circuit's ability to prevent common-mode signals at the input
from being converted to differential-mode signals at the output.
The common-mode rejection ratio (CMRR) of a device is de-
fined to be the ratio of the differential-mode gain to the common-
mode gain and is a parameter commonly used to quantify the
effectiveness of the device in suppressing common-mode inter-
ference. For example, if a device has a CMRR of 60 dB, a
l-V common-mode input signal produces an output level equiv-
alent to that produced by a l-mV differential-mode input signal.

The immunity of circuits that interface to external signal
cables can be significantly improved in many cases by using
high common-mode rejection techniques in conjunction with
balanced cabling (shielded-twisted pairs are recommended for
most applications). Note that both balanced cabling and bal-
anced interface circuitry are required to achieve the desired
result. An improvement of about 20 dB in the coupling of signals
between 1 and 10 MHz can be expected for a design configu-
ration incorporating balanced differential signaling, as opposed
to a similar unbalanced configuration. Up to 60 dB may be
possible at lower frequencies; common-mode rejection is most
effrcient at low frequencies where stray capacitance and induc-
tive imbalance are insignificant. As with other decoupling tech-
niques, the benefits provided by CMR may require a trade-off
of bandwidth, weight, additional circuit complexity, or cost.
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Figure 60. Examples of hybrid suppressor designs for commu-
nication line øpplications.
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Coble r - 0ne Line Grounded

=
Figure 61. Example of single-ended line.

The most widely used common-mode rejection techniques
involve the use of: (1) shunt-connected transformers, (2) series-
connected transformers, (3) differential amplifiers, and (4) bal-
anced opto-isolators. The basic method for terminating a
shielded twisted pair using shunt-connected transformers is
shown in Figure 62. Though not necessary for lightning pro-
tection, many transformers include a Faraday shield for elec-
trostatic protection. If a shunt-connected transformer with a
Faraday shield is used to interface with balanced circuits, the
Faraday shield and the center taps on the balanced sides of the
circuit should be grounded, keeping ground leads as short as
possible. A shunt-connected transformer may also be used to
convert an unbalanced line to a balanced line and vice versa by
using the configuration shown in Figure 63.

The primary disadvantages of using shunt-connected trans-
formers in the signal transmission paths are poor transmission
characteristics at low frequencies and poor common-mode re-
jection characteristics at high frequencies (typically rolling off
at 40 dB per decade) (4.29). Many electronic techniques are

available to circumvent or improve the poor low frequency
transmission characteristics of shunt-connected transformers.
For example, a digital signal may be chopped into narrow pulse
signals that are more effrciently coupled by the transformers.
Low frequency analog signals can be transmitted more effrciently
by using one of a wide variety of signal modulation schemes
such as amplitude, frequency, or pulse-code modulation.

Series-connected transformers can also be used to terminate
a balanced transmission line and yield significant common-mode
rejection. The basic configuration for series-connected trans-
formers is shown in Figure 64. A complete transmission link
for a series transformer connection is shown in Figure 65. Both
the driver and receiver circuits consist of a TTL gate and emitter
follower. This arrangement is useful from dc to 10 MHz in
rejecting common-mode interference. The primary advantage of
the series connection over the shunt connection is improved low
frequency transmission characteristics. In fact, there is no lower
frequency limit using series-connected transformers. However,
though the series connection ideally offers the same common-
mode rejection as shunt connection, such is not the case in
practice. Figure 66 shows that the common-mode rejection of
the shunt transformers increases monotonically with decreasing
frequency, whereas the series transformers common-mode re-
jection decreases at both very low and very high frequencies.
Another advantage of a shunt-connected transformer over a
series-connected transformer is that shunt connection provides
ground isolation and does not require a ground return for sat-
isfactory operation.

Another technique for providing common-mode rejection and
balanced signaling is to employ differential amplihers or com-
parators at the interface points. The external connections for a
differential ampliher are shown in Figure 67. When using dif-
ferential amplifiers, it is important to specify the common-mode
rejection ratio (CMRR), the bandwidth, and the maximum
common-mode voltage. This latter parameter is related to the
damage threshold of the active device. Unless some protection
is employed, integrated circuit differential amplifiers are usually

Pqi
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OUTPUT LINE DRIVER
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INPUT LINE RECEIVERTWISTED PAIR

NOTE 1. IF THE TRANSFORMER HAS A FARAOAY SHIELD
THEN THE CENTER TAP ON BOTH SIDES SHOULD
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Figure 62. Methods of terminating a shielded-twisted pair using shunt-connected transþrmers.
(Ref a.9)
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UNBALANCED
LINE

Figure 63, Balancing tansþrmer, (Ref. 4.9)
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Figure 65. Series transþrmer line driver and receiver interface circuits connecting two electlonic systems. (Ref 4.9)

close to a light sensor (for example, a phototransistor) which
will transmit electrical signals while maintaining a high degree

of electrical isolation between the two elements. Opto-couplers
commonly have insulation voltages (input-to-output) on the
order of 1,000 to 15,000 V, input-to-output capacitance values

of 0.5 to 30 pF, and a high CMRR. Figure 69 illustrates some

typical opto-isolator packages.

Most opto-isolator applications are found in digital circuits.
They are usually not recommended for analog applications be-

cause the isolator's transfer characteristics vary nonlinearly with
temperature and input current changes. A common opto-isolator
combines a gallium arsenide or infrared light-emitting-diode
(LED) as the light source with a silicon phototransistor as the
sensor, as shown in Figure 70. A major disadvantage of the
phototransistor isolator is its typical 100-kHz bandwidth, which
restricts its use to low-data-rate applications.

Improvements in device technology have produced the diode,¡
transistor isolator and the diode,/integrated circuit logic gate

isolator (shown in Figure 71), which utilize gallium-arsenide-
phosphide light-emitting diodes as the light source and have

data rate capabilities greater than I MHz. The data-handling
rates of various types of opto-isolators are compared in Figure
72. Diode/IC logic gate units that have a data-rate capacity of

BALANcED f--T----__-l n nLNE' ",0 +-. ffiÞ -1 ffi *',.II I I -L

FARADAY SHIELD

INPUf

limited to common-mode voltages of 5 to 20 V' An example of

a wide-bandwidth integrated circuit differential ampliher is the

Fairchild ¡.u Ã733 having a CMRR of 40 dB at 100 MHz and

a maximum common-mode voltage of t 6 V. A schematic of a
differential amplifier design which has a + 100-V common-mode

input range is shown in Figure 68. For long cable runs exposed

to large transient fields, limiting and filtering are necessary to

protect active interface circuits from damage caused by large

common-mode surges. Care must be exercised to ensure that

the line remains balanced after installation of the suppressors

and filters.
Differential amplifiers offer advantages over transformers in

decreased weight and size requirements and improved low fre-

quency characteristics, but they also have high input imped-

ances, are susceptible to oscillation at high frquencies, and may

be damaged or fail when exposed to large common-mode ov-

ervoltages. On the other hand, transformers have limited band-

width and possibly high insertion loss. In addition, transformers

may require protection against burnout and arcing.

Protection of receiving interface circuits may also be accom-

plished by using optically coupled isolators (opto-isolators) in
balanced-mode circuit designs. An opto-isolator is constructed

by mounting a light source (for example a light emitting diode)

Figure 64. Series-connected transþrmer configuration. (Ref a.9)
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Figure 66. Common-mode rejection test curves. (Ref 4.2g)

R2

Figure 67. Dffirential ampli/ier circuit used in a balanced in-
terfoce scheme. (Ref a30)

100 MHz

20 M}Iz and a 20-dB CMRR at 10 MHz are commercially
available.

As a balanced line receiver, either the diode,/transistor cou-
pler or the diode integrated circuit (IC) logic gate coupler can
be used, althought the IC logic gate couplers are better suited
to this application because of their lower input current require-
ments. Figure 73 shows how a line receiver using a coupler
should be connected. The resistor values are chosen to match
the line driver to the isolator line reciever. The line driver should
be designed to supply more current than the isolator input diode
requires; this permits the use ofa shunt resistor at the receiving
end for better impedance-matching and improved noise im-
munity. Series resistors are then added to bring the line-to-line
voltage up to what it would be with only a line-to-line termi-
nating resistor-in other words, without the isolator and its
resistor termination.

To maintain a reasonable impedance match during the neg-
ative excursion when the isolator input diode is reverse-biased,
a diode matching the characteristics of the input diode should
be connected in reverse polarity across the input diode as shown
in Figure 73. The isolator input diode can be matched either
by selecting an IED with the same forward conduction voltage
or, preferably, by using the additional LED input diode on a
dual isolator package. The additional capacitance resulting from
this parallel conhguration may be unsuitable for very high speed

BI-FILAR SHUNT
L = 150¡.rH

BI.FILAR SERIES
L = 150r.rH

10 MHz
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Figure 68. Dffirential amplifier cilcuit t1)ith + 100-volt input, common-mode range. (Ref,,4.31)
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LIGHT.TIGHT ENCLOSURE

t________l
Figure 70. LED-phototransistor opto-iso lator cir-
cuit symbol.

fo-
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(bl Diode/lC logic aate opto_isolator design

Figure 71. High-speed opto-isolator. (Ref a.ß)
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Figure 72. Data-handling rates of various types of optical cou-
plers. (Ref, 4.33)

applications. A preferred conhguration under these conditions
would be the series combination of two low capacitance silicon
switching diodes connected across the LED input,

There exists a wide variety of opto-isolators and possible
interconnection techniques. Reference 4.32 should be consulted
for further information.

It should be noted that opto-isolators are semiconductor de-
vices and the LED itself must be protected from damage due
to large transients. Typical protection schemes for opto-isolators
are shown in Figure 74.The type ofsuppression technique used
is dependent on the expected threat characteristics, the signal
frequency and amplitude, and the damage threshold of the opto-
isolator LED.

POWER

SUPPLY
TERMINAL

4.5.2 Fiber Optics

In recent years, there has been a significant increase in the
use of fiber optics (optical waveguides) as a replacement for
metallic conductor cables in communication systems. Fiber optic
systems offer several performance advantages over conventional
cables. Some of these advantages are small size and weight, wide
bandwidths, and freedom from conventional transmission line
problems such as standing waves and dependence of transmis-
sion loss on frequency.

Fiber optic links alsq offer several signifrcant advantages over
conventional cables in terms ofelectromagnetic interference pro-
tection. A primary advantage is that when exposed to a radiated
electromagnetic environment, a fiber optic cable will be trans-
parent to signals in the environment. Hence, the coupling of
electromagnetic interference to the cable (which might occur
with conventional cables, even if well shietded) will not be a
problem.

Another advantage is the large bandwidth capability of fiber
optic cables. Many signals can be multiplexed onto one hber,
thus permitting several metallic signal cables to be replaced by
a single fiber optic link. By reducing the number of electrical
penetrations into a circuit enclosure, the overall shielding ef-
fectiveness of the enclosure can be improved.

Although fiber optic penetrations will not couple electro-
magnetic interference into the circuitry, hber optic circuitry
(transmitters and receivers) internal to a circuit enclosure can
be affected by electromagnetic interference which couples into
the enclosure via other electrical penetrations or through en-
closure apertures. Note that ac and dc power must be supplied

PHOTOTRANSISTOR

DIOOE/TRANSISTOR

OIOOE/IC LOGIC GATE
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using conventional metallic lines. Thus, it is important to ensure
that the advantages of fiber optic systems for electromagnetic
interference protection are not negated by inadequate treatment
of other enclosure penetrations and apertures or by inadequate
protection of internal circuitry and wiring.

Because the received optical power in ftber optic receivers is
typically in the microwatt Íange, it may be necessary to shield
and hlter the first stage optical amplifier to prevent radiated or
power lead conducted interference from causing upset or dam-
age. Fiber optic transmitter circuitry may also require protection
against interference, particularly those drive circuits which in-
terface with external sensors.

Because an optical hber cable is a dielectric, fiber optic cables
are transparent to radiated electromagnetic fields. Hence, a fiber
optic cable will not pick up or couple electromagnetic energy
into a circuit enclosure. However, if the cable is not specified
properly, it can inadvertently present an electromagnetic inter-
ference coupling problem. For instance, a flrber optic cable bun-
dle is often used which contains more than one optical flrber.
Such cables often have a central strength member and an outer
protective layer made of metal as shown in Figure 75. These
strength and protection members serve no electrical function
but are included for physical and environmental protection of
the optical hbers. Unfortunately, when exposed to a radiated
environment, these metallic members can serve as effective an-
tennas or can receive a direct lightning strike, thus conducing
potentially damaging interference energy into sensitive elec-
tronics.

If physical protection requirements dictate the need for metal

STROBE
*Vcc
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Rs/2

A. DIODE/IC LOGIC GATE OPTO-ISOLAÍOR

DRIVE

I

c

E

B. OIOOE/TRANSISTOR OPTO-ISOLATOR

Figure 73. Line receiver circuit
designs using optically coupled
isolators. (ReÍ a3)

reinforced cable bundles, the metallic inner strength member
should not be carried into the enclosure. The metallic protective
covering should be bonded to the cable connector or enclosure
wall as necessary to satisfy physical protection/mechanical
strength requirements. Here, the establishment of a good elec-
trical bond is not critical because the protective covering is not
intended to function as a shield.

When possible, the fiber optic cable bundle should be specified
to have an inner strength member made of nonconductive hber,
such as Kevlar or ARAMID fiber, rather than metal. If an
outer protective jacket is required it should be a nonconductive
material. Examples of two and four fiber cables designed for
field use are shown in Figure 76.

Methods of treating fiber optic penetrations into an equipment
enclosure generally involve some form of waveguide-below-cu-
toff aperture treatment. If it is necessary to run a hber optic
cable through an enclosure wall without breaking the optic link,
a waveguide-below-cutoff tube should be used. An illustration
of a waveguide-below-cutoff tube is given in Figure 77(a). The
cutoff frequency and attenuation provided by circular wave-
guide-below-cutoff tubes can be determined from the informa-
tion presented in Ref. 4.2. For most lightning protection
applications, attenuation values exceeding 100 dB are relatively
easy to achieve. Thus, the primary concern in using waveguide-
below-cutoff tubes is to ensure that the tube is properly bonded
to the enclosure wall such that no cracks or seams are present.

Because the attenuation of a waveguide-below-cutoff tube is
dependent on the ratio of the tube length to tube diameter,
caution must be exercised when running large numbers of optical

Rsl2



68

= ISOLATOR

r¡L
{A) RESISTIVE ATTENUATION

al . al UU*IO \¡¡a taa¡¡¡¡ú

r--------

IC) CAPACITIVE ATTENUATI ON

(O) TRANSIENT SUPPRESSORS . TRANSZORES

L-------

IBI RESISTIVE -CAPACITANCE ATTENUATION

¡tstâvor¡
r LOA I SWr ICts
T----l

4tV oc

!A( ÀNC I O

5UPP! t

PRIMARY ÍUBE 1.gmm O.D. STAINLESS SfEEL
CENIRAL Sf RÊNGTH MÊM8ER

OPTICAL FIBËR

KÊVLAR STR€NGTH MEMAER

Figure 75. Fiber-optic cable bundle with inner strength member
and outer shield made from stainless steel. (Ref, 4.34)

wartß

'xl¿

Ol 02' lñÉóstA

fibers through a single tube. As the tube diameter is increased
to accommodate a large number of fibers, the length must also
be increased to maintain the desired attenuation. Long tubes
may present physical or mechanical layout problems.

Figure 77 illustrates a bulkhead mounted fiber optic connec-
tor. A typical bulkhead connector can be modeled as a wave-
guide-below-cutoff tube and computed attenuation values are
on the order of 400 dB at 100 MHz (4.36). Actual attenuation
will be less because ofskin effects and flnite metal conductivity;
however, the attenuation will generally be much greater than
the overall shielding effectiveness of the circuit enclosure. As
with the waveguide-below-cutoff tube of Figure 77(a), proper
bonding techniques must be followed to prevent leakage around
the connector,/bulkhead interface.

POLYEIHYLENE
OUTER JACKEf

SfEEL OR ALUMINUM
CORRUGATION

POLYESTÊB TAPÊPOLYEfHYLENE
INNER JACKET

RIP CORD
COLOR.CODED
SÉCONOARY fUBE {PVCI 2.77nú O.O.

POLYURETHANÉ JACKETcoLoR.cooED
TRACING TAPE

,,r1ru=,soLAroR*"1 ty- ',"l, il
vcor rr¡u@! vol ' vo¡

LED 1 REOUIRED FOR BALANCED OPERATION.
SHOULD HAVE CHARACTERISTICS SIMILAR TO
OPTO-ISOLATOR LED.

À€stFvorÊ | t*,ta"
CONOr flOñ ' COñU| I rOñ

--_-+-__-tu!! | Optrt
Low I crost o

,lrvaf€ r€laLLrc
L rilf

FLOÂr SWt ICX aiiO waf €R ruMr 
^¡¡ 

ntÍof €r y !ocatEo wtlH ttsttct to €acH otHG¡

(E} APPL]CATION OF THE HCPL - 37OO TO PRIVATE METALLIC lELEPHONE
CIRCUITS FOR REMOTE CONTROL.
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Figure 76. Construction of two and four fiber cables for field use. (Ref a35)
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Figure 77. Fiber optic cable connectors,

In a traffrc control system, fiber-optic cable could be used in
a number of applications. Obviously, telephone or communi-
cation cables between master, local, and slave controllers could
be replaced by fiber optic links. Further, pedestrian crosswalk
switches and interfaces between traffrc signal lights and traffic
sensors could be made using inexpensive plastic or wide-di-
ameter glass fìber. Though more expensive than metallic cable,
the use of fiber optic communication links may be less expensive
than incorporating transient limiters and filters, and long-term
maintenance and repair costs may decrease as a result ofreduced
coupled transient threat levels.

4.6 CONFIGURATION CONTROL AND RETROFIT

When implementing electromagnetic interference and tran-
sient protection practices in either new or existing installations,
care must be taken to maintain proper cable and equipment
configuration in order to: (l) assure normal equipment oper-
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(BI TYPICAL FIBER OPT]C CABLE
BULKHEAD MOUNT BUSHING

(Ref, a.12)

ation, (2) ensure proper operation of existing or added protec-
tion devices, (3) avoid introducing additional operational
problems through improper installation procedures. Conflrgu-
ration control is very important when maintenance and repair
are performed on an equipment installation. If equipment is
removed and then reinstalled in the equipment cabinet during
maintenance or repair, care must be taken to preserve the orig-
inal cable and equipment installation.

In particular, the following items should be considered:

1. Ground connections should be as short as possible.
2. Lines exposed to high transient or electromagnetic inter-

ference signal levels should be physically separated from more
sensitive input,/output lines in order to minimize coupling. Sep-
aration can be achieved by routing in separate cable bundles,
cable trayd, conduit, etc. Lengths of sensitive, unshielded cables
should not be run parallel with noisy lines.

3. Cable shields should be peripherally terminated using
shielded cable connectors. Protection devices should be installed
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Figure 79. Examples of improperly installed EMI and tansient
protection devices.

Equipmenl in-line in a shielded enclosure to maintain shielding effectiveness

Chassis as shown in Figure 78.

When installing protection devices the following cautions
should be observed:

1. Minimize lead lengths in order to minimize transient ov-
ershoot due to lead inductance.

2. Install devices in proper order. It is not unusual to flnd
protection devices installed in reverse order or otherwise incor-
rectly, as illustrated in Figure 79.

3. Minimize sharp bends and kinks in leads in order to min-
imize charge buildup at these points. Arcing and higher radiated
emission levels will occur because of the higher electric field
levels at bends and kinks.

All permanent and semipermanent bonds, particularly
threaded connections, should be regularly inspected to assure
good electrical connection. Threaded connections can work
loose because of thermal cycling and vibration. Loose connec-
tions can render terminal protection devices useless.

In addition, the following general guidelines should be fol-
lowed (4.37):

1. All terminal protection devices should be mounted on the
front side of any cabinet panel or piece of equipment so that
they may be readily inspected, tested, or removed if necessary.

2. All components should be used in accordance with ac-
cepted practice as indicated in applicable Institute of Electrical
and Electronics Engineers (IEEE) and National Electrical Man-
ufacturers Association (NEMA) performance specifications.

3. All terminal protection devices should be clearly identified
and marked as to manufacturer, part number, and pin identi-
fication.

4. All manufacturers of terminal protection devices should
indicate conformance with imposed test specihcations and
should provide supporting documentation and test data, in-
cluding test procedures and equipment used.

5. Epoxy encapsultated terminal protection devices must be
made from or enclosed in flame-retardant material.
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CHAPTER FIVE

CONCLUSION

Electronic traffrc control equipment is subjected to a wide
range of transient and other electromagnetic threats including
lightning, electrostatic discharge, internally and externally gen-

erated inductive switching transients, and radiated electromag-
netic interference from radio, TV, radar, and mobile
communication transmitters. The most severe of these threats
is lightning. Definitions are given of the general and specific
lightning threat levels to trafftc control equipment. Typical
threat levels are used since protection against the worst case

condition is likely to be too costly. In addition, methods for
predicting the likelihood of a lightning-induced transient oc-

curring within a traffic control system based on geographic

location and local thunderstorm activity are described.

Many protection practices and techniques are presented, in-

cluding: ( 1 ) grounding, (2) shielding ofequipment and interface
cables, (3) bonding and corrosion control, (4) terminal protec-

tion techniques using amplitude limiters and hlters, (5) interface

designs using balanced line inputs and fiber optics, and (6)
guidelines on configuration control and retrofitting. For the
protection techniques to be effective, they must be properly
selected, installed, and coordinated.

There is a need for a general lightning test speciltcation for
traffrc control equipment. Equipment installed in high lightning
incidence areas should be designed to meet a general, realistic
lightning test specification. By standardizing the threat condi-
tions, controller manufacturers can provide a protected unit at
a lower cost than if individual municipalities impose varying
specihcations and requirements. By designing the controller ini
tially with transient protection, overall system costs should be

significantly reduced, because the cost to repair and retrofit a

controller is significantly higher than the cost to design it prop-
erly in the first place. A candidate general test specification in
the form of a modification of the National Electrical Manufac-
turers Association (NEMA) TS 1-1983 to include lightning test
requirements is contained in the Appendix.

APPENDIX

SUGGESTED
MODIFICATIONS TO NEMA

TS 1.1983 TO INCLUDE
LIGHTNING TRANSIENT

TESTING

A. ANALYSIS OF NEMATS I-1983 REQUIREMENTS

ln Chapter 3 of this report a specific transient threat to traffic control
equipment is defined based on expected threat levels. One of the most widely
used specifications for traffic control equipment is the National Electrical
Manufacturers Association (NEMA) TS 1-1983 [A-1]. Due to its wide use, a

comparison of the NEMA trans¡ent requirements and the lightning threat levels
given in Chapter 3 was performed to determine the adequacy of the NEMA
specification for eval uating lightning protection.

The comparison results were then used to determine changes that would
be appropriate to allow NEMA TS 1-1983 compliant equipment to meet a

nominal lightning protection requirement. lt should be noted that modification
of NEMA TS 1-1983 may not be the most appropriate action since many
municipalities do not have the lightning problems that others, say in South
Florida, do. lmposing a stringent transient requirement on NEMA equipment
would create added expense for many that may be unjustified. The material
which follows should be viewed only as a starting point for future specifications,
whether as a modified NEMA TS 1-1983 ipecification, or another.

The NEMA specification discusses ac power (Section 2.1.6), inpuVoutput
(Section 2.1 .7),loop detector signal inputs (Section 7.2.6.7 or'11.2.6.7'), and loop
deteqtor power (Sections 7.2.6.5,7.2.6.6 or 11.2.6.5, 11.2.6.6). Four classes of
trans¡ent tests are also defined : (1 ) h¡gh repetition noise transients (2.1.6.1); (2)

low-repetition high energy trans¡ents (2.1.6.21; (3) non-destruct transient
immunity (Z-1.8); and (4) trans¡ents, input-output terminals (2.1 .7). The high-
repetition noise, the low-repetition high energy transients, and the inpuVoutput
transient tests require that the unit be powered up and that no upset occur
during the tests. They therefore represent non-damaging transients, such as

conducted or radiated powerline switching transients, or low level radiatively
coupled lightning transients. The non-destruct transient immunity tests are
performed at the ac power input without power applied and the unit must
simply not malfunction after power is connected. Unfortunately, most
controllers will be operating under ac power during thunderstorms so the test
conditions are not real¡st¡c from an operational standpoint.



The non-destruct test specification further states that the r20 Vac input
must survive three applications once every two seconds of a + 1000 volt unipolar
discharge from an oil fiiled, 15 microfarad capacitor having a surge impedance
of less than 1 ohm. This impries a short circuit current capabirity of r thousand
amps. lt is d¡fficult to translate this requirement into a rise and fall time
specification sínce the load impedance is not specified. For exampre, the
lnstitute of Electrical and Electronics Engineers (tEEE) std 5g7-19g0 tA-21
guidelines specify the waveform into an open or short circuit load. Further, the
peak voltage of only l thousand volts and peak short- ci¡cuit current of 1

thousand amps is significantly less than the 6 thousand volt, 3 thousand amp
unipolar specification of |EEE std 5g7-r9g0 for class B equipment or the r0
thousand volt, 10 thousand amp Class C equipment specification.

The high-repetition noise, row-repetition high energy transients, and the
inpuvoutput terminal trans¡ents do not adequately represent lightning
transients and should not be interpreted as such. They represent switching and
fault current trans¡ents which occur due to internal or external sources. An
example would be the inductive switching transients of crosswalk f lashers.

The non-destruct trans¡ent tests defined for loop deteqtor ac power inputs
suffer from the same limitations discussed above for the general ac power
specification. The transient defined for dc powered units is a low energy
specification and may be adequate in many cases. Typically, ac is converted to dc
and protection is afforded by the dc regulation c¡rcu¡try. The exception would be
when dc power is fed to loop detectors from a remote acldc converter over aerial
or buried cables. ln this case the levels given in Table A-l should be used.

The loop detector input terminal specification of a 200 volt nondestruct
limit and the 3000 volt test of section 7.2.6.7 (or 1 1.2.6.7) adequately represent
amplitude levels of the most severe threats likely to occur at the loop detector
inputs either due to radiated or conducted lightning discharges. A rise and fall
time specification of l0 x 1000 microseconds into a short circuit should be added
based on IEEE Std C62.31-1984 requirements [A-3].

ln summary, the NEMA Ts 1-r993 specification as presentry written does
not adequately test for lightning threat immunity. lt ¡s recommended that all ac

power inputs be tested in conformance with IEEE std 5g7-lggo guidelines for
class B and c equipment. power should be appried to the units under test, whire
upset may occur, damage shourd not. consurt Reference A,-4 for appropriate
filter designs to prevent damage to the ac power suppry. lnpuuoutput terminars
should be tested to the levels listed in Table A-t usiàg the damped exponential
waveform specifications given in rEEË std c62.3r-r9g4 [A-3] and part 15, subpart
J of the code of Federal Regulations, Title 47(47cÊR) fA-51. The high repetition
noise transients (2.r.6.1) and row-repetition, high-energy transients (2.1.6.2)
should continue to be performed as specified since they represent lower level,
high probability of occurrence evente such as switching transients within the
controller itself. The units should continue to operate properly in the presence
of these trans¡ents. The non-destruct transient immunity tests (2. r .g), however,
should be modified to more adequately represent l¡ghtn¡ng threat condit¡ons.

B. RECOMMENDED NEMATS I-f 983 MODIFICATIONS

ln the following paragraphs, the existing trans¡ent test requirements of
NEMA Ts 1-1983 are presented first. Recommended additions to NEMA Ts 1_
1983 are indented and in bold print. Recommended deletions are italized and
single spaced.

2.1.6 Transients, power Service

The controller assembly and the major units of the controiler assembly shail
maintain all of their defined functions when the independent test pulse levels
specified in 2.1 .6.1 and 2.1.6.2 occur on the alternating-current power service:

2.'1.6.1 High-Repetition Noise Transients

The test pulses shall not exceed the following conditions:

1. Amplitude - 300 volts, both positive and negative polarity.

2. Peak Power - 2500 watts.

3. l:p,"fj!o,n - 't- pulse approxímately every other cycle moving
yllormty.over. the full wave in order-to sweeþ across 36õoegrees 01 the ltne cycle once every 3 seconds. {
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f 20 Volt
AC Power

Cotegory C

Ph ose-to - Neutrol 1.25 I 50 20 10,0q I

^-2
Phose-to-Ground 1.25 I 50 20 0,00 I A-2

Neulrol -to-Ground r.25 I 50 20 I
^-2

120 Volt
AC Power
Colegory B

Pho se-lo- Neutrol 1.25 8 50 20 6000 1000 5 30 r20 .5 .5 100 5 5000 5m 5 30 r20 A-2

Phose-to-Ground r.25 I 50 20 m00 5000 5 30 r20 .5 .5 100 5 6000 500 5 30 r20
^-2

Neulrol -to-Ground r.25 I 50 70 6000 J000 5 30 120 .5 .5 100 5 5000 500 5 JO t20 A-2

Telephone
Line-io-Ground t0 t0 t60 t60 r 500 200 5 30 120 A-5
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P h ose -lo- Ne utro I

(AC powered Eql. only)
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0lher
(rrD, PEDX)

Line-io-Ground t0 t0 t000 r 000 3000 r00 5 50 r20 A-3

Line-lo-Line l0 t0 rm0 r000 3000 100 5 30 r20 A-3

TABLE A-1. RECOMMENDED LIGHTNING TEST WAVEFORMS FOR TRAFIIC
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4. Pulse Rise Time - I microsecond.

5. Pulse Width - 10 microseconds.

2-1.6.2 Low-Repetition H igh Energy Transients

The test pulses shall not exceed the following conditions:

1. Amplitude - 600 volts, + 5 percent, both positive and negative
polarity.

2. Energy Source - Capacitor, oil filled, l0 microfarads + l0
percent, internal surge impedance less than 1 ohm.

3- Repetition - I discharge every 10 seconds.

4. Pulse Pos¡tion - Random across 360 degrees of the line cycle.

2.1.7 Transients, lnput-output Terminals

The controller assembly and the major units of the controller assembly shall
mbintain all of their defined functions when the test pulse occurs on the
input-output termi nals.

1. Amplitude - 300 volts, both positive and negative polarity.

2. Pulse Source - 1000 ohms nominal impedance.

3. Repetition - 1. pulse per second, for a minimum of five pulses per
selected terminal.

4" Pulse Rise Time - 1 microseconds-.

5. Pulse Width - 10 microseconds.

2.1 .7.1 Non-Destruct Liohtninq Transients, lnput-Output Terminals

The controller assembly and the major units of the controtter assembty
shall be capable of withstanding the non-destruct tran¡ient pulses given in
Table A-1 applied to the input-output terminals with transient protection
devices installed and with ac power applied.

2.1.8 Nondestruct Transient lmmunity

The controller assembly and the major units of the controller assembly shall
be capable of withstanding a high-energy transient having the folrowing
characteristics repeatedly applied to the alternating-current input terminals (no
other power connected to term¡nals) without failure of the test specimen:

1. Amplitude - 1000 vorts + 5 percent, both positive and negativepolarity.

2. Flglgt,loyll". - Capacitor, oil fiiled 15 microfarads + t0 percent,
tnternat surge ¡mpedance less than I ohm.

3. Repetition - Applje.d to the controller assembly once every 2 secondsfor a maximum of three applications for each p'olarity.

After the foregoing, the controiler assembry and the major units of the
controller assembly shall perform all of their defined functions upon the
application of nominal alternati ng-cur¡ent power.

The controller assembly and the major units of the controller assembty
shall be capable of w¡thstanding the high- energy lightning transients having
the characteristics specified in Table A-1 applied to the alternating current input
terminals (with alternat¡ng-current power applied at nom¡nal levels with
transient protection devices installed), phase-to-neutral, phase-to-ground and
neutral to-ground without failure of the specimen. Two classes of tests shall be
performed, a damped exponent¡al discharge test and a ring wave discharge
test. The two classes of tests are defined below.

2.1.8.1.1 Damped Exponential. Cateqorv B

1- Amplitude - peak of 6000 vorts, +/- 5 percent, both positive and
negative polarity into an open-circuit.

2. Short-Circuit Current - peak of 3000 amps + /- percent. -l
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3. Wave Shape - 8 micro¡econd risetime, 20 micosecond 50 percent 4. Repet¡t¡on - Applied phase-to-ground, phase-to-neutral end neutral-
decay time into a short-circuit. 1.25 microsecond risetime, 50 to-groundonet¡meforbothpolarities.
microsecond Sopercentdecaytimeintoanopen-circuit' 

5. T¡me Between Discharges - Random, 120 m¡nutes maximum; 30
4. Repetition - Applied phase-to-ground, phase-to-neutral and neutral- seconds, minimum.

to-ground five times for both polarities.

2.2.2 Test Unit
5. Time Between Discharges - random, 120 seconds, maximum; 30

seconds,minimum. The test unit shall be the complete controller assembly, in the
weatherproof equipment cabinet with provisions for ventilation, as specified by

2.1.8.1.2 Rino Wave, Cateqorv B the equipment manufacturer, including:

1. Ampl¡tude - peak of 6000 volts + /- 5 percent into an open-circuit

2. Short-CircuitCurrent-peakof 500amps +/- 5percent

3. Wave Shape - 0.5 microsecond risetime, 100 kilohertz oscillation
frequency, Q between 5 and 10.

4. Repetit¡on - Applied phase-to-ground, phase-to-neutral and phase-

to-ground five times.

5. Time Betrneen Discharges - random, 120 ¡econd, maximum; 30

seconds, minimum.

1. Terminalfacilities.
2. Surge protection.

3. Line filters.
4. Controller unit.
5. Load switches.

6. Signal conflict monitor.
7. Auxiliary control devices (as required).
8. Flashers.

The test equipment shall be set up in accordance with Figure 2-1.

2.2.3.2 Test B-Transient Tests (Power Service)

2.1.8.1.3 DampedExponential,CateqorvC The surge protector and line filters shall be removed from the
alternating-current power source circuit of the equipment cabinet for the

1. Ampl¡tude - peak of 10,000 volts, +/- 5 percent, both positive and followingtransienttests:
negative polarit¡r ¡nto an open-circuit r. program the contoller unit so it will dwell in a selected phase-

120 volts alternating-current input from the variable- voltage
2. Short-Circuit Current - peak of 10,000 amps, + /- 5 percent. power transformer'

2. Set a transient generator to provide high-repetition noise
3. wave shape - 8 microsecond risetime, 20 microsecond 50 percent transientsasfollows:

decay time ¡nto a short-circuit. 1.25 microsecond risetime,50 a. Amplitude - 300 volts + 5 percent, both positive and
microsecond 50 percent decay time into an open-circuit. negative polarity'

b,. Peak-power - 2500 watts.
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c. Repetition rate - one pulse every other cycle moving
uniformly over the full wave in order to sweep once every 3
seconds across 360 degrees of line cycle.

d. Pulse rise time - 1 microsecond.

e. Pulse width - 10 microseconds.

3. Apply the trans¡ent generator output to the alternat¡ng- current
vólla-qe input as indicated in Fiqure 2-'l for at least 5 minutes.
Repeãt ttr¡'s test for the condit¡oñ of dwell for each phase of the
coñtroller unit. The controller unit must continue to dwell in the
selected phase without incidence of false calls or indications.

4. Program the controller unit to cycle on minimum recall. Turn on
the-transient qenerator (outpui in accordance w¡th ¡tem 2) for
10 minutes, du-ring which time the controller unit shall continue
to cycle without malfunction.

5. Set a trans¡ent generator to provide high-repetition noise
trans¡ents as follows:

a. Amplitude - 300 volts + 5 percent, both positive and
negative polarity.

b. Peak power - 2500 watts.

c. Repetition - one pulse per second for a minimum of five
pulses per selected terminal.

d. Pulse rise time - 1 microsecond.

e. Pulse width - 10 microseconds.

Progam the controller unit so it will dwell in a selected phase-120 volts

alternat¡ng-cu rrent ¡nput-

6. Apply the transient generator (output in accorda.nce with item
5i be-tween logic around and the connecting cable termination
of selected inpui/output terminals of the controller unit-
(Certain auxiiiary equipment may not comply with the
iequirements of this test at this time. Special test procedures
shóuld be used for auxiliary equipment).

A representative sampling of selected inpuVoutput term¡nations shall be

tested. The controller unit shall continue to dwell in the selected phase without
incidence of false calls or indications.

Prooram the controller unit to cvcle on minimum recall. Turn on
theiransient generator (output in accordance with item 5) apply
its output to the selected inpuvoutput term¡nat¡ons. The
controller unit shall continue to cycle without malfunction.

Set a transient generator to provide low-repetition high- energy
transients as follows:

a. Amplitude - 600 volts + 5 percent, both positive and
negative polarity.

b. Energy discharge source - capacitor, oil-f illed 10
microfarads.

c. Repetition rate-onedischargeeach l0seconds.

d. Pulse position - random acrosr 360 degrees of-line cycle.

Program the controller un¡t so it will dwell in a selected phase-
12O-volts alternating-current input from the variable- voltage
power transformer.

Discharqe the oil-filled '10 microfarad capacitor ten times for
each põlarity across the alternating-cuirent voltage input.
Repeai this tést for the condition of dwell for each phase of the
coñtroller unit. The controller unit shall continue to dwell in the
selected phase without incidence of false calls or indications.

Prooram the controller unit to cvcle on minimum recall.
Discñarge the capacitor ten times fór each polarity while the
controller is cycliñg on minimum recall, during which time the
controller unii shal-l cont¡nue to cycle without malfunction.

During the preceding transient tests (items 3 through 1l)Jþe
contrõller must continue its programmed functions. The
controller shall not skip intervals or phases when cycling;. place
false calls or produce false indications while in dwell; disrupt
normal sequences in any manner; or change timings.

Non-destruct Transient lmmunity :

a. Turn off the alternating-current power input to the test
unit from the variable-voltage power source.

b. Apply the following high-energy transient to the
aliêrñating-current voltãge input terminals of the
controller ui¡t (no other powãr connected to terminals):

'1. Amplitude - 1000 volts, both positive and negative
Polarity.

2. Peak power discharge-capacitor, oil-f illed, 15
microfarads.

7.

8.

11.

12.

13.

9.

10.



3. Repetition rate - applied to the controller assembly
once every 2 seconds for a maximum of threó
applications for each polarity.

c. Upon completion of the foregoing, apply 120 volts
alternating-current to the contrõller ãssembly and verifv
that the controller unit goes through its prescribed start-uó
sequence and cycles properly in accordance with the
programmed functions. The iirst operat¡on of the over-
current protective device during this test shall not be
considered a failure of the controller assembly.

Upon satisfactory completion of this test, reconnect the
surge protector and line filters and proceed to Test C.

14. Non-destruct Liohtninq Transient lmmunitv:

a. lnstall transient surge protectors and line filters to
alternating-current powei inputs.

b. Turn on the alte¡nating-cr¡rrent power ¡nput to the test
unit from the variable - voltage pówer source.

c. Apply the high-energy lightning transient as specified in
2.1.8.1 to the.alternating:currenl voltage input terminals
of the controller unit.

d. Upon completion of the foregoing, the unit shall not
suffer damãge with the exceptíon o? input fuses. Circuit
breakers can operate but not be damageä.

15. Non-destruct L¡qhtninq Transient lmmunatv for lnput-Output.

a. lnstall tran¡ient surge protectors and line filters to input-
outputs.

b. Turn on the altemat¡ng -current power input to the test
un¡t from the variable-v-oltage power source.

c. Apply- th-e-high-energy non-destruct lightning trans¡ent as
specified in 2.1.7.1 to the input-outpút p¡ns: Adiust the
open circuit voltage and short'ciréuit curíent as
appropriate for the input-output pin under test.

d. Upon completion of the forgoing, the unit shall not suffer
damage with the exceptioñ of-input fuses (if utilized).
Circuit breakers (if utilized) can operate but not be
damaged.

3.2.2 Transient lmmunity

The operation of the controller unit shall not be affected during operation
by the applicat¡on to any input or output terminal of pulses having a duration of
10 microseconds, a positive or negative amplitude of 300 volts, and a maximum
repetit¡on rate of I pulse per second, using a pulse source having an output
impedance of not less than r 000 ohms and not g reater than 1 0,000 ohms.

3.2.2.1 Non-Destruct Liohtninq Transients

The controller unit shall not be damaged with the application of the
trans¡ents specified in 2.1.7.1 to the input-output terminals of the controller
unit.

7 -2.6.5 Trans¡ents, Ac-Powered Units

Loop detector units using 120 volts ac 60-Hertz input power shall meet the
following requirements:

1. The detector unit shall withstand the high-repetition noise transients
as described in 2.1.6.1.

2- The detector.unit.shail withstand the row-repetition, high-energy
trans¡ents as described in 2.1.6.2.

3. The detector unit shall w¡thstand the nondestructive transient
described in 2-1.8

4. The detector_unit ac power inputs shall withstand the non-destruct
lightning w¡thstand tèsts of 2.î.8.t.

7.2.6.6 Transients, Dc-Powe¡ed Units

Loop detector units using 24-volt dc input power shall operate normally
when the test impulse described in 2.1.7 is applied as follows:

1. Between LOGIC GROUND and the + 24-volt dc power input- The test
set- up shown in Figure 7.3 shall be used for thiitest.

Across the output terminals of each channel while in both the detect
and nondetect condit¡on.

2.
-{\o
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The detecto¡ units shall withstand the non- destruct l¡9htn¡ng
withstand tests of 2.1.8.1 if dc power is supplied from a remote
power source located 100 feet-or greater from the control unit
cabinet.

Detector loop inputs are specifically excluded from this test.

7 .2.6.7 Transients, Loop Detector lnput Terminals

The detector shall be capable of w¡thstanding the following nondestructive

trans¡ent test:

1. The detector loop input terminals. with loop not connected, shall be
subjected to the nondestruct trans¡ent immunity test described in
2.1.8, exceptthatthe amplitude shall be 200 volts + 5 percent.

2. Each detector loop input terminal shall be subjected to one trans¡ent
pulse of each polarity between the loop terminal and chassis ground
with the other loop terminal ungrounded and repeated with the
other terminal connected to chassis ground as shown in Figure 7.4.
The test shall be performed with the detector operating from its
normal power source and with a 100 microhenry 10 percent coil
connected across the loop terminals of each channel.

Delete the following sentences:

The energy source shall be a capacitor of 0.05
microfarads * l - 5 percent.
The pushbutton shall be octivated for ot least 7

second for each ofthe eight conditions.

11.2.6.5 Transients, AC Powered Units

Loop detector units using 120 Vac 60 Hz input power shall meet the

following requirements:

1. The detector unit shall withstand the high-repetition no¡se transients
as described in 2.1.6.1.

2. The detector unit shall withstand the low-repetition high-energy
transients as described in 2.1 .6.2.

3. The detector unit shall withstand the non-destructive trans¡ent as
described in 2.1.8.

4- The detector unit ac power inputs shall withstand the non-destruct
lightning withstand tests of 2.1.8.1.

3.

VDC INPUT

CHASSIS
GROUND

ÎEST CONDITIONS:

l. Trrnsicnt tcær¡tor is dcscribcd in 2.1.7.
2. Thc inpt voltrgc shrll bc 24 t 2.J volts dc rr.æurcd rt tlr in¡tt

Errrinrl to thc loop dc¡cctor undcr test.
!. Th. dc powcr soürcc must bc crp¡blc of supplying ¡t lc¡st l(D

nillimpcrcs pcr chenæ!.
{. Whcn tcsting for thc rcvcrsc polrrity rnnsicnt. thc diod€ shown ¡h¡ll

bc revcrscd.

Fþurr 7-3
TEST OOI{FIGURATION
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TEST REPLACE I^TITH FIGURE 7_4(a) 
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TRANSIENT TEST CONFIGURATIONS

Figure 7-4(a). Modification to Loop lnput Terminal Transients Tests.

TESI
NUMBER

TEST SELECTOR
POSITION

POLARITY
SELECTOR

TESTED
INPUTS'

1

2
3
4
5
6
7
I

1

2
3
4
1

2
3
4

POSITIVE
POSITIVE
POSITIVE
POSITIVE

NEGATIVE
NEGATIVE
NEGAIIVE
NEGATIVE

DTOH
ETOH
DTOE
ETOO
DTOH
ETOH
OTOE
ETOD

Figurc 7-4
LOOP INPUT TERMINAL TRANSIENT ÎESTS

tThc prn dcsignelions shown are for a single channcl dctcctor. Similar tcsts shall be pcrformcd on
dl ch¡nncls of a multichannel dctcctor.

TRANSIENT GENERATOR

B X 20 Microseconds

5000 Volt Open-Circuit Voltoge

60 Amp Shori Circuit Current

NEGATIVE

æ
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11.2.6.6 Transients, DC Powered Unit

Loop detector units using 24 Vdc input power shall operate normally when
the test impulse described in 2.'l .7 is applied as follows:

1. Between LOGIC GROUND and the + 2|Vdcpower input. The test set-
up shown in Figure 11-3 shall be used forthistest.

2. Across the output terminals of each channel while in both the detect
and non-detect cond ¡tion.

3. Between LOGIC GROUND and the control inputs.

4. The detector units shall withstand the non- destruct lightning
withstand tests of 2.1.8.1 ¡f dc power is supplied from a-remoté
pqwer source located 100 feet or greater from the control unit
cabinet.

Detector loop inputs are specif ically excluded f rom this test.

11.2.6.7 Transients,Loop Detector lnput Terminals

The detector shall be capable of withstanding the following non-
destructive transient test:

1. The detector loop input term¡nals, with loop not connected shall be
subjected to the non-destruct trans¡ent immunity test described in
2.1.8. exceptthatthe amplitude shall be 200 volts + 5%.

2. Each detector loop input terminal shall be subjected to one transient
pulse of each polarity between the loop terminal and chassis ground
with the other loop term¡nal ungrounded and repeated with the
other terminal connected to chassis ground as shown in Fiqure 1 1-4.

Delete the following sentences:

The test shall be performed with the detector operating from
its normal power source o.nd with a 100 microlienry *7- 20Vo
coil connected across the loop termínals ofeoch channel

The energy source shøII be a capacitor of 0.05 microfarads
*/- 57o connected inaccordance withFigure 11 4. f
The uoltoge on the capacitor shall be adjusted to 3000 uolts
*/- 57o.
The pushbutton shall be o.ctiuated for at least one second for
each of the eight cond.itions.

1O MILLIHENRIES
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\r.OC TEST

POWER

SOURCE

oEfEcroR
UNOER

fEST
7l

ocrc / t
iROUND

. TRANSIENT

TRANSIENT

GENERATOR

VDC INPUT

CHASSIS

GROUND

TEST CONDITIONS:

l. Transicnt tencrator is dcscribcd in 2.1.7.
2. Thc input voløgc shall bc 24 t 2.5 volts dc mcasured at thc input

tcrminal to thc loop dctcctor undcr tcst.
3. Ttrc dc froser source must bc capablc of supplying at least lm

mrlliampcres pcr channcl.
4. Whcn testing for thc rcversc polarity transrcnt. thc diode shown shall

bc rcvcrscd.

Flgurc 11-3
TEST CONFIGURATION
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TEST SELECTOR
SWITCH

I

FIGiIRE 11-4 (a)

TRANSITNT GENERATOR

3000 Volt 0pen-Circuíl Voltoge

100 Amp Shorl-Circuil Current

(See Toble A-1 for Additionol
Woveshope Chorocteristics)

Figu re 1 1 -4(a). Modification to Loop rnput Terminar rransient Tests.

TRANSIENT TEST CONFIGURATIONS

TEST
NUMBER

IEST SELECTOR
POSlltON

POLARITY
SELECIOR

TESTED
INPUTS'

1

2
3
4
5
6
7
I

f
2
3
4
1

2
3
4

POSTTTvE
POSITIVE
POSITIVE
POSITIVE

NEGATIVE
NEGATIVE
NEGATIVE
NEGATIVE

DTOH
ETOH
DTOE
ETOD
DTOH
ETOH
DTOE
ETOD

tThc pin dcsignrlions shown arc for a singlc channcl dctccror. Similar tcsts shall bc pcrfornrcd on ¿ll chrnncls
of ¡ muhich¡nrrl dctcc¡or.

Flgurc 1f -rl
LOOP IT{PUT TERilINAL TRANSIENT TESTS æ
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13.2.2 Transient lmmunity

The operation of the controller unit shall not be affected during operation

by the applicat¡on to any input or output terminal of pulses of 10 microseconds

duration, 300-volt positive or negative amplitude. and with a maximum
repetition rate of 1 pulse per second. For purposes of this requirement, a pulse

source having an output impedance of not less than 1 000 ohms, nor greaterthan

10,000 ohms, shall be used.

'13.2.2.1 Non-destruct Liqhtninq Transients

The controller unit shall not be damaged with the application of the
transients specified in 2.1.7.1 to the input-output terminals of the controlle¡
unit.
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