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BLOCKCHAIN: AN ENABLER (OF TRUST)

for decentralisation, disintermediation

Information can be 

encrypted and every 

occurrence recorded; 

it cannot be altered.

Creating trust between 

un-trusted parties

It keeps a record of all 

transactions taking 

place on a peer-to-

peer network.

Creating a chain of 

custody

Used for transfer of 

currency; contracts, 

records etc.

Allowing programmable, 

immediate, flexible, 

transfer of ownership

Information can be 

shared across multiple 

providers while 

guaranteeing

consistency of data.

Creating shared 

control of data
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BLOCKCHAIN ECOSYSTEM

Tension between private & public models 

Private / PermissionedPublic Blockchain

Hyperledger

Bitcoin

Ripple

Ethereum
(public) Ethereum

(private)

Multichain
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Sharing operational data



SITA RISKS & OPPORTUNITIES

Continue focused SITA Lab research
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FLIGHT CHAIN – 2017

• Flight Chain is a multi-enterprise 

application implementation of a flight 

operating database

• Each airline & airport writes flight status 

to the blockchain Smart Contract

• The Smart Contract manages rules 

about who can update what data and 

how to manage conflicting data

• The end result is a single version of the 

truth shared by all participants





FLIGHT CHAIN –

New questions arise in a multi-enterprise application 

environment.

• Who defines, agrees & signs off on the rules of the smart contract?

• Who updates the smart contract across the network?

• If everyone is contributing partial data, who ‘owns’ the data?

• Who is accountable for 99.999 uptime?

• Who is responsible for & accountable for network security?

• What happens if one entity adds illegal data?



FLIGHT CHAIN – 2020

• Flight Chain is a multi-enterprise 

application implementation of a flight 

operating database

• Each airline & airport writes flight status 

to the blockchain Smart Contract

• The Smart Contract manages rules 

about who can update what data and 

how to manage conflicting data

• The end result is a single version of the 

truth shared by all participants



Self-Sovereign Identity



Background – Roles in Self Sovereign Identity
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Issues 

Digital Credential

Presents ID as 

proof Verifies 

Digital Identity

Issuer Holder Verifier

Traveller
• Stores credentials in their digital 

wallet. 

Identity Issuing Authority
• Government Passport
• Covid-19 Test Result

• Library Card

Airline / Exit Border Control / Entry Border 
Control
• Relies upon the identity assertion of the 

Traveller to provide services
• Verifies authenticity of proof against issuers’ 

public key or DID

Sovrin.org blockchain (public key registry)

Digitally Signed Data
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• Will Governments accept this model? Are 
they willing to trust the Issuer / Wallet 
holder? 

• Current model is worse off: based on signatures 
and rubber stamps

• Data is validated against the credential issuer(s)

• Govt can decide which health providers to trust, 
and which not to

• Puts passengers in control of data 
(privacy)

• Data is digitally signed by the issuer

• Passenger cannot modify the data

• Passenger presents data that is required for 
assertion. Non-relevant data is kept private


