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CHAPTER 1:  FIGURE 1:  
Risk Management Spectrum

Adapted from Vulnerability Assessment of Physical Protection Systems –

 

Mary Lynn Garcia Sandia National Laboratories
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CHAPTER 1:  FIGURE 2:  Risk Equation
Source: Volpe Risk Assessment and Prioritization, Volpe Journal 2003
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THREAT ASSESSMENT

CHAPTER 1: TABLE 1: Evacuation 

 
Distance Threat & Explosive Mass  

 
Cropped and Adapted from Improvised Explosive Device Safe 

 

Standoff Distance Cheat Sheet, NGIC, US Army (Unclassified)
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CATEGORY A and  CATEGORY B ‐

 

BIOLOGICAL THREAT AGENTS 

CHAPTER 1: TABLE 4:  Onset, Health Impacts, and Treatments
Source:  Biological Attack Human Pathogens, Biotoxins, and Agricultural Threats, National Academy of Sciences 2005 
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CHAPTER 1:  FIGURE 4:     Security 

 
Countermeasures by Type of Adversary 

 
Source:  Security Design Considerations, Federal Transit Administration 

 

2004



SECURITY SURVEYS

9



“The security plan 
directs personnel 
towards prevention and 
mitigation of the effects 
of security incidents by 
integrating those 
approaches that have 
proven to be effective 
into the operating 
environment.”
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CHAPTER 2:  FIGURE 7:  
Security Plan Benefits



ELEMENTS OF A 
SECURITY PLAN
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CHAPTER 2:  FIGURE 8:  Hazard and Security 
Plan Development  Source:  TCRP Report 86 Volume 10, Public 
Transportation Security Hazard and Security Plan Workshop 2006
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CHAPTER 2:  FIGURE 12:
Fuel Depot Layered Security



INTEGRATED 
SYSTEM 
SECURITY
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Chapter 2:  FIGURE  13:
System Engineering
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SECURITY COUNTERMEASURES
 

SIGNS 

CHAPTER 3:  FIGURE 16:
Security Signs  

Source http://www.safetysign.com
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SECURITY 

COUNTERMEASURES

FENCING

CHAPTER 3:  Figure 18:
Truck Striking Barrier  

Source FEMA 430, Building, Site and Layout Design Guidance to 

 

Mitigate Potential Terrorist Attacks, 2007
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CHAPTER 3:  FIGURE 23 AND 24:
Mobile Wedge Barrier

Source FEMA 430, Building, Site and Layout Design Guidance to Mitigate Potential Terrorist Attacks, 2007
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SECURITY COUNTERMEASURES

 PROTECTIVE LIGHTING

CHAPTER 3:  TABLE 9:
Lamp Type, Life and Efficiency

Source  Adapted from NFPA 730 Guide for Premises Security, 2006
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CHAPTER 3:  FIGURE 28:
Cipher Access Control Barrier

Source SAVER Summary, Handbook of Access Control Technologies, 
2005 

CHAPTER 3:  FIGURE 29:
Token-based Drop Arm Barrier 

System
Source SAVER Summary, Handbook of Access Control 

Technologies, 2005 
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CHAPTER 3:  FIGURE 30:  
Biometric Technologies Including Iris Recognition, Fingerprint 
Identification, Voice Recognition and Palm Print Identification

Source:  Adapted from National Science and Technology Council (NSTC) Subcommittee on Biometrics 
http://www.biometricscatalog.org/NSTCSubcommittee) 
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SECURITY
 AW
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CHAPTER 4:  FIGURE 39:  
FBI Advisory 

Source: Federal Bureau of Investigation
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SECURITY TRAINING

CHAPTER 4:  FIGURES 41 and 42:  Security 
Exercise Types by Planning/Training 
Requirements  Source:  DHS Homeland Security Exercise and 
Evaluation Program Guidance Documents (HSEEP Vol# I, II, III, IV, and V)
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INFRASTRUCTURE PROTECTION

 BUILDING SECURITY STANDARDS

29



BRID
GES AND TU

NNELS

While the infrastructure of 
the entire route is an 
important part of 
transportation agency 
security planning, bridges 
and tunnels by virtue of their 
engineering, placement or 
cost often are among the 
most critical assets of the 
agency. 
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CHAPTER 5:  FIGURE 47:  
Transportation Tunnel Types 

Source: NCHRP Report 525: Volume 12 –

 

Making Transportation Tunnels Safe 
and Secure, 2006



INFRASTRUCTURE PROTECTION
 ROLLING STOCK AND VEHICLES
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HOMELAND SECURITY
 LAWS AND STATUTES
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CHAPTER 6:  FIGURE 50:  
Transportation Security Administration 
Organization Chart, March 20, 2008                              

Source:  www.dhs.gov



HOMELAND 
SECURITY

33CHAPTER 6:  FIGURE 53:  Categories of the NPA 
Source: Department of Homeland Security in the 2007 Transit Security Grant Program 
(TSGP) 



HOMELAND 
SECURITY

34CHAPTER 6:  FIGURE 54:  Emergency Support Functions
Source:  Adapted from National Response Framework (NRF), National Infrastructure 

Response Plan (NIPP), Jan 2008)



HOMELAND 
SECURITY
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Transportation Sector Specific Plan 

 
(TSSP)

CHAPTER 6:  FIGURE 58:   Transportation Sector Modal 
Annexes of the TSSP  Source: Adapted from Transportation Systems Critical 
Infrastructure and Key Resources Sector-Specific Plan, 2007
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APPENDIX C APPENDIX D
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CBS Central Broadcasting System
CBWNP Chemical and biological weapons nonproliferation 

program
CC Cable Car
CCA Contamination Control Area
CCB Construction Criteria Base
CCE Certified Cost Engineer
CCP Casualty Collection Point
CCRF Commissioned Corps Readiness Force (part of PHS)
CCTV Closed Circuit Television
CCV Characteristics and Common Vulnerabilities
CCVE Closed-Circuit Video Equipment
CDC Centers for Disease Control and Prevention (part of HHS)
CDISS Centre for Defense and International Security Studies
CDL Commercial Drivers License
CDLIS Commercial Driver’s License Information System
CDP Center For Domestic Preparedness
CDRG Catastrophic Disaster Response Group
CEMP Certified Emergency Management Plan
CEO Chief Executive Officer
CEQ Council on Environmental Quality
CERC Crisis and Emergency Risk Communications
CESB Council of Engineering and Scientific Specialty Boards
CFDA Catalog of Federal Domestic Assistance
CFR Code of Federal Regulations 
CFSAN Center for Food Safety and Applied Nutrition (part of FDA)
CG Phosgene
CI/KR Critical Infrastructure/Key Resource
CIA Central Intelligence Agency
CIAO Critical Infrastructure Assurance Office
CIBADS Canadian Integrated Biological Agent Detection System
CIP Critical Infrastructure Protection
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