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20-59(28) IS AN
INTRODUCTORY REFERENCE
DOCUMENT

The objective of this
projectis to provide
transportation
managers and
employees with an
introductory-level
reference documentto
enhance their working
knowledge of security
concepts, guidelines,
definitions, and

standards.
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CHAPTER 1: FIGURE 1:
Risk Management Spectrum

Adapted from Vulnerability Assessment of Physical Protection Systems -
Mary Lynn Garcia Sandia National Laboratories @



Risk Assessment

*Threat

Assessment

*Vulnerability Assessment

«Consequence Assessment

RISK | .
CHAPTER 1: FIGURE 2: Risk Equation

R E D U CTI O N Source: Volpe Risk Assessment and Prioritization, Volpe Journal 2003 @
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CATEGORY A and CATEGORY B - BIOLOGICAL THREAT AGENTS

Table 2. Onset, Health Impacts, and Treatments for Some Agents of Concern

mm?_mm!m_ = Incubation period* Symploms
HIGH THREAT AGENTS (CATEGDRY A) B =
Anthrax (Baclius anthracis) typically 1-6 days, Faver, cough, profound sweats
{inhalational but up to 42 malalse, fatigue, myalglaus
Plague (Yersinia pestis) 1-7 days Fever, cough, shortness of breat™
T e ; (usually 2-3 days) s0re I!'l'wh
Tularemla (rancisela tularensis)  1-21 days (avg 3-6) @@@@
Marburg (Viral hemorrhagic fever) 4-21 days @@@
i %.e ..mumn-lu
Ebola (Viral hemorrhagic fever) M@ _. wnset, Tever, headache,
~uiowed by vomiting and diarrhea,
(Oj & rash, generalized bleeding In severe cases
j @ vy 12) Fever, aches, after
@@ 2-4 days rash appears
12 hours—5 days Muscle paratyzing liiness
mm .« AGENTS (SELECTED CATEGORY B AGENTS)
Cholera mm 4 hours—5 days Sudden onset of voluminous
{usually 2-3 days) watery diarrthea, vomiting,
cramps, dehydration
Pneumonia with or without blood polsoning,

Glanders (Burkholderda mallal) 1-14 days via asrosol
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w/Barbed w/intrusion
Wire Outrigger Detection and/or

CHAPTER 1: FIGURE 4: Security
Countermeasures by Type of Adversary

Source: Security Design Considerations, Federal Transit Administration
2004



SECURITY SURVEYS

v “The surveyis a fact gathering question based

process that uses various data collection tools to

obtain necessary information about the
characteristics of the organization, its systems and
operations, and the consequences to the organization
that would result from a successful attack against
identified threattargets.”

v “The efficacy of this report will be determined
primarily by the comprehensiveness and derivation of
facts and opinions produced by the conduct of
interviews, examinations, observations, analysis and
investigations.”



N EFITS Establishes acticn steps for Promotes understanding of
employees in response to | the issues involved during a

C U R ITY an incident crisis

Identifies training Defines resource
PLAN requirements requirements for staffing

and equipment

Security Plan

dentifies information || Promotes a sense of
requirements for security ownership and buy-in by
incidents employees

Ensures a clear division of || “oordinates the activity of
tasks and responsibility differentdepartments and
functions

CHAPTER 2: FIGURE 7:

Security Plan Benefits



ELEMENTS OF A
SECURITY PLAN

Hazard and Security Plan Development

Establish Policies

Purposs

What does the
JL HSP do?

Situations

When is HSP

L

! Usad?

Statements of
Belief
Limitations

What can ha
Assumad?

Organization, Roles and
Responsibilities

Countermeasures &
Slralegies

Responsibilities

Preventon

]

Mitigation

Preparedness

Response

Recovery

Plan

Maintenance

Review and
Changes

7

Distribution

CHAPTER 2: FIGURE 8: Hazard and Security

Plan Deve|0pment Source: TCRP Report 86 Volume 10, Public
Transportation Security Hazard and Security Plan Workshop 2006



CHAPTER 2: FIGURE 12:
Fuel Depot Layered Security
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SECURITY COUNTERMEASURES
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SECURITY COUNTERMEASURES _Q

PROTECTIVE LIGHTING )
/)]
cur Type of Lamp Lamp Life Lamp
P i Efficiency
- ive lig!

Pro‘;ﬁﬁt requires thﬂrye%fl‘_latthe Incandescent 500 - 4000 17 - 22
plagful studyt S;Jan‘l are hours Lumens
Ca%efits of thé proﬁcular .. dual Per Watt
be imized. 1N parts  should b€ | Fluorescent 9,000 - 67 - 100
maX| ts of lighting ration 0

se aspe otentiﬂl'"teg- " 17,000 Lumens

amined for P nspor‘tﬂtlo hours Per Watt
ﬁ:to mai“Stream vice versa the |
ions. ANY T, nc

perations licability of agé |dyb8 Mercury 24,000+ 31-63
SE}GUI'It pp’! ations S DLt g Vapor hours Lumens
lightin f%lger tional planm’ Per Watt
factored 't making” Metal Halide 6,000 hours 80 - 115
and decls Lumens

Per Watt
High 24,000 80 - 140 |
Pressure hours Lumens
Sodium PerWa@



Security Countermeasures
ALARM SYSTEMS







Security Countermeasures

ACCESS CONTROL SYSTEMS
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TRANSPORTATION SECURITY FORCE
PLANNING FLOW CHART

“Security personnel bring the
capacity to perceive the true
nature of a threat and to
recognize on-going aggressor
tactics. When adequately

Review Decivion

armed or reinforced they can
repel or overcome the use of , ==
deadly force by responding _ s
with equal or greater forceto | Yes M_ml
neutralize the threat or activity. Frsk Secuny
This factor alone is .
predominatingin both the '. Duin
homeland security and public @ = E{.;"f;‘:{
safety context. Absent a '. ”?’-a‘.;,:‘:n:if
response force aggressorsor =
criminals would quickly I‘. S
disregard other security '| Trompornon
countermeasures as ', et Foee Uased
irrelevant.” '.I
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SECURITY TRAINING

Full-Scale Exercises

Functional Exercises

Tablelops

Workshops

cﬂpﬂ.hlllt,

Planning/Tralning

B viscussionBased [ Operations-Based

uUtility / Purpose

Discussicon-
Based
Exercises

Familiarize players with current plans,
policies, agreaments, and procedures;
develop new plans, policies,
agreements, and procedures

Seminar

Provide overview of new or current
plans, resources, strategies,
concepts or ideas

Workshop Achieve specific goal or build product
(e.g.. exercise objectives, S0Ps,
policies, plans)

Tabletop Validate plans and procedures by

Exercise utilizing a hypothetical scenario to

(TTX) drive participant discussions

Game Explore decision-making process
and examine conseguences of
those decisions

Operations- | Validate plans, policies, agreements,

Based and procedures; clarify roles and

Exercises responsibilities; identify resource
Eaps

Drill Validate a single operation or

function of am agency

Functional
Exercise
(FE)

Evaluate capabilities, functions, plans,
and staffs of Incident Command,
Unified Command, intelligence centers,
or other multi-agency coordination
centers {(e.g.. EOCSs)

Full-Scale
Exercise
(FSE)

Validate plans, policies, procedures,
and cooperative agreements developed
in previous exercises through their
actual implementation and execution
during a simulated scenario; includes
actual mobilization of resources,

conduct of operations, and integrated
elements of functional exercise play

(e.g.. EOCs, command posts)
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PROTECTION
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3. Vulnerability Assessment of Federal Facilities, DOJ 1995

2 ISC Security Design Criteria for New Federal Office Buildings and Major Modernization
Projects, ISC May 2001

3. ISC Security Standards for Leased Space, ISC 2004
<. GSA Lease Security Standards, GSA November 2005

5. Standard Guide for Developing a Cost-Effective Risk Mitigation Plan for New and Existing
Constructed Facilities: E 2506 - 06 ASTM Committee on Standards, Copyright© 2006
ASTM International www.astm.org

6. GSA Facilities Standards for the Public Buildings Service General Services
Administration March 2005 http://www.gsa.gov

i DoD Minimum Antiterrorism Standards for Buildings (Unified Facilities Criteria UFC 4-
010-01) Department of Defense October 2003
www.wbdg.org/ccb/DOD/UFC/ufc_4 010 O1.pdf

8. DoD Security Engineering Facilities Planning Manual (Draft) UFC 4-020-01 Department
of Defense March 2006 www.wbdg.org/ndbm/DesignGuid/pdf/Final%20Draft UFC 4-
020-01.pdf




While the infrastructure of
the entire route is an
important part of
transportation agency
security planning, bridges
and tunnels by virtue of their
engineering, placement or
cost often are among the
most critical assets of the
agency.

Description

Tiube Tunnel

L]
L]

Employed 1o raverss a water body
Preconstructed sections are placed in a pre-
axcavabed trénch and connected

Typical materials include stedl and concrate
immersed tunnel sections

After placement, tunnel ls covered with soil

Cover Tunnel

& In urban areas

o Excavated from the surlaocs, then constructad in

place and backdill placed 10 bury structure
For subway line structures, subway stations, and
subsurface highway structurés

Typlcally concrete cast-in-place or precast
sactions
Stesl framing and concrete fil

Mined Tunnel

In urban or remote kocations in land, on
mountaing, of through water bodies
Bored using a varisty of techniquas
Supported by initlal and final suppont systems
Soft ground or reck tunneling

Struzture may have various liner systems,
including rock reinforcement, shotcrete, steel ribs
and lattios | Precast concrete sagment,
mhﬁm.mmdmm

7 N\
I'I. { \
! |
| i
% - 7,

\1\ # L:'r

o

Tiunnel

+ In urban areas

+ Created when a structure is built over a roadway

of trainway using the roadway's of trainway's alr

rights

The limits that an air-rights structuré imposes on
the emergency aocéssibility and function of the
roadway of rainway that i lxcated beneath the
structure should be asesased

CHAPTER 5: FIGURE 47:

Transportation Tunnel Types
Source: NCHRP Report 525: Volume 12 - Making Transportation Tunnels Saf

and Secure, 2006




INFRASTRUCTURE PROTECTION
ROLLING STOCK AND VEHICLES




TRANSPORTATION SECURITY ADMINISTRATION
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&viation Transportation Security Act (ATSA}
- Hemeland Boourity Aol (HEA|
Imteligence Reform and Terrorism Prevention Act (IRTPA)
Naritme Transponation Security Act (MT15A)
SAFE Portl Acl
LSA PATRIOT Act

Nanagemeant of Domesltic Incidents (HSFD-5)
FRESIDENTIAL Critical Infrastructure (HSPD-7)
DIRECTIVES r National Preparedness (HSPFD-8)
Maritime Security Policy (NSPD41/HSPC-13)

National Preparedness Goal

Mational Security Strotogy

National Strategy jor Combating Terrorism

Mational Strategy for Homeland Security

hational Strategy lor the Physical Protection of Critical
NATIONAL Infrastructure and Key Asaels

CTRATECIES Cepartment of Homeland Security Strategic Plan 2004

hational Strategy for Maritime Sacurity

Mational Strategy for Tranaportetion Security

hational Intelligence Strategy

kational Strategy to Secure Cyborspace

" YYNYY

r
»
i
F
F

National Incident Management Systemn (NIMS)

hational Response Plan (MRP)

MNational Infrastructure Protection Plan (NIPP)

National Maritime 3ecurity Plan (NM3P)

Aroa Maritimoe Security Plans (AMSP)

State/Urban Area Homeland Security Strateges
Ragenal Transit Secunty Strategies (RTSS)

hational Plan for Research & Development in Support of
Critical Infrastructure Protection

STRATEGIC
PLANS

" Y YYYNYY

SECTOR
SPECIFIC Transportation Sector Specific Flan
PLANS r 16 Other Sector Speocific Plana

CHAPTER 6: FIGURE 53: Categories of the NP

Source: Department of Homeland Security in the 2007 Transit Security Grant Progrars
(TSGP)




ESF # Function

4 Transportation

Communications

Public Works and Engineering

Emergency Management

2
3
4 Firefighting
5
6

Mass Care, Emergency Assistance, Housing,
and Human Services

7 Logistics Management and Resource
Support

8 Public Health and Medical Services

Search and Rescue

10 Oil and Hazardous Materials Response

sl Agriculture and Natural Resources

12 Energy
13 Public Safety and Security
14 Lung—Term Cummunity RECGVEW

CHAPTER 6: FIGURE 54: Emergency Support Functions
Source: Adapted from National Response Framework (NRF), National Infrastructure

Response Plan (NIPP), Jan 2008)




CHAPTER 6: FIGURE 58: Transportation Sector Modal
Annexes of the TSSP source: Adapted from Transportation Systems Critical

Infrastructure and Key Resources Sector-Specific Plan, 2007




APPENDIX A
APP
ENDIX B



Overview of the Appendices
APPENDIX C APPENDIX D

entral Broadcasting System
hemical and biological weapons nonproliferation
program
able Car
ontamination Control Area
onstruction Criteria Base
ertified Cost Engineer
asualty Collection Point
ommissioned Corps Readiness Force (part of PHS)
losed Circuit Television
haracteristics and Common Vulnerabilities
losed-Circuit Video Equipment
enters for Disease Control and Prevention (part of HHS)
entre for Defense and International Security Studies
ommercial Drivers License
ommercial Driver's License Information System
enter For Domestic Preparedness
atastrophic Disaster Response Group
ertified Emergency Management Plan
CEO hief Executive Officer
CEQ ouncil on Environmental Quality
CERC risis and Emergency Risk Communications
CESB ouncil of Engineering and Scientific Specialty Boards
CFDA atalog of Federal Domestic Assistance
CFR Code of Federal Regulations

enter for Food Safety and Applied Nutrition (p: f FDA)
adian Integrated Biological Agent Detection
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