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Today’s Learning Objectives

* Examine how biometrics have evolved, how the technology
is used today, and potential benefits for airports during
pandemic recovery

* QOutline the legal and privacy considerations related to the
collection and use of biometrics
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American Association of Airport Executives (AAAE)

1.0 Continuing Education Units (CEUs)
are available to Accredited Airport Executives (A.A.E.)

Report your CEUs:
www.aaae.org/ceu
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http://www.aaae.org/ceu

Questions and Answers

File View Help @&~ _Ooex

- | * Audio

Sound Check mll 7

Please type your questions into your webinar . |
control panel O Phone.cal
&
Microphone (USE Audic Device) \

We will read your questions out loud, and s
answer as many as time allows

[Enter a question for staff]

#TRBwebinar

Updating Webinar Images
Webinar ID: 922-070-995

&8 GoloVWebinar

N hT I D N ﬂ L ':_;-':PP:-F';I

ACADEMIES s

(=8| TRANSPORTATION RESEARCH BOARD




Frank Barich

Barich, Inc.

= President, Barich, Inc.

= Chair of ACRP Project 03-55 Panel, Airport
Biometrics--A Primer

= 30 years in Aviation Consulting
= Afocus on Innovations and Passenger Services

= Leads the Company’s Business Development
Effort

Moderator
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ACRP is an Industry-Driven Program
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Managed by TRB and sponsored by the
Federal Aviation Administration (FAA).

Seeks out the latest issues facing the
airport industry.

Conducts research to find solutions.
Publishes and disseminates research

results through free publications and
webinars.
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ACRP Report 233 Project Panel

Meszarch Program

Research Report 233
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Frank Barich, Barich Inc., Panel Chairman

Michael Hardin, U.S. DHS

Dwayne Malcolm, Broward County Aviation Department
Daver Malik, Phoenix Sky Harbor International Airport
John Newsome, Consultant

Johanna Zmud, Texas A&M Transportation Institute
Barbara Kostuk, Airlines for America Liaison

Aneil Patel, ACI-NA Liaison

Theresia Schatz, ACRP Senior Program Officer
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Today’s Speakers

Solomon Wong

solomon.wong@intervistas.com

Inter VISTAS

Ellen McClain

ellen.mcclain@intervistas.com

Inter VISTAS

#TRBwebinar

Roeland Visser
roeland.visser@intervistas.com

Inter VISTAS


mailto:roeland.visser@intervistas.com
mailto:ellen.mcclain@intervistas.com
mailto:solomon.wong@intervistas.com

»- Main trends impacting adoption of biometrics

- Enabling a touchless environment by unique value creation

»- What is the legal landscape federally, among states and globally?

- Increasing concerns about privacy, cybersecurity and mis-use of personal data
- Benefits of biometrics at airports

= Biometrics in 2022 and 2023: what to look out for?
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Identity Management Accelerated

Key Pandemic Response & Innovation
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Solutions are Not Just Airports

Consumer Biometrics Reaching Maturity
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Interoperability is Key
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Basic Concepts
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Airport Use Cases

v Reduce stepsigueLes

+ Potencial for greater
space/stzfing capacity

v Supportive of social
distanding requiraments
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special services handling

X
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Airport Use Cases

¢ Reduce steps/queues

¢ Potential for greater
space/staffing capacity

® Supportive of social
distancing requirements
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User-Centric
Experience

¢ Tailoring customer service to
the individual guest

¢ Great potential for language
special services handling

Fraud/Risk
Management

e |dentity fraud is a major cost to
government/industry

¢ Biometrics can reduce the
potential for loss and reduce
risks of fraud
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Enabling a touchless environment by unique value creation

W
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Touchless, Expedited and Seamless Journeys
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Unique biometric qualities, stored safely
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Legal Landscape

) Legal Considerations

=~ Constitutional, Federal, and State Law
> Trends

> Pitfalls and Penalties

> Global Initiatives

=~ Best Practices
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State Laws

19 states 50 states
regulate the collection and use of facial recognition data require entities to notify residents of a data breach

35 states Handful
require destruction or inaccessibility of personal information no prohibit state and local agencies from collecting, using and
longer of use or after a specified period of time retaining biometric data
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States Regulating Commercial Use of Biometric Data
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GDPR Requirements

0 1 Explicit consent (or another exception applies)
02 Notification of a breach

03 Right to access data

04 Right to withdraw consent at any time

05 Right of portability, i.e., to update data and use
06 Use of privacy by design

07 Certain companies must have Data Protection Officers
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= Proliferation of state laws

- Congressional legislation on biometric data and protection of privacy
- Judicial decisions related to heightened or pervasive technology

- Global consensus on privacy
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Best Practices

- Include privacy and security protections
= Limit the scope of collection
- Clearly communicate policies

- Provide reasonable accommodation required by law such as for religious reasons or Americans with

Disabilities Act
- Identify and address union issues

- Meet with those raising privacy concerns
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Cyber and Privacy Breaches

Mass Surveillance Cannot be Confused with Typical Airport Use Cases
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Benefits of Biometrics at Airports

- Touchless identity verification

- Safety and security:

- Seamless passenger journey

- Faster processing due to automatization of processes
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Check-in and bag-drop

SELF-SERVICE BAG DROP
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Boarding gates

AUTOMATED PODIUM

s
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Border processes

IMMIGRATION BOOTH

AUTOMATED E-GATES
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Grab-and-go retail, lounge access, F&B...
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Biometrics in 2022 and 2023: what to look out for?
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Biometrics in 2022 and 2023: what to look out for?
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Imtegrated and
multi-stakeholder biometrics

Digital Trans-
parency & Privacy

KEY BIDMETRICS TRENDS
Eraeed o wrlensive
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Biometrics in 2022 and 2023: what to look out for?

Integrated and
multi-stakeholder biometrics

Leveraging

Smartphones Digital Trans-

parency & Privacy

KEY BIOMETRICS TRENDS

5 Based on extensive 2

interviews with deployments
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Biometrics in 2022 and 2023: what to look out for?
— C@ .

Digital Trans-
parency & Privacy

KEY BIOMETRICS TRENDS

Based on extensive

interviews with deployments

and case study analyses, five
emerging trends are
noteworthy for the evolution
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Biometrics in 2022 and 2023: what to look out for?

of biometrics.

N

~N

Identity Verification
Solutions
(not Mass Surveillance)

ally in an age of COVID-19 recovery, there
is the need for common, inter-operable
standards to be supported worldwide.
Rooted on work for the ICAO Digital
Travel Credential and existing

initiatives like IATA One ID.
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Biometrics in 2022 and 2023: what to look out for?

of biometrics.

N

Identity Verification

/pe\

- Solutions

(not Mass Surveillance)

Especially in an age of COVID-19 recovery, there
is the need for common, inter-operable
standards to be supported worldwide.

Rooted on work for the ICAO Digital

Travel Credential and existing

initiatives like IATA One ID.
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Biometrics in 2022 and 2023: what to look out for?

Leveraging
Smartphones Digital

paren

KEY BIOMETRICS TRENDS

Based on extensive
interviews with deployments

and case study analyses, five

emerging trends are
noteworthy for the evolution
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Biometrics in 2022 and 2023: what to look out for?

Integrated and
multi-stakeholder biometrics

Digital Trans-
parency & Privacy

KEY BIDMETRICS TRENDS
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Focus: Retum on Investment

Integrated and
multi-stakeholder biometrics

Digital Trans-
parency & Privacy

KEY BIOMETRICS TRENDS
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Time Savings
Staffing Savings (to airlines)

Stakeholder Involvement

Space Savings

Low
Low
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Low
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Focus: Retum on Investment

Integrated and
multi-stakeholder biometrics

Digital Trans-
parency & Privacy

KEY BIOMETRICS TRENDS
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Time Savings
Staffing Savings (to airlines)

Stakeholder Involvement

Space Savings

Low
Low
High

Low

Civeme

High
High
Low

High

hA~bil~




FOR ADDITIONAL INFORMATION
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Solomon Wong InterVIS TAS

solomon.wong@intervistas.com L ————
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Ellen McClain
ellen.mcclain@intervistas.com

Roeland Visser
roeland.visser@intervistas.com
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Other Events for You:

ACRP Webinar
July 26, 2022
Strings Attached—Permissible Uses of
Airport Property and Revenue

September 19-21, 2022

Conference on Scenario Planning in Transportation

https://www.nationalacademies.org/trb/events
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https://www.nationalacademies.org/trb/events
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TRB Weekl

Subscribe to the newsletter for the most recent
TRB news & research:

https://bit.ly/Resubscribe TRBWeekly
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https://bit.ly/ResubscribeTRBWeekly

Get involved with TRB

Receive emails about upcoming webinars:
https://mailchi.mp/nas.edu/trbwebinars

Find upcoming conferences: https://www.nationalacademies.org/trb/events

9 @NASEMTRB

K] @enASEMTRB

m Transportation Research Board
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https://mailchi.mp/nas.edu/trbwebinars
https://www.nationalacademies.org/trb/events
https://www.linkedin.com/company/transportation-research-board-of-the-national-academies/
https://www.linkedin.com/company/transportation-research-board-of-the-national-academies/
https://twitter.com/nasemtrb
https://twitter.com/nasemtrb
https://www.facebook.com/NASEMTRB/
https://www.facebook.com/NASEMTRB/

Get Involved with TRB

Be a Friend of a Committee bit.ly/TRBcommittees
= Networking opportunities
= May provide a path to Standing Committee membership

Join a Standing Committee bit.ly/TRBstandingcommittee

Work with CRP https://bit.ly/TRB-crp

Update your information www.mytrb.org

Getting involved is free!
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TRB’s Podcast!

Have you heard TRB’s Transportation

Explorers? \
Listen on our website or subscribe TRB‘S
wherever you listen to podcasts! Transp ion

Explorers
#TRBExplorers
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https://www.nap.edu/trb/podcasts/

Get involved with ACRP

1. Join the ACRP
IdeaHub
community

2. Volunteer for
a project panel

3. Prepare a Visit us online:
ey research
ACRP S proposal WWWtrborQ/ACRP

4, Answer an
ACRP survey

9. Apply the
research
results

NATIONAL &

ACADEMIES & AC RP corenm

(=8| TRANSPORTATION RESEARCH BOARD



http://www.trb.org/ACRP

Other Ways to Participate

|
CACRP

AMBASSADOR

B~

ACRP

CHAMPION

ACRP

IMPACTS ON PRACTICE
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Become an Ambassador. Ambassadors represent ACRP at
events and conferences across the country!

Sponsor or become an ACRP Champion. The champion
program is designed to help early- to mid-career, young
professionals grow and excel within the airport industry.

Visit ACRP’s Impacts on Practice webpage to submit leads
on how ACRP’s research is being applied at any airport.

Visit us online:
www.trb.org/ACRP



http://www.trb.org/ACRP/ACRP.aspx

Other ACRP Research on Today’s Topic

Research Report 30: Reference Guide on Understanding Common Use at Airports
Research Report 136: /mplementing Integrated Self-Service at Airports
Research Report 157: /mproving the Airport Customer Experience

Research Report 231: Evaluating the Traveler's Perspective to Improve the Alrport
Customer Experience

Research Report 235: Guidebook on Conducting Airport User Surveys and Other
Customer Research

Legal Research Digest 42: Legal Implications of Data Collection at Airports

Visit us online:
www.trb.org/ACRP
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https://nap.nationalacademies.org/catalog/14375/reference-guide-on-understanding-common-use-at-airports
https://nap.nationalacademies.org/catalog/22113/implementing-integrated-self-service-at-airports
https://nap.nationalacademies.org/catalog/23449/improving-the-airport-customer-experience
https://nap.nationalacademies.org/catalog/26222/evaluating-the-travelers-perspective-to-improve-the-airport-customer-experience
https://nap.nationalacademies.org/catalog/26444/guidebook-on-conducting-airport-user-surveys-and-other-customer-research
https://nap.nationalacademies.org/catalog/26207/legal-implications-of-data-collection-at-airports
http://www.trb.org/ACRP/ACRP.aspx

ACRP Recorded Webinars

=2,
ACRP

Have you missed a past ACRP webinar that you wish you could have
attended?

No worries! All ACRP webinars are recorded and posted to TRB’s website
for viewing at any time.

There are over 100 webinar recordings on a variety of aviation topics
available to you at:

https://www.nationalacademies.org/events
Select “Past Events” tab and search for “TRB Webinars”.
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https://www.nationalacademies.org/events
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